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About navigating this electronic document:
Throughout this document there are navigational links.

Wherever you see this symbol . you can click on it to return to the table of contents.

Wherever you see this symbol “ you can click on it to return to the index.

Wherever you see underlined blue text you can click on it to navigate to that reference.
Whenever you navigate to a new page, you can go back using Alt + <= (left arrow)
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WELCOME!

Thank you for purchasing Cér ™ Home Automation!

Please read through this document before starting the installation.

Features & Benefits

* 256 Users — enough for even moderate sized businesses
* 64 wireless sensors + 20 Keyfobs

* 4 Areas/Partitions — split your system into smaller parts you can protect individually
* Personal Voice Guided setup and menu prompts

e 2 Hardwired inputs (can be doubled to total 4)

* 2 Programmable Outputs

* 85db piezo siren

* 24 hour battery backup

* Wi Fi 802.11 b/g

* Wi Fi direct for setup

* IEEE 802.3 Compliant Ethernet

* 3G Cellular Radio Module, optional




INCLUDED IN BOX

Check contents before beginning your installation.

o@0e o
=
® (1)(2)3) ®
Y 5 B
@ [ ]
= 7 8 =
eE0=e ® (7] ©
Wall Bracket
Cor™ Panel
Installation
Manual
Backup Battery Pack Full

Reference Guide
Available Online

Optional Accessories

¢ Cellular Radio Modem ZW-HSPA

¢ Desk Stand ZW-DS01

¢ Extension Antenna ZW-ANT3M

* Battery ZW-BAT23A

* Power Supply ZW-PSOV

e Ultra Secure IP Camera ZW-USW-3120
(Only works with Cor ™)

A list of available accessories is available online at www.CorHomeAutomation.com.

Transformer

Input/Output Lead

A160028



http://www.CorHomeAutomation.com

FRONT OF COR™ PANEL

Sty At

-= (hime Key

Key Color Description Key Coler Description
System iz in alarm. Enter your PIN Grean *l sensors are ready and the
Red code then ENTER to turmn off the (steady) system can be armed in Away or
= alarm. Press the STATUS key for Stay mode.
ALARM mare info. @ Some sensors are open but
Yellow System is armed in Stay mode. Green 2::1:;:5'?;Igr::s,;ir;;:;&s;f;r:se
System Is disarmed if Away is also READY (flashing) .4 of the exit time the system
not fit. may go inte alarm.
Press STAY once for Arming with
Entry Delay Mot lit System cannot be armed, press
STAY Mot lit Press STAY a second time for Arm the STATUS key for more info.
Stay — Instant
Press STAY a third time for Am Eress the BYPASS key if you wish to is_ulate
Stay — Night (ignore) a sensor. Bypassed sensors will not
- _ be active when the system is amed in Stay
Green  Systemis normal BYPASS  or Away modes.
Mon-urgent system conditions
Yellow  present. Press the STATUS key to @ Press the CHIME key to select which sensors
] hear system conditions. will make a doorbell sound on the ZeroWire
hen th tripped.
Urgent system conditions present. CHIME when tey are tpes
Press the STATUS key to hear
STATUS system conditions.
Red - .
If you are unable to fix the issue, Press the HISTORY key to listen for alarm
contact your service provider for and event history.
help. HISTORY
Red System is armed in Away mode. @
System is disarmed if Stay iz also
Not lit  not lit. Press the AWAY key to arm FIRE
AWAY in Away mode. Hold down the key to send a message to a

®

MEDICAL

®

POLICE

central monitoring center. Enter your PIN
code then ENTER to turn off a S05 alarm.

Features may be enabled by professional
security provider.
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BACK OF COR™ PANEL

~

Batlery Cover Callular
Sorew

Input/Output Antanna
Connector Conneclor

Power Reset Etharnet
Connector Button Connector

)

Siren Mounting Speaker
Brachet Scraw

Connections for the cellular radio module are located under the cover on the right.
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1 HARDWARE INSTALLATION

What You Need

o Cor™ Panel

e Cor™ Accessories (Door/Window sensors, Motion sensors, Lighting modules, Door Locks, etc.)
* Devices, lights locks etc.)

A mobile or smart device, or computer for programming

e List of homeowner users and PIN codes homeowner wish to add

* Small Phillips screwdriver

¢ Small Flathead screwdriver

* Router supporting 802.11 b or 802.11g if using homeowner Wi Fi features
¢ [P access for optional cell module

¢ Wi Fi/Ethernet access

Choose a Location

When choosing a location for your Cor™  Panel there are a number of appliances and areas to avoid which could interfere with the security
system.

* Choose a central location that optimizes signal strength (Wi Fi, 319.5, Z-Wave)

* Avoid TV and other electronic appliances

* Avoid microwave ovens

* Avoid wet and moist areas such as bathrooms and toilets

* Avoid cordless telephones

* Avoid computers and wireless equipment

11




1.1 Install the Battery

Femove the battery Connect battery pack Replace battery cover
cover with a small lead to connector on the and screw.
screwdriver. left inside battery

compartment.

Connectors are keyed.

1.2 Connect Power Lead to Panel

Connect power lead from power supply to the back of the panel. The connector is keyed and fits only one way.

1.3 Install Cor™ Panel
Panel may be mounted on a wall (recommended) or on a table.

For table mount information please reference Section 9.21

Install the bracket on a wall by using the supplied screws. Make sure the power lead can reach the panel when plugged in to a power source.

NOTE: Holes in the wall supplying Ethernet, power, antenna or I/O connector must be in the shaded area to ensure the unit mounts flat on
the wall; See the drawing on the next page.
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Hole location, shading:

NOTE: Ensure the screw on the underside of the panel is loosened enough so that the wall bracket clears the screw head; if not the panel may
not fit flush against the wall. Then retighten the screw to ensure a secure fit.

A160088
1.4 Connect Power

Connect the power supply to receptacle.

PERSONAL INJURY AND UNIT DAMAGE
HAZARD

Failure to follow this warning could result in personal
injury or death and unit component damage.

Do not connect to a receptacle controlled by a switch.

13




2 SET UP CONNECTIONS

2.1 Select a Permanent Connection Mode

Select a method to connect your Cér™ panel to a network so it can report events via Cloud, and allow you to configure settings using the
built—in Web Server or Cor™  app. The recommended installation for security monitoring is to use IP as primary reporting with cellular
backup. However IP only or cellular only installations may be used. For cellular radio setup reference Section 7.

Option 1 - Ethernet Setup — This is the easiest to set up. The Cor™ panel is set to use Ethernet by default. It requires a hardwired Ethernet
connection to the panel. You will need to provide an Ethernet router and an internet connection for reporting and remote access.

Option 2 — Wi Fi Setup — This connects the Cor™ to a local Wi Fi network. You will need to provide a wireless router and a secure internet
connection for reporting and remote access.

V(e ) Y
| Wi-Fi
or

s Ethernet
\
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2.2 Ethernet Setup

@ @ -
(5] (&) .
=& g ‘ J
|

Router -

] (o

A T™M

Connect power to your Cor™ panel.

If this panel was previously connected via Wi Fi, switch connection to Ethernet:

1. @ Select main menu - Option 9, Advanced system configuration

2. Enter Installer code (By default thisis 97 1 3)

3. Toggles between WiFi or Ethernet connection unit Ethernet is on
4, Exits from Advanced system configuration menu

A160042

Connect an Ethernet cable to the rear of the panel and wait 10 sec for the local router to assign the panel an IP address.

On the panel press Menu — 8 — [PIN] — 6 and note the IP address announced. This is the IP address of your Cér™  panel. If you hear “IP
address is not ready” then wait a further 30s and repeat this step. Open your web browser. Enter IP address (For example:192.168.1.6). The
Cor™ login screen should appear:

Sign in

Enler your usemame

Emer your password.

Enter your username and password. By default this is : installer and 9 7 1 3.
You should now see a screen similar to one of the below.:

Ready Ready
O O[>
o Chime o Chime

Your Cor™ panel is now successfully connected to your Ethernet network.

15




2.3 Check Ethernet Connection to Cor ™ App

Login to the Cor™ Web Server from your laptop using the IP address announced. Press or click Settings.

Select Connection Status in the drop down menu.

Check that:

a. LAN Status should display Connected.

b. LAN Media should display Ethernet.

c. UltraSync-Status should display Connected.
d. UltraSync-Media should display LAN.

If it does not:
e. Check cable connection.
f. Check router settings.

Settings Selector

]Connection Status v

Connection Status

LAN Status

Connected
LAN Media

Ethernet
Cell State

Idle
UltraSync Status

Connected

UltraSync Media
LAN

Radio Details

Cell Service
No service

Signal Strength 0

Operator ID

Radio Technology
GSM

WiFi Details
WiFi SSID

WiFi Security Type
None

16

A160043




2.4 Option 2 — Wi Fi Setup

Turn on Wi Fi Discovery Mode - this creates a local hot spot and provides direct access to the Cor™ panel from a mobile device such as a
tablet, or laptop computer.

1. |MENU @ Select main menu - Option 9, Advanced system configuration

2. [INSTALLER CODE |[ENTER] Enter Instalier code
k) Turmn on WiFi Discovery Mode for 10 min
4. [MENU] [MENUJ Exits from Advanced system configuration menu

Enable Wi Fi on your tablet or laptop computer.
On your mobile device, browse for available Wi Fi networks and select the ZeroWire_xxxx network to connect to it.
NOTE: Note: Only a single user can connect at any time and there is no Wi Fi password.

Once connected, the Cor will be assigned a fixed IP address of 192.168.1.3.
Use your tablet or laptop computer to connect to Cor.

NOTE: Note: The wireless router must support 802.11 b or 802.11g.

) ()

Wireless Router

To internet

Open your web browser and enter 192.168.1.3. The Cor. login screen should appear.

Sign in

Enter your username and password, by default this is: installerand 9 7 1 3.

Press Sign In.

17




You should now see a screen similar to one of the below:

Ready

Your Cor™ is now successfully connected to your Wi Fi network.
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2.5 Set Up a Web Access Passcode for Cor ™ App

For security, initial remote access via the Cor™ app is disabled by default. Follow these steps to enable it:

o] Settings Selector page.

Select Network from the drop down menu. Enable remote access for the Cor™ App by changing the Web Access Passcode (WAP) with a
unique eight digit code provided by the homeowner. This is an eight digit code that permits the homeowner remote access from their Cor ™
mobile app. The default Web Access Passcode of 00000000 prevents remote access.

NOTE: If you are connecting to the system via the Local Area Network (LAN) the WAP is not required.

Press *** then

Press Save. “Program Success” will appear.

For a detailed explanation of the function of the Web Access Passcode please see section 4.6 Programming the Network.

Settings Selector

Hetwork T
m
LaN configquratisn

IP Host Hame

M2t BT

WiFi Configuration
WIFI 510

WIFI Securlty Type
Nowe v
WiFi Password

Remole Access FINS

Dos0e00n

2.6 Set Up a Download Access Code for DLX900

Remote access using the DLX900 software will require you to set up a Download Access Code.

Select Network from the Settings drop down menu. Enable remote access to the Cor panel programming by changing the Download Access
Code with a unique eight digit code. The default Download Access Code of 00000000 prevents remote access.

Press Save when Finished.

Settings Selector

Hehork 3

A B e

-~

DoKo00n
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2.7 Scan for Wireless Networks

Press Settings
Select Wi Fi Setup form the drop down menu.
Press Scan for Wireless Networks:

Settings Selector

WiFi Setup p

Scan For Wireless Networks

Press the Wi Fi network name you wish Cor™ panel to connect to. Enter Wi Fi passcode then press OK. “Network Successfully selected” will
appear as shown below. Upon connection to the Wi Fi network, the system will automatically logoff from the web browser.

Settings Selector

|

Hetwore Successioly oe ecksd |
Change your compuer to the same nelwaork
efoie stbermiling Lo racaniect.

On your mobile device, connect to the same Wi Fi network found by the scan.
On the panel press Menu — 8 — [PIN] — 6 and write down the IP address announced. This is the IP address of your Cor™ panel. If you hear
“IP address is not ready” then wait a further 30 seconds and repeat this step.

Open your web browser.

Enter announced IP address. The login screen should appear:

Sign in
Enter your username:

Enter your password:

Your Cor™ panel is now successfully connected to your Wi Fi network.

20




To internet

Wireless Router

2.8 Troubleshooting Wi Fi Setup

1. Cannot get an IP address

Cause

Solution

Connection does not work

Close the web browser on your device, and restart
your wireless router, and start again from step 1.

The wireless/router may not be configured for automatic DHCP or cer-
tain security settings may be enabled.

Check your router settings and try again.

2. Network connections fail

Cause

Solution

Some newer routers will have these off at factory default. Some
802.11n access points may not accept 802.11g connections

Check if Wi Fi router allows b and g connections.

Check if router is within range and has good signal,
otherwise a Wi Fi range extender may help.

Ensure auto-correct is turned off (when typing the
Wi Fi pass phrase).

Ensure wireless router has DHCP enabled.

Ensure wireless router does not have firewall or se-
curity rules that prevent additional connections.

Ensure IP addresses are available; for example con-
nect a new device to it and verify it has an internet
connection.
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2.9 Check Wi Fi Connection to Cor™ Panel

Login to the Web Server from your computer using the IP address announced which can be obtained by pressing Menu 8 - [Installer PIN]
- 6 on the Cor ™ panel. Press Settings in the drop down Menu at the top right.

Select or press Connection Status in the drop down menu.

Check that

a. LAN Status should display Connected.

b. LAN Media should display Wi Fi.

c. UltraSync-Status should display Connected.
d. UltraSync-Media should display LAN.

If it does not

e. Check cable connection.
f. Check router settings.

Settings Selector

]Connection Status N

Connection Status

LAN Status

Connected
LAN Media

Wi Fi
Cell State

Idle

UltraSync Status
Connected

UltraSync Media
AN

Radio Details

Cell Service
No service

Signal Strength o

Operator ID

Radio Technology
GSM

WiFi Details
WiFi SSID

WiFi Security Type
None

22
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3 THE Cor™APP

A160067
3.1 Install Cor ™ App

The Cor™ Smart Home is an app that allows you to control your Cor™ Home Automation System from an Apple® iPhone/iPad, or Google
Android device. First set up the Cor™ Web Server from Section 2 then download this app.

Carrier charges may apply and an Apple iTunes or Google account is required.

On Apple® devices go to the App Store™ . On Android devices go to the Google Play ™ store.

J

Search for Cor Home Automation.

Available on the GET IT ON

App Store | P> Google play

Install the app for the Homeowner.

Press the icon on your device to launch it.

Press Add or + on the top right to add a new Site or the information callout icon . to edit an existing Site.
Enter the information for the Site Name and Description that the homeowner wants to use.
The Serial Number is printed on the back of the panel.

The default Web Access Passcode of 00000000 disables remote access. To change it, login to Cor™ Web Server and go to Settings —
Network. (Refer to Section 2.3.)

The default username and PIN code for the master user is User 1 and 1234. You may also use any other valid user account. Homeowner users
will only see and have access to menus at their permission level.

Toggle the blue slider to the right if the homeowner wants to require a PIN for login.

The Notification Services will allow the user to receive notifications in the event of a triggered event. To enable this function, tap on the arrow
and toggle the blue slider to the right to activate Push Notificaitons.

The Location Services will allow actions based on entering and exiting specific map areas using global positioning system (GPS) location of
the user phone. To enable this function, tap on the arrow and toggle the blue slider to the right to activate GEO Actions and/or Check Status

on Leaving.

Compatible Wi Fi thermostat from Carrier and Bryant can be added to the app by toggling the blue slider. The following screen will ask the
user to login to their registered thermostat account and agree to the terms to authorize app access to the thermostat control.

Press Done button to save the details and to go back.
Press the name of the Site to enter the main Overview screen of the Cor Home Automation system app.
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3.2 Using the App

The first screen that will appear once you connect is the Overview screen. This will display the status of your system and allows you to arm
or disarm areas by pressing Arm Away, Arm Stay, or Disarm. From this screen, you can also enable Automations that have been
programmed in the Cor app.

a " A i
Area 1 5 Armed

Automations Automations Automations

G0 BLMTT BRI SELED 00 SO0 BUSHTMSONTE Oy BT BYSUSIT ST 10 S0 DTS GOI0 akMT BYRIETS BEILED B0 B0 UADFTELENTS

) i o)

The menu bar is located along the bottom of the screen.

P

Press the Lights icon ~ to access Z—Wave enabled modules and outlets that are connected to the Cor Home Automation system for lighting
and on/off appliances. Please see Section 4.10 for Programming Z-Wave Devices. From this screen, you are able to dim or turn on/off light
switches; and turn on/off power to plugged—in appliances or products. In addition, you can use the Automation feature to program your Cor
Home Automation system to turn on these Z—Wave enabled modules and outlets at a certain time; or set up lights to turn on and off to mimic
occupancy while you are away from your home.
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Press the thermometer icon i at the bottom of the menu bar to control your thermostats that are connected to your Cér Home Automation
system. Using the red and blue arrow to the right of the screen, you can adjust your desired temperature setting to maintain comfort in your
home. This screen also allows you to change the operational mode of your heating and air conditioning system by selecting either Heat,
Cool, Auto or Off. In addition, you can control the fan operation either to run constantly On or in the Auto mode.

Thermostat Thermostat

Home Home

1y It i cutrently T2 degress.
Inadoor Famidity b 435

7y It is cuvently T2 degrees.
Indonr umididy by 435

i ! i)

Press camera icon I:'ﬂ at the bottom of the menu bar to access the Wi-Fi cameras connected to the Cor Home Automation system. Pressing
the Play icon in the center picture of the video will allow you to view live video streams from the camera. You can also view previously

recorded clips by pressing the Play icon ﬂ under Latest Clip section of the screen. Or if you want to record a video, press the Record

m button to initiate the camera into recording mode.
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Latest Clip

o Fell

Camera 2

Press the Lock icon at the bottom of the menu bar to access Z—Wave enabled open and close devices such as Door Locks and Garage
Door Openers. On this screen, you can check the status of a Z—Wave enabled door lock or garage door; and remotely lock the door or close
the garage door.

side door

Garage door
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restore it to normal operation. You may also turn on or off the Chime "~ feature. If you would like to be notified when a specific sensor is

. (O) . o
Press Sensors icon to view sensor status. From the Sensors screen you can press Bypass to 1gnore a sensor or press it again to

triggered then press the sensor Notification icon " to turn on or off.

©0 0

e i ] it sl
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Sensors Sensors SEnsors
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3.3 Troubleshooting Setup

1. Site Creation fails

Cause

Solution

Settings are entered incorrectly

Check the serial number and web access passcode, match those
in the Cor™ Web Server set—up.

Web Access Passcode must not be 00000000.

User Name must be entered with a space between the first and
last name and with correct capitalization.

2. Cannot see local Wi Fi access point from smartphone

Cause

Solution

Some hotspot access points may not accept 802.11g connections.

Ensure your Wi Fi access point is able to accept 802.11b or
802.11g.

3. Network connections fail

Cause Solution
Ethernet not working If connecteq by. Ethern.et, check that the cable is plugged in and
the connection is working.
Wi Fi not working If connected by Wi Fi, check that the connection is working.
Check Settings — Network — Enable UltraConnect is checked
Network not set .
under Options.
4. Cannot get IP address
Cause Solution

The wireless/router may not be configured for automatic DHCP
or certain security settings may be enabled.

Check your router settings and try again.

5. Cannot access internet

Cause

Solution

Mobile device has no access

Open a web browser on your mobile device to double check
access.

Try disabling Wi Fi on your device once the Cor™ panel is con-
figured and using the 3G/4G data connection of the homeowner
smartphone with the Cor™ app.

6. Server connections fail

Cause

Solution

Server addresses are incorrect

Check the UltraSync servers are correct. See

Advanced Programming, Cor Home Automation for reference.
a. Ethernet Server 1 - zw1.UltraSync.com:443

b. Ethernet Server 2 — zw1.UltraSync.com:443

c. Wireless Server 1 — zwlw.UltraSync.com:8081

d. Wireless Server 2 — zwlw.UltraSync.com:8081

7. Configuration setting changes fail

Cause

Solution

Devices are not responding to inputs

Re-initialize equipment. Power cycle connected equipment in-
cluding Cor™ Hub and customer supplied router(s).
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4 SYSTEM SETTINGS

These instructions describe how to program all of the devices, schedules and areas used by the system.

4.1 Learn Sensors into Cor ™ Hub

Connect to the Cor™ Web Server (either via Wi Fi Discovery Mode or Ethernet Setup.
Enter your username and password. By default this is installer and 9713.
Press Sign In.

You should see a screen similar to one of the below:

Ready

Away Stay Off Chime

. 4

From the Cor™ screen app press the ®®®  button then O

RCERIIVRUCN Settings Selector page.

Select the drop down menu under Sensors to see the list of programmable items.

Select Sensors.
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Settings Selector

# Sensors v |
Keyfobs
Areas
System l
Channels
MNetwork —"
Scenes <
Schedules
Holidays I
Z-Wave Room Names
Z-Wave Add/Remove
Z-Wave Device Association 4
Z-Wave Maintenance
WiFi Setup
Cameras v |
Connection Status
Details o ]
Sensor Type
3 Entry Exit Delay 1 v |
Sensor Options
1 Bypass w |
Area Group
1 Area 1 v |
Serial Number
ABES51 [
Tamper L]
Disable Internal Reed 5|
Naorm Open External Contact
Voice Mame 1
FRONT -
Voice Name 2
DOOR v |
VoICe Name 3
SENSOR v |
Voice Name 4
ONE v |

A160049

At this point you can type the name of the sensor and define its profile, by determining the sensor type (Entry, 24 hour, fire, key switch, etc.)
and the sensor options (bypass, force arm, Cross Zone, stay mode, etc.). You can also assign it a specific area. Each of these has a drop down
menu to make selections.

30




Sensor Type

Select Sensor o Conligure Sensor ODtIDI’IS

A Front Door v ) . i Sensor Area Grou
Sensor Name Select Sensor to Configure p

1 Front Door ¥
S Select Sensor to Configure:
@ senzor Type —— Front Doar | 1 Frant Doer v
hd &
Sensor Opt l dlsabT;d = ! Sensor Type Sensar Hame
msor Options Day Zona - [3 Eniry Exii Dalay 1 v Front Doar |
Area Group 294 Hour Audible - scnsor Oplions Sensor Type e B e | .
3 Entry Exit Delay 1 1 Bypass v |3 Entry Exit Delay |
) 4 Entry Exit Dalay 2 area Group | disabled . Sensar Options
Serial Mumber| 5 pollguer 1 Bypass _ 1 Bypass \dl
& Instant Serial Mumber| 2 Dypass Stay @ irea Group
Tampser T 24 Hour silent 3 Bypass - Forced Arm 1 fArea 1 v
Disable Interng & Fire Alarm 4 Bypass - Cross Zone - dzabled
8 Entry Exit Delay 2 Tamper & Fire Sefial turmer s
NOMm Open B " ~ | ) ARFRERTT
10 Keyswitch Disable Interng 6 Panic {2 Area 2
velee Mame 1144 not used _ Morm Open Ex T Silent Panic Tamper 3 Area 3
12 Event Only Volce Name 1 8 Momally Open no EQL Disable Internal Reed | 4 pren 4
wolce Mame 2 | 13 Momentary Key Switch ~ |9 Momally Clesed no EQL Morm Open External O 5 area 1, 2
14 Latching Key Switch 10 Gas Detected Vaic
4 ) Dice Mame 1 GAreal 3
Woice Mame 3 | 15 Sensar Type Voice Name 2| 41 High Temp L FlTaeal 4
16 Sensor Type 12 Water Leakage P B Awal 3
i N 4 17 Sensor Type Woice Mame 3|13 Low Temp Voice Name 2 = hrea? 4
oice Name 3 | 45 sensor Type 14 High Temp 10 Area 3, 4
19 Sensor Type = yoice Mame 4 | 15 Fire Alarm Pull Station “oice Name 3 11 Area 1, 2. 3
16 Senzar Cptions E 12 Amail 2. 3.4
17 Sensor Options Woice Name 4 13 Area Group
S 12 Senzor Options | "l 14 Area Group
13 Sensor Options - 15 Area Group
T ———————————— ol
16 Area Group

When all of your programming definition for the sensor is complete, press Learn. A notification box will appear below the Learn button.
Activate the sensor. Consult the sensor manual for instructions; generally this is performed by opening the case and manipulating the tamper
activator. This will send a tamper signal to the Cor™  panel. The notification box will alert you that a new device was found.

Settings Selector Settings Selector

| Sensars | Senzars v

Sensor Add/Remove Funclions Sensor Add/Remove Funclions

Learn Mode Active New Device Found.
Activate Learn Button T |Click Save to Store New Device

Al

b

A
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The screen below shows a sensor learned in.

Name: Front Door

Type: Entry Exit Delay 1
Option: Bypass

Area Group: Area 1

Serial Number: ABE551

Note that the sensor Serial Number box has been populated after learning in the sensor.

Settings Selector

| Sensors 2

Sensor Add/Remove Functions

m

Select Sensor o Configure:

| 1 Front Door A : %
Sensor Name
|Fr|:-nt Daar i':
Senscr Type
| 3 Entry Exit Delay 1 v %
Sensor Options
| 1 Bypass A i 4
Area Group
[1Area 1 v |4
Serial Number
\ASES51 -

Tamper ]
Disable Internal Reed O
O

Norm Open External Contact
Signal Strength

L |

Voice Name 1
| FRONT v |

Voice Name 2
|DOOR v |

Voice Name 3
| SENSOR v |

Voice Name 4
| ONE v |

Explanations of the sensor configurations appear on the next page.

Also reference Advanced Programming, Sensors, Section 5.2.
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Option Default Function
Select Sensor to Configure 1 Sensor Choose among 64 sensors.
Sensor Name Blank Custom 32 character name.

Sensor Type

3 Entry Exit Delay 1

Sensor types determine the sensor attributes such
as entry/exit, instant, etc. Additionally sensor types
determine the siren attributes.

Sensor options determine the sensor attributes such
as a sensor’s ability to be bypassed, force arm,

Sensor Option 1 Bypass Cross Zone, stay mode, etc. Additionally sensor
options determine the sensors reporting attributes.
Area Group 1 Area 1 Assigning a sensor to an area will enable it to re-
port.
This is the TXID of the wireless sensor, it can be
Serial Number Blank manual entered or the sensor can be ”Learned” into
panel.
Sensor Configuration Menu Tamper switch on the wireless sensor is enabled or
Tamper On
P disabled.
The internal reed switch(es) on the wireless device
Disable Internal Reed Off can be disabled. Applies if the sensor is a device
type 10.
The external input on wireless sensors can be en-
abled. Check this box when external contact is nor-
Norm Open External Contact | Off mally open. If the 60-362N-10-319.5 sensor is
used the jumper pin does not have to be used. Ap-
plies if the sensor is a device type 10.
Signal Strength 0 Shows the last signal strength received.
Voice Name 1 Blank
- This feature uses the internal voice vocabulary to
Voice Name 2 Blank name the sensor. These names will be announced
Voice Name 3 Blank in sequence when the sensor is opened while in the
hi de.
Voice Name 4 Blank Chime mode

When you are finished programming the Sensor

Press the Save button.

The page at 192.168.0.100 says:

A dialogue box appears.

Are you sure you want to change the sensor ID

Press the OK button. and/or type?
A dialogue box appears.

Press the OK button.

These dialogue boxes appear after any changes to the system are attempted/registered.

The page at 192.168.0.100 says:

Pragram Success!

IMPORTANT: After you have finished programming a sensor, be sure to advance the sensor number in the drop down menu when
programming the next sensor. Otherwise you will over—write the sensor configuration you just programmed.
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4.2 Learn in a Keyfob

Press

Select the drop down menu under Sensors to see the list of programmable items.

then ﬁ’c‘ for the Settings Selector page.

Select Keyfobs.

With the keyfobs screen selected you can choose the keyfob number to configure and select the user number to link to the keyfob.

Settings Selector

Keyfobs

Sensor Add/Remowve Functions

Select Keyfob to Configure:
| 65 KeyFob »

User 65 KeyFob

'Use FOB Number as Starsd. 66 KeyFob
167 KeyFob
Police

68 KeyFob
No Siren on Police 69 KeyFob
Medical 70 KeyFob
Scene 71 KeyFob
72 KeyFob
73 KeyFaob
74 KeyFob
| 75 KeyFob

di

Lin

Serial Number

76 KeyFob
77 KeyFab
78 KeyFob
79 KeyFob
80 KeyFob
81 KeyFob
82 KeyFob
83 KeyFuob
| 84 KeyFab

Settings Selector

| Keyfobs

Sensor Add/Remowe Functions

Select Keyfob to Configure:
[ 65 KeyFob v |
User

Use FOB Number as Standard User v |
=hY Use FOB Number as Standard User 7]
(1) User 1
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| (256) installer |
I (2) User, Two -

3’3‘{3} User, Three L
|{d]| User, Four v

Serial Number '




Give the keyfob a number (you are giving the keyfob a sensor number). Select the user and press Learn. A notification box will appear below
the Learn button. Activate the keyfob. Consult the keyfob manual for instructions; generally this is performed by simultaneously pressing the
Lock and Unlock buttons. This will send a tamper signal to Cor™ panel.

Settings Selector Settings Selector

Keyfobs v Keyfobs v
Sensor Add/Remove Functions Sensor Add/Remove Functions
m m
[Uemn Mode: Active .4_,§New Device Found.
|Activate Learn Button y ECl:i_ck Save to Store New Device 4
Select Keyfob to Configure: Select Keyfob to Configure: i
| 65 KeyFob v 65 KeyFob v
User User
[ Use FOB Number as Standard User v | | Use FOB Number as Standard User v |
Police L Police i
No Siren on Police No Siren on Police
Medical = Medical
Scene - Scene
disabled ¥ | disabled 4
Serial Number ) Serial Number
0F532F1

The notification box will alert you that a new device (keyfob) was found. The keyfob Serial Number box will be populated. Explanations of
the Keyfob configurations appear on the next page.
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Option Default Function
Select Keyfob to Configure 65 Keyfob This is the starting Sensor number for Keyfobs.
If ”Use FOB Number as Standard User” is used,
when there is an activation on that Fob the Central
Use FOB Number as Station report will come in with that sensor num-
User Standard User ber. If there is a user assigned to the fob that user
number will come in on the Central Station Report.
If no user is assigned it will show as user 999 in the
Central Station Report.
i ) ) Enabling this will enable the Police / Panic on the
Keyfob Configuration Police Off Fob, this will also be audible at the panel (top 2
Menu buttons press at the same time).
No Siren on Police Off Wlth this enabled it will make the Police / Panic
silent at the panel.
Enabling this will enable the Medical / Aux on the
Medical Off Fob. This will be an audible alarm at the panel.
(bottom 2 buttons pressed at the same time)
Scenc Off By using t.he drop down menu one of 16 scenes
can be activated.
Serial Number Blank This is the TXID of the Fob, it can be manually

entered or the sensor can be ”"Learned” into panel.

When you are finished programming the Keyfob,

Press the Save button.

The page at 192.168.0.100 says:

A dialogue box appears.

Are you sure you want to change the sensor ID

Press the OK button.
A dialogue box appears.

Press the OK button.

and/or type?

These dialogue boxes appear after any changes to the system are attempted/registered.
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4.3 Programming Areas

Select Areas from the drop down menu.

With the Areas screen selected you can choose an Area number to configure, give the area a name, and define attributes for that area. The
Cor™ can support a total of 4 areas; each area is configured with its entry and exit times, area options, area timers, area type and reporting

characteristics
Settings Selector

| Areas v|

Select Area to Configure:

Area Name
|I |
Area Timers
Entry Time 1 [30-240] Seconds
30 |
Exit Time 1 [45-255] Seconds
45 |
Entry Time 2 [30-240] Seconds
o |
Exit Time 2 [45-255] Seconds
o |
Stay Entry Time [30-240] Seconds
30 |
Area Options
Quick Away o
Quick Stay Mode Disarm o
IManual Panic #
IManual Fire L
Manual Auxiliary L

Force Arm With Bypass O

Area Reporting
Area Account

0 |

Area Channels

[1 Channel Group v |

Explanations of the Area configurations appear on the following pages.

Also reference Advanced Programming, Areas, Section 5.3.
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Option Default

Function

Select Area to Configure

Area 1

Use the drop down menu to select which of the 4 areas
to program.

Area Name

Blank

Each area can be configured with a custom 32 character
name. The area name is displayed wherever an area is
referenced on the Cor™ system.

Entry Time 1 (30-240) Seconds 30

Provides time to enter into the premises to deactivate the
alarm system.

Exit Timer 1 (45 - 255) Seconds 45

Provides time to exit the premise without activating the
alarm system.

Area Timers

Entry Timer 2 (30 — 240) Seconds 0

If there is a second entry door that requires more time to
deactivate the alarm system.

Exit Timer 2 (45 -255) Seconds 0

If there is a second exit door that requires more time to
leave.

Stay Enter Timer (30 — 240)
Seconds

30

When the system is armed to ”STAY” this will be the
entry time to deactivate the alarm system.

Quick Away

Off

If enabled, the area can be armed in away mode with a
single press. When area is armed via quick away mode,
the closing user number is the default user of 999.

Quick Stay Mode Disarm

Off

If enabled, this will allow the stay mode to be disarmed
by pressing the stay key on the Cor™ panel. If the sys-
tem is in alarm a PIN must be used.

Manual Panic On

Enables or Disables the Keypad Panic

Manual Fire On

Enables or Disables the Keypad Fire

Areas
Configuration

Manual Auxiliary On

Enables or Disables the Keypad Auxiliary

Menu Area Options

Force Arm With Bypass

Off

If enabled, the area can be armed even if sensors are not
ready. Any sensors that are not ready will NOT be auto-
matically be bypassed and may cause an alarm condi-
tion because they could still be in a not ready state once
the area becomes armed.

This option is overridden if the Force Arm With Auto-
Bypass is enabled.

Individual sensors can be made “force arm—able without
auto-bypass” by leaving this area option off, then en-
abling Forced Arm Enable in Sensor options, and dis-
abling Sensor Inhibit (Bypass) in the Sensor Type Pro-
file.

Area Account 0

This account number is ONLY used when sending an
email with a professionally monitored security alarm
company. This should be the same as the Central Station
account number, however if it is not this will not affect
the Central Station reporting.

Area
Reporting

Area Channels

1
Channel
Group

If enabled, the area can be armed even if sensors are not
ready. Any sensors that are not ready will NOT be auto-
matically be bypassed and may cause an alarm condi-
tion because they could still be in a not ready state once
the area becomes armed.

This option is overridden if the Force Arm With Auto-
Bypass is enabled.

Individual sensors can be made “force arm—able without
auto-bypass” by leaving this area option off, then en-
abling Forced Arm Enable in Sensor options, and dis-
abling Sensor Inhibit (Bypass) in the Sensor Type Pro-
file.

When you are finished program-
ming the Area settings, remember
to save your changes.

The page at 192.168.0.100 says:

Are you sure you want to change the sensor ID

and/or type?
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4.4 Programming the System
Select System from the drop down menu.

When the System screen is selected you can program several system wide settings, including the system clock and timers, as well as sensor
options and reporting.

Settings Selector
| System

|

Control Name

|Al arm System

System Date and Time

Date: 07/08/ 2015
Time (hh:mm:ss) : 14 |4 |2Eu
System Time Zone System Timers
Hours Offset Siren Time [0-99] Minutes
UTCBET v | 4 |
Minutes Offset Battery Test Time [0-99] Minutes
2 |
AC Failure Report Delay [0-999] Seconds
300 |
System Daylight Saving Time Cross Zone Time [30-999] Seconds
Start Month 300 |
Sensor Inactivity Time [0-65535] Minutes
Start Week o |
Fire Supervise Time [120-65535] Seconds
End Month __ [14ac0 |
Nov - Burg Supervise Time [120-65535] Seconds
43200 |
End Week
First v

System Options
Panel Zone Doubling
Panel Box Tamper
System Sensor Tamper
Disable Hardwired Sensors
Sensor Inactivity

O8N OO0

System Reporting
System Channels

4

[1 Channel Group

When you are finished programming the System settings, remember to save your changes.
Explanations of the System configurations appear on the following pages.

Also reference Advanced Programming, System, Section 5.1.
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System
Configuration
Menu

Option

Default

Function

Date & Time

Date

Once it is connected to Cor™ the Date and time are
automatically synced.

Time (hh:mm:ss)

Once it is connected to Cor™ the Date and time are
automatically synced.

Time Zone

Hours Offset

UTC SET

Starting with EST is UTC-5, CST is UTC-6, MT is
UTC-6, PST is UTC-7.

Minutes Offset

0

This is used in other locations throughout the world.

Daylight
Saving Time

Start Month

Mar

Standard

Start Week

Second

Standard

End Month

Nov

Standard

Start Month

First

Standard

System
Timers

Siren Time (0-99) Minutes

4

The siren time sets the time in minutes that the siren
output is active.

Battery Test Time (0- 99) Minutes

The battery test time sets the duration in minutes
that the Cor ™ will perform a dynamic battery test.
The Cor™ will perform a dynamic battery test at the
disarming of the first area or at midnight once each
24-hour cycle. Dynamic battery test is disabled
when the test duration is set to 0. Dynamic battery
test can also be run manually from a keypad.

AC Failure Report
Delay (0-999)
Seconds

300

The AC fail report delay sets the duration in seconds
that the AC power is lost or restored before a com-
munication is initiated.

AC restore will report when power is maintained for
this same duration.

Cross Zone Time (30- 999)

300

The Cross Zone time sets the duration in seconds
whereby two or more sensors must trip before an
alarm condition will be registered or the one sensor
must trigger twice within this time period, or a con-
tinuous trip longer than 10 seconds. This feature
only applies to sensors with the Cross Zone feature
set in sensor options.

Sensor Inactivity Time
(0-65535) Minutes

Sensors programmed with Sensor Inactivity in the
Sensor Options must be opened and closed within
the time programmed here (in minutes). If they do
not, a Sensor Inactivity will report. This feature can
be enabled in the System Options menu.

Default Sensor Inactivity option is off and this timer
is set to 10080 minutes (7 days).
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System
Configuration
Menu

Option

Default

Function

System
Timers

Fire Supervise Time (120-65535)
Seconds

14400

This applies only to wireless sensors programmed as
fire type. Sensors send a reduced packet count su-
pervisory signal every 60 minutes (check your sen-
sor manual for most up to date details). If no super-
visory signal is received by the panel within the
time specified here then the sensor will be reported
as missing. When set to O the default of 14,400 sec-
onds (4 hours) will be used. Check your local regu-
lations for the correct value to use.

Burg Supervise Time (120-65535)

14400

This applies only to wireless sensors programmed as
non—fire type. Sensors send a reduced packet count
supervisory signal every 60 minutes (check your
sensor manual for most up to date details). If no
supervisory signal is received by the panel within
the time specified here then the sensor will be re-
ported as missing. When set to O the default of
43,200 seconds (12 hours) will be used. Check your
local regulations for the correct value to use.

System
Options

Panel Sensor Doubling

Off

If enabled, the two (2) hardwired sensor inputs will
be doubled to support four (4) sensors. The termi-
nals for Sensor 1 will represent sensors 1 and 3, and
the terminals for sensor 2 will represent sensor 2 and
4. This option cannot be selected for sensors other
than the two sensors on the main panel. This option
cannot be used in conjunction with the DEOL op-
tion.

Panel Box Tamper

Off

The Cor™ panel has a built-in normally closed tam-
per switch that will sound the siren if the panel is
removed from the wall. This option will enable or
disable this tamper switch.

System Sensor Tamper

Off

If enabled, the Cor™ panel will monitor all sensors,
except fire sensors, for Dual End of Line (DEOL).
A short or open circuit on a DEOL will activate sen-
sor tamper alarms. This feature cannot be used if
Panel Sensor Doubling is enabled.

Disable Hardwire Sensors

If enabled, the Cor™ panel will disable all hard-
wired sensor inputs.

Sensor Inactivity

Off

If enabled, the Cor™ system will monitor each sen-
sor for activations. If no activations occur within the
sensor activity time then a failed sensor activity re-
port may be reported via the selected communica-
tion channel and a failed sensor activity message set
in the Cor™ event log. For a sensor to be eligible
for activity monitoring, it must have “Sensor Activi-
ty” set in sensor options.

Sensors programmed with Sensor Inactivity in the
Sensor Options must be open and closed within the
time programmed here (in minutes). If they do not,
a Sensor Inactivity will report.

System
Reporting

System Channel

1 Channel
Group

The Channel Group that the Cor™ will send system
events to.
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4.5 Programming Channels

Select Channels from the drop down menu.

With the Channels screen selected you can program a communication path for events to be sent from the Cor™ panel to a selected destination.

The Cor™ panel can support a total of 16 channels; each channel is identified by a unique channel number, which cannot be altered, and
remains as the key reference for each channel.

Settings Selector

| Channels v

Select Channel to Configure:;

1 Central Station Primary v
Channel NamdiRe:liie B E R g EL
2 Central Station Backup 1
3 Central Station Backup 2
4 Email 1 =
Account Numg 5 Email 2
& Email 3
7 Email 4
8 Email 5
9 Email 6
Dest Phone or 10 Email 7
11 Email 8
Next Channel | 12 Email 9
13 Email 10
14 Email 11
15 Email 12
16 Email 13

Format

Event List

Attempts
2

Choose a channel in the drop down menu and assign it attributes.

Explanations of the Channel Configuration menu appear on the following page. If homeowner wants to get email notifications, select email
from the options and enter their email address.

Also reference Advanced Programming, Channels, Section 5.4.

When you are finished programming the Channel settings, remember to save your changes.
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Channel
Configuration
Menu

Option

Default

Function

Select Channel to Configure

1 Central Station Primary

Channel Name

Central Station Primary

Custom names of the selected channel can be created here.

This is the Account Number that will be reported with the

Account Number Blank event in email reports. When UltraSync format is selected, this
field will not be used.
This is the communication format for the selected channel.
Select from:
Format UltraSync UltraSync
Email
Desk Phone or Email Blank The phone number or email address of the selected destination.
Central Station Backup 1
Central Station Backup 2 | If the channel selected is unable to deliver the event to the
Next Ch | Email 1 selected destination, Cor™ will use this backup channel if the
ext LAhanne Email 2 primary channel fails. The Next Channel specified here must
Email 3 be greater than the Channel Number.
Etc.
Select the pre—programmed list of events that will be sent via
. . this channel. The specific event in each event list is pro-
Event List 1 Event List grammed in Advanced Programming, Channels. See Channels
Programming Event List.
Enter the number of times Cér™ should try to send the events
Attempts 2 to the UltraSync server. After the number of attempts has been

exhausted the Cor™ will try the Next Channel if specified.
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4.6 Programming the Network
Select Network from the drop down menu.

You can manually enter your network settings on this page.
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L

Explanations of the Network configuration menu appear on the following pages. Remember to save your changes when you are finished
programming the Network setting.
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Network
Configuration
Menu

Option

Default

Function

LAN Configuration

IP Host Name

Enable DHCP

IP Address

Gateway

Subnet

Primary DNS

Secondary DNS

A text label assigned to the Cor™ communicator so you do not
have to remember the IP Address.

Note: This only works on local LAN and with Microsoft Win-
dows PC, or an Apple device with the .local extension. Does
not work remotely over the internet.

Off

Allows the Cor™ panel to be automatically assigned an IP
address by the network.

The IP address assigned to the Cor™ which enables it to con-
nect to the local LAN. This will allow you to access the em-
bedded web server from the Cor™ panel to program and view
the status of the system. It is also used for alarm reporting.

If required, the IP address of the router which is needed when
remote [P communications are used.

The subnet mask for the network. For example, 255.255.255.0
is the network mask for 192.168.1.0/24

The IP address of the Primary Domain Name Server. The DNS
is used to translate host names for time servers and UltraSync
Servers.

The IP address of the Secondary Domain Name Server, used if
the Primary DNS is not available.

Wi Fi Configuration
Wi Fi SSID
Wi Fi Security type

Wi Fi Password

Blank

Wi Fi Network name the Cor™ panel is connecting to.

Blank

WEP/WEP-128bit/WPA2-Passphrase

Blank

Network password, which must match the password assigned
to the WIFI SSID (access point). There can be no special char-
terers, only Alphanumeric

Remote Access PINS

WEB Access Passcode

Download Access Code

Automation User Name

Automation PIN

00000000

The Cor™ app requires the Web Access Code to get access to
the panel. The default Web Access Passcode of 00000000
disables remote access. The system allows for an 8 digit nu-
meric (only) code. Each owner should have a unique number.

00000000

Enables remote access for DLX900. The default Download
Access Passcode of 00000000 prevents remote access.

Blank

Used when there is API integration.

Blank

Used when there is API integration.

Options
Enable Ping

On

Allows the Cor™ panel to respond to the PING command.
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Network
Configuration
Menu

Option

Default

Function

Enable Ultraconnect (UltraSync)

This is an automatic feature of Cor™ . It is recommended you
leave this setting on.

Enable this option to allow Cor™ to send email reports via the
UltraSync servers. This is independent of the Web Access Pass-
code which when set to 00000000 will prevent the Cor™ app
from connecting.

If any channel is set to Email format reporting, then Cor™ will
override ignore this setting and allow email reporting via Ultra-
Sync cloud servers.

If you wish to prevent connections of Cor™ to the UltraSynccloud
servers, then uncheck this option and do not use the UltraSync
reporting format.

Also reference table in submenu 16 of Advanced Programming,
Communicator.

Monitor LAN

Off

When the Monitor LAN option is enabled the panel will monitor
the Ethernet port for a valid Ethernet cable. If the Ethernet cable is
disconnected while this option is enabled and the panel is unable
to communicate, it will log a Fail To Communicate event.

Always Allow DLX900

Enabling this option will allow DLX900 to connect at any time if
the correct Download Access Code is provided.

Disabling this option provides greater security by only allowing
DLX900 to connect when program mode is active. This allows the
system to have DLX900 access disabled until a user on site with
physical access to the keypad enters program mode with a valid
PIN code.

Cor™ will be in program mode if a user gains authorized access to
menu 5, 8, or 9 on the keypad.

Enable Web Programming

On

Enabling this option will allow Cor™ Web Server and app to al-
ways display Installer menus regardless if the panel is in program
mode or not.

Disabling this option will hide the Installer menus on Cér™ Web
Server and app unless program mode is active. This provides
greater security by keeping web programming disabled unless a
user on site with physical access to the keypad enters program
mode with a valid PIN code.

Cor™  will be in program mode if a user gains access to menu 5,
8,or9.

Cor™ app requires a Web Access Code other than 00000000 to
get access to the panel.
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4.7 Programming Scenes
Select Scenes from the drop down menu.
With the Scenes screen selected you can create scenes on schedules and determine which event types and device triggers will activate them.

Each scene can trigger up to 16 consecutive scene actions when certain conditions are met. This can save users time by automatically running
multiple actions. A scene can be triggered manually, through a schedule, or via a system event.

Remember to save your changes when you are finished programming the Scene settings.

Scene Configuration

© S - —5
& s ¥
: T s E ] '
@ During IF Does Then  Action = Up | Action
> Perform i To =
o Area,
. Sensor, Activate
0 e |Gt o E
w User, or Type
Action

Explanations of the Scene Configuration Menu appear on the following pages.

Also reference Advanced Programming, Scenes, Section 5.18.
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Settings Selector

|Automations (Scenes) v

Save

Select Scene to Configure:

3 Scene v
Scene Name
| |

Scene Trigger

When Should Scene Work
Always On v
Scene Trigger Type
disabled g Scene Result 1
Activate Sensor Device
disabled v | (1) Alarm System
Scene Result 1 NG Action Type
Device |Trigger Camera Video Clip v
disabled v 1 Front door D
Scene Result 2 2 Indoor H
Navira 3 Camera D

A160068
Example Scene

1. Enter a Scene Name.
. Select the Scene to Configure drop down menu to restrict when the scene will be enabled

. Select the event that will trigger recording a video clip using the Scene Trigger drop down menu.

. Select the Activate Sensor/Area/User/Action if applicable.

v A W

. Select Device (1) Alarm System. This enables another drop down menu for Action Type. Choose the Action Type “Trigger Camera
Video Clip”, then the camera you wish to record a video clip when the event is triggered.

6. Press Save.
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Scene
Configuration
Menu

Option Default Function
The Cor™ can support a total of 16 Scenes. Each Scene is
Select scene to Configure identified by a unique number, which cannot be altered,
and remains the key reference for each Scene.
Each Scene can be configured with a custom 32 character
Scene Name name. The name is displayed wherever a Scene is refer-
enced on the Cor™ system.
Select the Schedule that controls when this Scene is active.
When should scene work Always On | If the current date and time is outside of the selected sched-
ule, then the Scene will not run.
S Tri Select the event that will trigger this Scene. You can refer-
cene Hgeer | geene Trigger Type Disable ence Activate Events list in Advanced Programming,
Scenes.
. . Select which Area \ Sensor \ Schedule \ User \ Action \
Activate Sensor Disabled . . . .
Device will provide the trigger for the Scene.
Scene Action 1 : Each scene can perform up to 16 Scene Actions. These are
. . Disabled . e . .
Action Device simplified actions that allow you to control devices on your
S Action 1 ] system. There are two types of Scene Action
:ZEZ N IC):\)/II.IC o Disabled 1. Alarm System Action
2. Z-Wave Device Action.
Scene Action 2 Disabled Alarm System Action
Action Device Result Type — The event of the Action Result to perform.
Scene Action 3 ] See Advanced.Programming, Scenes and the Scene Action
. . Disabled and Scene Action Events Types for reference.
Action Device
Result Number - Select the area / scene / camera
Scene Action 4 Disabled | number to control:
Action Device Z-Wave Device Action
Scene Action 5 Disabled To display ZTWave Action Types you must fi.rst learnin a
Action Device 1sable Z-Wave device. The Z-Wave device name will then ap-
_ pear.
Scene Action 6 : Action Device — select the Z-Wave device you want to
. . Disabled
Action Device control
Etc Etc Z-Wave Type 8 Setting 1 — depends on Z-Wave device.
’ ’ May include options such as On, Off, Heat, Cool, Auto,
Etc. Etc.

Up, Down, Lock, Unlock.

49




4.8 Programming Schedules

Select Schedules from the drop down menu.
With the Schedules screen selected you can create up to 16 schedules, each having four time and day periods.

Explanations of the Schedules Configuration menus appear on the following pages. Also reference Advanced Programming, Schedules,
Section 5.6.

Remember to save your changes when you are finished programming the Schedules settings.

Settings Selector

Schedulzs v

Select Schedule to Configura:

1 Schedula  *
| |

Schedule Name

Time and Days 1

Start Time (hhomm) - 0D |00

End Time (hfzmmy) - 00 |00

Monday =

Tuesday =

Wednesday B

Thursday

Friday -

Saturday B Time and Days 3

F_'..un:;:-,'- = Start Time (hh:mm) 00 (oo

Ho iua\-.-s; 1 = End Time (hh:mm) - oo {oo

Holidays 2 = Monday o
Tuesday u|

Time and Days 2 '.'uenr'.efﬂla; :

Start Time (hh:mm) - 00 oo llr];';bﬂb -

End Time {hh:mm) oo IJIZ_I Saturday -

Monday Sunday n|

Ttlesﬂay Holidays 1 B

Wednesday ~ || Holidays 2 8

Thursday =

Friday N

Salurday = Time and Diays 4

Sunday = Start Time (hh:mm) no (oo

Ho |ua;'-g 1 = End Time (hn.mm) na (oo

Holidays 2 Konday I
Tuesday ]
Wednesday ]
Thursday u|
Fncay n|
Saturday ]
Sunday |
Holidays 1 O
Huolidays 2 u|
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Schedules
Configuration
Menu

Option

Default

Function

Select Schedule to Configure

1 Schedule 1

The Cor™ can support a total of 16 schedules. Each
schedule is identified by a unique schedule number,
which cannot be altered, and remains as the key ref-
erence for each schedule.

Schedule Name

Schedule 1

Each schedule can be configured with a custom 32
character name. The area name is displayed wherev-
er a schedule is referenced on the Cor™ system.

Time and
Days 1-16

Up to 16 Start and Stop times can be

created.

NOTE: Cor™ handles schedules that span midnight automatically.

Start Time (hh:mm) - Enter in the start time

End Time (hh:mm) - Enter in the stop time

Monday -

Tuesday -

Wednesday -

Thursday — fcnttiiz in the days of the week the schedule is to be

Friday -

Saturday -

Sunday -
Enter in the holiday that this schedule will be fol-

Holiday 1 - kl)g”ll?]:%:.When the holiday is enabled the schedule
will not be active.

Holiday 2 - Same as Holiday 1

Holiday 3 - Same as Holiday 1

Holiday 4 - Same as Holiday 1
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4.9 Programming Holidays

Select Holidays from the drop down menu.

Settings Selector

Holidays v

Select Holiday List to Configure:

(1 Holiday |
Holiday Name
12 Holiday
13 Holiday L

|@ Holiday |

With the Holidays screen selected you can create up to four sets of holiday dates for Cor™. Set the number, name and date range for each
holiday. Holidays are then assigned to the schedules and used to deactivate the schedule while the holiday is active. Remember to save your
changes when you are finished programming the Holidays settings.

Explanations of the Holiday configurations appear below.

Also reference Advanced Programming, Holidays, Section 5.13.

Option Default Function
Cor™ supports up to 4 sets of holiday dates, each
Select Holiday set can have up to 16 date ranges. Holidays are used
List to Configure n/a as part of Schedules to control access to the system
on specified dates.
1 Holiday .
- The Cor™ panel can support a total of 4 Holiday
Holiday Holiday # 2 Holiday n/a Sets. Each set is identified by a unique number,
Configuration 3 Holiday which cannot be altered, and remains as the key ref-
Menu - erence for each area.
4 Holiday

Each holiday can be configured with a custom 32
Holiday Name character name. The name is displayed wherever a
Holiday is referenced on the Cor™ system.

Start Date n/a Select the date range for the Holiday by specifying
Start — End the start and stop date. A total of 16 ranges can be
End Date n/a entered for each Holiday.
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Example Holiday List

Holiday 1 US Holiday List 2016

Date Range 1 — 01/01/2016 01/01/2016 New Year’s Day Friday, January 1

Date Range 2 — 30/05/2016 30/05/2016 Memorial Day Monday, May 30

Date Range 3 — 04/07/2016 04/07/2016 Independence Day Monday, July 4

Date Range 4 — 05/09/2016 05/09/2016 Labor Day Monday, September 5
Date Range 5 — 24/11/2016 24/11/2016 Thanksgiving Day Thursday, November 24
Date Range 6 — 26/12/2016 26/12/2016 Christmas Day (observed) Monday, December 26**
Date Range 7 —

Date Range 8 —

Date Range 9 -

Date Range 10 -
Date Range 11 —
Date Range 12 -
Date Range 13 -
Date Range 14 -
Date Range 15 -
Date Range 16 -

» Office Worker
User Permission 1 — All Areas
Permission Schedule 1 — 8am-
8pm M-F, Holidays 1 (checked)

An office is not staffed during a public holiday and you want to prevent access to the building from staff on this date. First program the
holiday dates in this section under “Holiday 1”, then go to Schedules and check “Holidays 17, then assign that schedule to the User.
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4.10 Programming Z-Wave Devices
See the Z—Wave Configuration Menu later in this section.

Also reference Advanced Programming, Devices, section 5.9.

Z-Wave Room Names

Select Z-Wave Room Names from the drop down menu.

From the drop down menu under Z-Wave Room Editor select a room to edit the name.

For this example we will change the name of Room 1 to Living Room.
Type Living room in the form “Edit Room Name”. This can be a 32 character name.

Press Save. The notification box will alert you that the Room Name is Saved. The drop down list has been updated for Room 1.

Z-Wave Room Editor Z-Wave Room Editor

Room Namez Saved.
Select a Room to Edit Name

select a Room to Edit Wames <+

Z-Wave Room Editor Z-Wave Room Editor
Room 1 Room 16 v
Edil Hoom Name P Living Room
- Room 2
Room | Living Roon Rocm 3
Room 5
Room 6
Hoom 7
Room 8
Room 9
Room 10
Room 11
Room 12
Hoom 13
Room 14
Room 15

A160050

Add a Z-Wave Device
Select Z-Wave Add/Remove from the drop down menu.

1. Press Add

2. Initiate ADD mode on Z-Wave device. See your Z-Wave device’s manual for instructions. The notification box will alert you that the
Device is added.

NOTE: Ifa Z-Wave device has been added before or to another system, you must first remove it before adding it to this system. To
do this, press Remove, then activate LINK or REMOVE mode on the device.

3. Press Rooms.

4. Check that you can see the device you just added. Press a button such as ON or OFF to verify that you can control the device.
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Device Add/Remove Functions _
Device AddiRemove Funchons

OISR mesemes
Z-Wave Device Selector Z-Wave Device Selector

| (1) Living Room - (1) Alarm System v (1) Living Roam - (1) Alarm Systam v

lAdding - Learn Ready. Activate
@ ooice Learn Sequence or Press

[eancel
Device Room Location Device Roem Location
Living Room v Living Room v
Device Mame . Device Name
(1) Alarm System (1) Alarm System |
# Tick For High Power Add Option #l Tick For High Power Add Option

A160051
Z-Wave Device Association

Select Z-Wave Device Association from the drop down menu.

Association Selector

v

Querying for association devices

Association Group 1
(2) Room O
Association Group 2
Association Group 3
Association Group 4

Association Group &

— —

Z-Wave Maintenance

Select Z-Wave Maintenance from the drop down menu.
The Z-Wave Maintenance page main tile contains additional buttons from the settings tile.

Failed Device Functions:

REPLACE: This option is used when a Z-Wave device is defective, and it allows the replacement of the device while keeping the same
Device number. The device number is what is used in Scenes association.

REMOVE: This option is used when a Z-Wave device is missing or is damaged to the point that it will not transmit signals.
BACKUP: This saves the Z-Wave programming to the Cor™ panel.

RESTORE: This restores the Z—Wave programming to the last time is was saved.

RESET: This defaults all the Z—Wave programming in the Cor™ panel.
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Settings Selector

Z-Wave Maintenance v

Failed Device Functions

m

MNetwork Maintenance Functions

CHEED
Failed Device Selector

(2) Room 1 - (2) On/Off Power v

A160052

Option Default Function
Z—Wave Room Editor Drop down to select room to edit | Room Selection
Room Names - -
Edit Room Name | Room 1 Room Naming (up to 32 characters)
Device Room Location Drop down to select the room location
Device Selector Device Name | (1) Alarm
Check For High Power Add Option | On
Association Functions
Add
Device Remove
Z—Wave Association Query
Configuration Association Selector Drop down list of all devices learned into the system.
Menus Association Group
Failed Device Functions
Replace
Remove
Cancel
Maintenance Network Maintenance Functions
Backup
Restore
Reset
Failed Device Selector Drop down list of all the failed devices.
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4.11 Programming Camera

Cor™ supports selected IP cameras. Contact your supplier for the correct model(s).

Use the installation steps below to add supported IP camera to the Cor Home Automation system. Once the camera has been connected to the
same network as the Cor panel, proceed with adding the camera to the Cor panel in Step 9.

Also reference Camera Setup Instructions in Section 8.

Step 1
If you do not have truVision Device Manager, you will need to have the configuration program* installed on your laptop computer before
you can begin. Included in the camera packaging is a small CD that you can use to install the program on your laptop computer.

The latest version software program can also be located at http://www.interlogix.com/video/product/truvision— device— manager in
the Software section under the Downloads tab.

truVision

1)

TruVision Device
Manager

v3.0.0.2

T

TruVision Device Managor

To begin installing the program, launch the Application file* and follow the steps in the Setup Wizard. Make sure to also install the WinPCap
software that is part of the installation setup package.

*PC version only at this time.

Step 2
Power up the camera using the transformer power supply included in the camera packaging. Note that the camera may take 1-2 minutes to
boot up once it receives power.

Step 3
Connect an Ethernet cable from a Wi Fi Router to the Ethernet RJ45 PoE port on the camera.

Step 4
From your laptop computer, open the Wireless Network setting and connect to the Router network. Locate and launch the truVision Device
Manager icon on your laptop computer.
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http://www.interlogix.com/video/product/truvision-device-manager

The program will list cameras that are visible on the network.

Select the camera from the list that matches the Device Serial No. displayed on the screen to the serial number of the camera. The serial
number can be located on the label of the camera box and is represented by a 9 digit number i.e. 539472371

Drvice findg

TW-3120 182168035 @ VE.1h bulld 150624 192.168,0.1 FI0150ROICCH. 7 SINATIHT 355 255.255.0

Once you have selected the camera, the parameters of that camera will be displayed in the fields to the right of the screen. Write down the
1Pv4 Address and MAC Address associated with the camera.

Step 5

Launch the web browser using the connected Router network and type the IPv4 Address of the camera in the address field and hit Enter.




g:1:r'~u‘hl'isxi<:m. IP Camera

Login into the truVision IP Camera web browser using the following credentials:
User Name: admin (Case Sensitive)
Password: 1234

Step 6

Once logged into the web portal, click the Configuration tab on the top tab.

@tl‘uViSiDn IP Camera

Playback

Step 7

From the Configuration menu folders listed to the left of the screen, select Network. Then select the Wi Fi tab in the Network folder.

g1:r"1|..|‘||..'isicm IP Camera
Live View Playback
@ Local Configuration

& Loca Coniguraian

# Confguration




Step 8

Locate and click the name of the Wi-Fi network that you wish to use from the Wireless List.
Type the password for the Wi-Fi network that you selected in the Key 1 field box.

Press the Save button on the bottom right of the screen after you enter the Wi-Fi password.

gtmviﬂiﬂn IP Camera

Live View Play

Step 9
Login to the Cor Web Server from your laptop computer using the IP address announced from the Cor panel (Menu — 8 — [Installer PIN] —
Enter - 6).

Once logged on the Cor Web Server, select Cameras from the drop down list in the Settings menu.

In the camera section, click on Scan For New Camera. Once the IP address and MAC address are automatically populated in the respective
field, assign a name to the camera in the Camera Name field.

NOTE: You can also manually type in the IPv4 Address and MAC Address noted form Set 4 in the respective fields. Press Save after you
have entered all the information.
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Logout
Arm/Disarm
Sensors
Cameras
Rooms
History

Changs PIN

Settings

Advanced

Settings Selector

Step 10

Back

Settings Selector

(Cameras i

—»>

Scan For New Cameras

Camera 1
Camera Name

[
IP Adress (o Jo Jo Jo
MAC Address

[o
Panel to Camera-Connection

Not l?;unnacted

Remove

.t

S

Camera 2
Camera Name

Verify the camera is connected to the Cor Home Automation system by going to the Homeowner Cor App and pressing the camera icon
I:I':I at the bottom of the menu bar to access the Wi-Fi cameras. Pressing the Play icon in the center picture of the video will allow you to

view live video streams from the camera.
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Latest Clip

5!1?3’16

Indoor

You are now connected to the network via Wi-Fi!

Camera Menu

Option

Default

Function

Scan for new cameras.

Finds cameras added to the
same IP network as Cor™ .

Camera Configuration

Camera Name drop down (all
cameras)

This name can be up to 32 characters.
Make sure the name matches the
name you have set up in the camera
app.

Camera Configuration

IP Address

MAC Address

IP address assigned to the camera by
the premises network.

MAC address assigned to the camera
by the premises network.

Notification
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4.12 Check Event History

Cor™ allows you to check the history of events that have occurred in the system. Press History and this menu will appear:

Event History

Select Date: |91f25.f2315 |

Event Filter: All Events

Navigate to events recorded in the system with the arrow buttons. You can select the date for finding events and use the Event Filter

dropdown menus to select among alarm events or video events. The system stores 1024 alarm events and 1024 video events. The display
shows 10 events at a time.

Event History

Select Date: |31;25,.=2315

Event Filter:

All Events

Alarm Events
Video Events
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4.13 Check Connection Status

Select Connection Status from the drop down menu.

Also reference Advanced Programming, System, Section 5.1.

Connections | Option Function
Connection Status
LAN Status i\tI:ttuI;)inked, Configuring, Connected (Cér™ connection
LAN Media | Wi Fi, Ethernet (method of Cor ™ connection)
1. Getting Details 6. Configuring Protocol
2. Configuring Modem 7. Getting Echo
Cell State | 3. Modem Connected 8. Connected
4. Configuring PPP 9. Terminating
5. Authenticating 10. Idle
1. Idle 5. Retry Delay
Ultra Connect | 2- Selecting Service 6. Getting Server Hello
Connection (UltraSync) Status | 3. Making Connection 7. Connected
Status 4. Disconnecting . . A .
Menu Notification — Diagnostic
UltraConne.ct Wireless. LAN
(UltraSync) Media ’
Radio Details
Cell Service No Service, Restricted Service, Valid Service
Signal Strength -113to =51
Operator ID
Radio Technology GSM, UMTS
WI FI Details
WI FI SSID
WPA2 + AES
WPA + AES
WI FI Security Type | WPA + TKIP/AES
WPA + TKIP
WEP
4.14 Check Details
Select Details from the drop down menu.
Device Details Details
Control Name
Device UID (Serial) Serial number of the Cor™  panel
Ethernet MAC Address Ethernet MAC address assigned to the Cor™ panel by the premises network
WI FI Mac Address WI FI MAC address assigned to the Cor™ panel by the premises network
Control Model
Detail Status | Firmware Version
Hardware Version
Bootloader
Voice Version of the Cor™ panel
Website Version
Memory Map Version
Menu String Version
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S ADVANCED INSTALLATION USING WEB SERVER

A T™M

Advanced settings are only accessible via the Cor
[Installer PIN] - 6, UltraSync app, or DLX900.

Web Server from your computer using the IP address announced by pressing Menu 8-

A T™M

After loging into the Cor

RCERICIIRLEY Configuration Server page.

The Configuration Service page main tile contains different buttons than the settings tile.

Web Server, press the Menu button then select Advanced from the drop down list.

BACK: Moves you back to the main selection.
UP: Moves you up one option through the programming options.

DOWN: Moves you down one option through the programming options.

Configuration Server

ALL ON / ALL OFF: Allow you to select or deselect all the check boxes in menus like below.

\System\General Options:

Panel Zone Doubling g
Panel Box Tamper U
System Sensor Tamper O
Enable Celsius Scale O

Disable Hardwired Sensors L4
Strobe on Away&Off U
System Alarm Latch 4

Sensor Inactivity O

R —

65




5.1 Advanced Programming, System

Select System from the menu.

System Options is used to configure system wide options, such as time and dates, system timers and maintenance.

Configuration Server

Select Menu

Sysiem
3ensars
Areas
Channels
Cammunicator
Schedules

Artions

AlT-LHSel
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\System:
System Clock
General Options
System Timers
Siren Options
Service and Test Options
Status
System Counts
Automation Menu

System Clock

System Submenus

1 System Clock 2 Clock Date and Time
\System\System Clock: \System\System Clock:
Date:and Time Date: 07/14/2015
Time Zone X
Daylight Saving Time Time (hh:mm:ss) : 17 146 1

When connected to an IP network the Cor™ system clock synchronizes its time and date automatically with
an Internet Time Server if configured in Advanced Programming, Communicator.

The Coér™ system clock can manage day, time, time sensor, and day light saving time settings to ensure
ongoing accurate time.

3 Time Zone Hours Offset / Minutes Offset 4 Daylight Saving Time

System\System Clock\Daylight Saving

\System\System Clock\Time Zone: e
Hours Offset Start Month -
UTC-5ET i Start Week
MinUtes OﬁSEt End Month Second »
0 - End Week nev

First

Start Of DLST — Month 1 to 12 of year; Week of
month 1 to 4 and last

End Of DLST- Month 1 to 12 of year; Week of month
1to 4 and last
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System General Options

1 General Options

\System\General Options:
Panel Zone Doubling
Panel Box Tamper
System Sensor Tamper
Enable Celsius Scale

Disable Hardwired Sensors T
Strobe on Away&Off
System Alarm Latch &

Sensor |nactivity

Option

Default

Function

Panel Sensor Doubling

Off

If enabled, the two (2) hardwired sensor inputs will be
double to support four (4) sensors. The terminals for Sen—
sor 1 will represent sensors 1 and 3, and the terminals for
sensor 2 will represent sensor 2 and 4. This option can—
not be selected for sensors other than the two sensors on
the main panel. This option cannot be used in conjunc—
tion with the DEOL option.

Panel Box Tamper

Off

The Cor™ panel has a built—in normally closed tamper
switch that will sound the siren if the panel is removed
from the wall. This option will enable or disable this tam—
per switch.

System Sensor Tamper Off

If enabled, the Cor™ panel will monitor all sensors, ex—
cept fire sensors, for Dual End of Line (DEOL). A short or
open circuit on a DEOL will activate sensor tamper
alarms. This feature cannot be used if Panel Sensor Dou—
bling is enabled.

Enable Celsius

Off

Enable Celsius vs. Fahrenheit Scale.

Disable Hardwire Sensors On

If enabled, the Cor™ panel will disable all hardwired sen—
sor inputs. To utilize the hardwired sensors on the back of
panel you must disable this feature.

Strobe on Away

Off

If enabled, the system strobe will flash when an area is
set in away mode. The strobe outputs must be config—
ured follow the area alarm event condition. The strobe is
not activated on Disarm or Stay.

System Alarm Latch

On

If enabled, system alarms such as tampers, low battery,
A/C fail and trouble requires a user with “Reset System
Alarms” enabled in their current Permission Options to
reset the alarm condition.

If disabled, system alarms do not latch and can be reset
when a user arms or disarms an area.

Sensor Inactivity

Off

If enabled, the Cor™ system will monitor each sensor for
activations. If no activations occur within the sensor activ—
ity time then a failed sensor activity report may be report—
ed via the selected communication channel and a failed
sensor activity message set in the Cor™ event log. For a
sensor to be eligible for activity monitoring, it must have
“Sensor Activity” set in sensor options.

Sensors programmed with Sensor Inactivity in the Sensor
Options must be open and closed within the time pro—
grammed here (in minutes). If they do not, a Sensor Inac—
tivity will report.
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1 System Timers

Systerm\ Sy stem Timers:
Sirerny Tirme [0-99] Minutes

=

Strobe Time [0-99] Houwurs
3

EBattery Test Tirme [0-99] Minutes
>

A0 Failure Report Delay [0-999] Seconds
3o

Cross Sone Time [ 20-999) Seconds
IO

Report Delay [15-45] Seconds
3

Holdup Delay [0-999] Seconds
¥

Fire Werifw Delayw [0, 120-255] Seconds
10

Sensor Inactivity Tirme [0-65535] Minutes
¥

Fire Supervise Tirme [120-65535] Seconds
13900

Burg Supervise Time [120-65535] Seconds
43200

Option Default Function

The siren time sets the time in minutes that the siren out—

System Timers i i - i
Siren Time (0—99) Minutes 4 put is active

The strobe time is the duration in hours that output pro—
grammed to follow the strobe time will activate. The valid
time selection in this segment is 0 to 99 hours, where ‘0’
disables the Strobe Output.

The dynamic battery test time sets the duration in min—
utes that the Cor™ will perform a dynamic battery test.
The Cor ™ will perform a dynamic battery test at the dis—
2 arming of the first area or at midnight once each
24—hour cycle. Dynamic battery test is disabled when
the test duration is set to 0. Dynamic battery test can also
be run manually from a keypad.

Strobe Time (0—99) Hours 3

Battery Test Time
(0—99) Minutes

The AC fail report delay sets the duration in seconds that
the AC power is lost or restored before a communication
300 |is initiated.

AC restore will report when power is maintained for this
same duration.

AC Failure Report
Delay (0—999) Seconds

The Cross Zone Time sets the duration in seconds
whereby two or more sensors must trip before an alarm
condition will be registered or the one sensor must trig—
ger twice within this time period, or a continuous trip
longer than 10 seconds. This feature only applies to sen—
sors with the Cross Zone feature set in sensor options.

Cross Zone Time (30—999) [ 300

The report delay is the duration in seconds that non—24
hour and non—fire type sensors will delay before report—
ing. This provides a valid user the opportunity to reset an
unintended alarm condition before that event is reported

Report Delay

(15—45) Seconds 30
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Option Default Function

The holdup delay is the duration in second that a holdup
delay sensor type will wait before it activates. If additional
holdup activations occur during the holdup delay period
0 then the holdup delay will immediately expire and set the
holdup alarm. If a holdup delay sensor type is de—acti—
vated during the holdup delay period then the holdup
alarm will reset and not activate.

Holdup Delay
(0—999) Seconds

The fire alarm verification feature is designed to reduce
false alarms reported by smoke detectors.

The Coér™ will wait 40 seconds to allow the smoke sensor
to power up and settle. If a second trip occurs after this

Fire Verify Delay but before the end of the Fire Verify Delay time, a fire

(0,120—255) Seconds 120 alarm will be generated. If no restoral is received after the
first trip, a fire alarm will also be generated. The valid time
selection in this segment is 120 to 255 seconds. The
communicator will delay for a specified time before re—
porting the fire alarm

Here are some scenarios:

Fire Alarm Verification Time = 120 seconds

1st Trip Restore [ No alarm
1st Trip No restoral | Fire alarm reported
System Timers
1st Trip Restare 2nd Trip |Fire alarm | Fire alarm reported
Reset Power Up Waiting for second trip Reset timer, wait for first trip

0s 13s 40s 133s

Sensors programmed with Sensor Inactivity in the Sensor
Options must be open and closed within the time pro—

Sensor Inactivity grammed here (in minutes). If they do not, a Sensor Inac—
Time 0 tivity will report. This feature can be enabled in “System
(0—65535) Minutes Options”. See Section4.4.

Default Sensor Inactivity option is off and this timer is set
to 10080 minutes (7 days).

This applies only to wireless sensors programmed as fire
type. Sensors send a reduced packet count supervisory
signal every 60 minutes (check your sensor manual for

Fire Supervise Time most up to date details). If no supervisory signal is re—
(120—65535) 14400 | ceived by the panel within the time specified here then
Seconds the sensor will be reported as missing.

When set to 0 the default of 14,400 seconds (4 hours) will
be used. Check your local regulations for the correct val—
ue to use.

This applies only to wireless sensors programmed as
non—fire type. Sensors send a reduced packet count
supervisory signal every 60 minutes (check your sensor

Burg Supervise Time manual for most up to date details). If no supervisory
(120—65535) 14400 | signal is received by the panel within the time specified
Seconds here then the sensor will be reported as missing.

When set to 0 the default of 43,200 seconds (12 hours)
will be used. Check your local regulations for the correct
value to use.
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1 Siren Options

WSystem\Siren Options:

Siren Once per Sensor

Siren At System Away or Disarm
Siren At BEnd of Exit

Siren At Arm Report

If enabled, the Cor™ panel will only activate the siren
once per sensor in a given arm cycle and will not activate
the siren again even if that siren time expires and that
sensor reactivates. Every sensor will have one siren acti—
vation attempt before that sensor cannot reactivate the
siren. If this option is not enabled, at the expiry of the
siren time any sensor can reactivate the siren an unlimit—
ed number of times.

Siren Once Per Sensor
System Siren Options

If enabled, the Cér™ panel will activate the built—in siren
briefly each time the last area in the system is set in away
mode or when the first area is disarmed. To enable this
function by area, leave this option disabled in this sec—
tion, and enable the “Siren at System Away/Disarm” in
section 5.3 Advanced Programming, Areas for the area(s)
you require.

Siren At System Away/Dis—
arm

If enabled, the Cér™ panel will activate the built—in siren
Siren At End Of Exit briefly each time the system is set in away mode and the
exit delay expires.

If enabled, the Cér™ panel will activate the built—in siren
briefly every time the system is set in away mode, the exit
delay expires and a successful system arm report is com—
pleted.

Siren At Arm Report
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System Service and
Test Options

1 Service and Test Options

\System\Service and Test Options:
Status Email Intervals
Status Email Time
Service Phone Number [0-9]

3 Email Time

\System\Senvice and Test Options:
Status Email Time (hhmm): 100 |00

The status email time sets the time of day
that the status email will report. This is set
as 24—hour time in hours and minutes.

2. Email Intervals

\System\Service and Test Options:
Status Email Intervals
0

If enabled, Cor™ will report a system status email via one
or more email channels. The number entered for Status
Email Interval is the number of days between status re—
ports. For example entering a 7 will cause a report to be
sent every 7 days.

The interval starts from either the first time a program
interval is entered or when the system is powered up.

4 Service Phone Number

\System\Service and Test Options:
Service Phone Number [0-9]

When a system condition needs repair, this number will
be announced to the end—user. Typically this is the in—
stallation company.
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System Service and
Test Options

1 Status

\System\Status:
LAN Status
LAN Media
Cell State

UltraConnect Status
UltraConnect Media
Cell Service
Signal Strength
Operator 1D
Radio Technology

This menu provides diagnostic information
on the connection status of the xGen.

3 LAN Media

\System\Status:

LAN Media
Ethernet ~

5 UltraConnect Status (UltraSync)

\System\Status:
UltraConnect Status

Making Connection +
Idle w
Selecting Server

Making Connection

Disconnecting

Retry Delay

Getting Server Hello
Connected

Status of the connection to the cloud
servers.

7 Cell Service

\System\Status:

Cell Service

No service v
e AT re

Restricted service

Valid service

When connected to the cellular radio net—
work this will display what level of service is
provided. If the optional radio module is
installed with a valid SIM card, and this
shows restricted service, please contact
your service provider as your SIM card may
not be provisioned correctly.

2. LAN Status

\System\Status:

LAN Status
Connected ~
Not Linked |
Configuring

4 Cell State
\System\Status:
Cell State

Idle v

Getting Details
Configuring Modem
Modem Connected
Configuring PPP
Authenticating
Configuring Protocol
Getting Echo
Connected
Terminating

Idle

6 UltraConnect Media (UltraSync)

\System\Status:

UltraConnect Media
LAN v

Wireless

8 Signal Strength

\System\Status:
Signal Strength

d

If the optional radio module is installed with a valid SIM
card, this will show the numeric signal level.

If the reported value is —113 to —89 then installing an
external antenna is recommended. If the reported value
is —89 to —51 then the signal strength is OK.
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9 Operator ID 10 Radio Technology

\Svstem|Status: \System\Status:
ystemistatus. Radio Technology
Operator ID
System Status ||

If the optional radio module is connected to If the optional radio module is connected to the
the network this will display the ID of the network this will display the connection technology
network operator such as GSM or UMTS.
1 Counts

System Counts

\System\System Counts:
Swinger Shutdown [1-3]

Swinger Shutdown is a false alarm prevention feature prevents a single sensor from activating more than
a programmed number of times during a single arming period. After a certain number of alarms caused
by the same sensor within the same arming period, the Cor™ will then shutdown that sensor for the re—
mainder of that arming period. The sensor will be reactivated when the system is disarmed or rearmed to
any security mode.

See SIA CP—-01-2010 Programmable Features Table for reference.

System Automation
Menu

1 Automation Menu 2 Automation User Name

\System\Automation Menu:
Automation User Name

\System\Automation Menu:
Automation User Name

Automation PIN

Used when there is API integration.
3 Automation Pin

\System\Automation Menu:
Automation PIN

Used when there is API integration.
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5.2 Advanced Programming, Sensors
From the Advanced drop down list, select Sensors from the menu.

A sensor (sometime referred to as a zone or input) is a single physical hardwired connection or a non—physical wireless connection.
Additionally sensors on the Cor™ system can be used as logic inputs within actions and / or be configured as one of many sensor types. See
Advanced Programming, Actions.

IMPORTANT: After you have finished programming a sensor, be sure to advance the sensor number in the drop down menu when
programming the next sensor. Otherwise you will over—write the sensor configuration you just programmed.

Sensor Submenus

1 Sensor Number

\3ensorsiSensor Number:

1 Sensor v

Sensor Name

First Sensor Prof| 2 Sensor

Sensor
Second Sensor Prg
4 Sensor

5 Sensar
6 Sensor
7 Sensor
& Sensor
9 Sensor
10 Sensor
11 Sensor
12 Sensor
13 Sensor
14 Sensor
15 Sensar
1
1
1
1

6 Sensor

7 Sensor

8 Sensor

9 Sensor
_2[] Sensar ¥

The Co6r™ panel can support a total of 64
sensors. Each sensor is identified by a
unique sensor number, which cannot be
altered, and remains as the key reference
for each sensor.

Sensor Submenus

2 Sensor Name

\Sensors\sensor Number:
1 Sensor v

Sensor Mame

Each sensor can be configured with a custom 32 charac—
ter name. The sensor name is displayed wherever a sen—
sor is referenced on the Cor ™ system.

3. First Sensor Profile

\Sensors\Sensor Number\First Sensor
Profile:
1 Sensor v

Sensor Type

Sensor Options
Area Group

Schedule Number

User Number

Sensor profiles determine the sensor type (Entry, 24 hour,
fire, key switch, etc.) and the sensor options (bypass,
force arm, twin trip, stay mode, etc.). Sensor profiles also
determine the area in which the sensor resides in. Addi—
tionally, each profile has a schedule that Cor™ uses to
determine which of the two sensor profiles to use and
when to use them.

75




Sensor Submenus

4 Sensor Type

\Sensors\Sensor NumbenFirst Sensor

Profile:
1 Sensor v
Sensor Type
19 Sensor Type v
s disabled ]
1 Day Zone

2 24 Hour Audible

3 Entry Exit Delay 1

4 Entry Exit Delay 2

5 Follower

B Instant

T 24 Hour silent

8 Fire Alarm

9 Entry Exit Delay 1 Auto-Bypass
10 Entry Exit Delay 2 Auto-Bypass
11 Instant Auto-Bypass

12 Event Only

13 Momentary Key Switch

14 Latching Key Switch

15 CO Detector

16 Sensor Type

17 Sensor Type

18 Sensor Type

19 Sensor Type 7

One of 32 configurable sensor types may be allocated to any sensor’s sensor type. Each sensor type can
behave independently between an arm and disarmed state. Sensor types determine the sensor attributes,

siren attributes, and sensor attribute options.

Here is an example of a preset sensor type:

Sensor Type — 1 — Day Sensor

Sensor Type Armed

Sensor Attribute - Instant

Siren Attribute - Yelping

Sensor Attribute Options:

Keypad Sounder YES
Report Delay NO
No ZeroWire

Panel Display NO
Momentary Switch NO

Sensor Inhibit (Bypass) NO

Sensor Type Disarmed

Sensor Attribute - Local

Siren Attribute - Silent

Sensor Attribute Options:

Keypad Sounder YES
Report Delay NO
No ZeroWire

Panel Display NO
Momentary Switch NO

Sensor Inhibit (Bypass) NO
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Sensor Submenus

5 Sensor Options

\Sensors\sensor NumbenFirst Sensor

Profile:
1Sensor v
Sensor OD‘LIUHS
disabled v
disabled »
1 Bypass
2 Bypass Stay

3 Bypass - Forced Am

4 Bypass - Cross Zone

5 Fire

6 Panic

T Silent Panic

& Normally Open no EOL
9 Mormally Closed no ECL
10 Gas Detected

11 High Temp

12 Water Leakage

13 Low Temp

14 High Temp

15 Fire Alarm Pull Station
16 Sensor Options

17 Sensor Options

18 Sensor Options

19 Sensor Options v

One of 32 configurable sensor options may
be allocated to any sensor’s sensor op—
tions. Sensor options determine the sensor
attributes such as a sensor’s ability to be
bypassed, force arm, cross zone, stay
mode, etc. Additionally sensor options de—
termine the sensor’s reporting attributes.

One of 16 configurable schedules can be
allocated to any sensor’s schedule number.
Sensor profile schedules determine when
to allocate a sensor profile to a sensor. The
first sensor profile has the highest priority
and the second sensor profile has the low—
est priority.

The panel will check if the current time and
day fall within the schedule of the first sen—
sor profile or if the schedule is disabled
(thus always active). If the schedule is ac—
tive then that profile is applied to that sen—
SOr.

If the first sensor profile’s schedule is not
active then it will check the second sensor
profile. If the schedule is active then that
profile is applied to that sensor.

6 Area Group (1—16)

\Sensors\Sensor NumberiFirst Sensor
Profile:
1Sensor v
Area Group

1 Area 1 \

One of 16 configurable area groups can be allocated to
any sensor’s area group. Area groups are a list of Cor™
areas. When an area group is allocated to a sensor, that
sensor will then belong to all the areas in the area group.
If a sensor is assigned to multiple areas it will not arm
until the last area is armed. It will also be disarmed when
the first area is disarmed.

Ensure the correct Area Group is assigned to a sensor. If
an area Group with no areas is used, then the sensor will
never report.

7 Schedule Number

Configuration Server

\SensorsiSensor Numben\First Sensor
Profile:

1Sensor v

'Always On |
1 Schedule
2 Schedule
3 Schedule
4 Schedule
5 Schedule
6 Schedule
7 Schedule
8 Schedule
9 Schedule
10 Schedule
11 Schedule
12 Schedule
13 Schedule
14 Schedule
15 Schedule
16 Schedule

Schedule Number
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Sensor Submenus

8 User Number

\Sensors\Sensor Number\First Sensor
Praofile:
1 Sensor  r
User Number

The sensor user number feature is used whenever the sensor type is set to “keyswitch”. Instructions for
users configuration are in Section 6 — Users and Permissions. One of 40 configurable users can be allocat—
ed to any sensor’s user number. Cor™ sensor profile user number is a powerful feature that is used to ap—
ply the selected user’s attributes to a keyswitch operation. When the keyswitch sensor is activated, Cor™
will check the user permissions and permission schedules to determine which areas are accessible. Addi—
tionally, area open and close reports will also report the user number selected in this option

NOTE: If the user number is programmed to 0, the Cor™ will use a default User number of 999 and will
operate on all areas in the sensors area group.

9 Second Sensor Profile (Refer to First Sensor Profile)

\Sensors\Sensor Number\Second Sensor
Profile:
1 Sensor ¥
Sensor Type
Sensor Options
Area Group
Schedule Number
User Number

Example Diagram

Sensor 12 — Living Room Motion Sensor
First Sensor Profile Second Sensor Profile
Sensor Type — Event Only Sensor Type — Always On
Sensor Options — Bypass Forced Arm Sensor Options — Bypass Forced Arm
Schedule 1 — Office Hours Schedule 2 -
Mon-Fri, 8am-6pm, Holidays 1 Always On All Days, 24/7

Sensor Programming

Event Only Always On

\J

Sam Gpm Sam
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5.3 Advanced Programming, Areas

Select Areas from the drop down menu.

Areas Submenus

1 Area Number 2 Area Name

\Areas\Area Number:

Thea v \Areas\Area Number:
Area Name 1 Area v
Area Entry-Exit Times %irea Area Name
I ed
Area Qptions
Areas Submenus F:' 4 Ares
Area Timers
Area Type Settings
Area Event Reporting
The Cor™ panel can support a total of 4 areas. Each Each area can be configured with a custom 32 charac-
area is identified by a unique area number, which can- ter name. The area name is displayed wherever an
not be altered, and remains as the key reference for area is referenced on the Cor™ system.

each area.

3 Area Entry—Exit Times

\Areas\Area Number\Area Entry-Exit

Times:
(1Area v
Entry Time 1 [30-240] Seconds
30
Exit Time 1 [45-255] Seconds
60
Entry Time 2 [30-240] Seconds
60
Exit Time 2 [45-255] Seconds
60
Stay Entry Time [30-240] Seconds
30

Areas Submenus | Cor™ uses the area entry and exit timers to delay the activation of an alarm event when entry/exit sensor types are
activated.

When an area is turned on, it will start an Exit 1 timer. While an Exit 1 timer is running — Entry 1, Entry 2, and
Follower sensor types will not create an alarm.

When the Exit 1 timer expires it will start the Exit 2 timer. While an Exit 2 timer is running — Entry 2 sensors will
not create an alarm.

Once all exit delays are expired, an activation on an Entry 2 sensor type will start an Entry delay with the Entry 2
time, and an activation of an Entry 1 sensor type will start an Entry delay with the Entry 1 time.

If an entry delay is running and a sensor is activated with an entry time that is less than the time remaining, the
timer will be reduced to the time of that new sensor.

Activation of a Follower sensor while an entry timer is not running will create an instant alarm.

If a sensor is in more than 1 area, the sensor will use the have the longest entry and exit delay time of the pro-
grammed area. If an area greater than 1 has the time set to 0, that area will use the time programmed in Area 1.

Stay Entry Time
The stay entry time is the entry warning time that applies to all sensors armed in the stay mode. Entry 2 sensors will
follow Entry 2 time and will ignore this setting. This stay entry time does not apply to any 24 hour sensor types.
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Areas Submenus

Areas Submenus

4 Area Options
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1. Arm/Disarm Reports

If enabled, this area will send open and close reports via one or more appropriately configured channels.

2. Quick Away
If enabled, this area can be armed in away mode via a single away mode key press. When an area is armed via
quick away mode, the closing user number is the default user of 999

3. Arm In Stay If No Exit
If enabled, Arm In Stay If No Exit will cause this area to arm in stay mode even when a user arms it in away mode,
providing that an entry 1 or entry 2 sensor type is not triggered during the exit delay.

4. Quick Stay Mode Disarm
If enabled, this will allow the stay mode to be disarmed by pressing the stay key on the keypad. This is only possi-
ble if there is no alarm active and the stay entry delay is currently running.

At the end of the stay entry delay or if there is an area alarm, the stay mode can only be disarmed via a valid user
PIN.

5. Siren Chirp Away
If enabled, Cor™ will activate the built—in siren briefly each time this area is set in away mode or disarmed with a
key—switch sensor or wireless keyfob.

6. Siren Chirp Stay
If enabled, the Cor™ will activate the built—in siren briefly each time this area is set in stay mode with a key—switch
sensor or wireless keyfob.

7. Force Arm With Bypass

If enabled, the area can be armed even if sensors are not ready. Any sensors that are not ready will automatically be
bypassed. The bypass will be logged in the event history.

The automatic bypass will be applied when the sensor is capable of causing an alarm condition due to a state
change such as an area arming, schedule or action. This avoids false alarms.

If an auto—bypassed sensor becomes ready after it is armed, that sensor will automatically remove the bypass, log
the bypass restore, and optionally report the bypass restore.

Individual sensors can be made “force armable with auto—bypass” by leaving this area option off, then enabling
Forced Arm Enable in Sensor options, and enabling Sensor Inhibit (Bypass) in the Sensor Type Profile.

8. Force Arm Without Bypass

If enabled, the area can be armed even if sensors are not ready. Any sensors that are not ready will NOT be auto-
matically be bypassed and may cause an alarm condition because they could still be in a not ready state once the
area becomes armed.

This option is overridden if the Force Arm With Bypass is enabled.

Individual sensors can be made “force armable without auto—bypass” by leaving this area option off, then enabling
Forced Arm Enable in Sensor options, and disabling Sensor Inhibit (Bypass) in the Sensor Type Profile.

9. Manual Fire
If enabled, the manual fire button will be enabled on keypads. Press and hold for 2 seconds to send a fire event.
Default is on.

10. Manual Auxiliary
If enabled, the manual auxiliary button will be enabled on keypads. Press and hold for 2 seconds to send an auxil-
iary event. Default is on.

11. Manual Panic
If enabled, the manual panic button will be enabled on keypads. Press and hold for 2 seconds to send a panic event.
Default is on.

12. Use Area 1 Options
If enabled, the area will use Area 1 options. Default is on.

13. Bypass Requires PIN
If enabled, a valid PIN code with access to this area is required to bypass sensors in this area.
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Areas Submenus

Notes on Force Arming, Bypass, and Auto—Bypass
Normally to arm an area it must first be “Ready to Arm”. This means all sensors in that area must be closed.

For example, if the front door is open, then a user would need to close it first and ensure there is no movement in
the reception area. This provides the Ready to Arm status in Area 1 that is needed before attempting to arm. This is
not always user friendly or practical.

The term force arm refers to the ability to arm an area even though sensors are not ready. It is usually only used
with motion sensors as these are self-restoring and will be restored by the time the exit delay ends (e.g. the person
arming the system leaves the building causing the Reception PIR to restore.)

If the front door is not closed properly then Area 1 would go into alarm at the end of the Exit time. To avoid this
false alarm we enable “Force Arm With Auto-Bypass” so all sensors that are not closed (i.e. not ready) by end of
the exit time will be “Auto-Bypassed”.

If after the Area is armed, that sensor restores (e.g. the person double checks and secures the front door) then the
Auto-Bypass will be removed from the sensor and it will be active. If subsequently the sensor is triggered then
Area will go into alarm.

Auto-bypass will be applied (if enabled, and if necessary) to a sensor whenever a change in state occurs that would
result in an alarm condition. These include arming an area with a not-ready sensor, a sensor changing profile,
Arm-Disarm function, or due to an action or schedule.

Enabling Auto—-Bypass for the area will apply the feature to all sensors in that area as well.

In general disabling “Sensor Auto-Bypass” is not recommended because of the potential to create a false alarm
but there are applications where it is desired. Use “Force Arm Without Auto-Bypass” at the area level to prevent
sensors from being auto—bypassed when Force Armed.

AREA 1 - Office
[ ] Force Amm With Auto-Bypass
[ ]1Force Arm Without Auto-Bypass

SENSOR 1 — Door Reed Switch

SENSOR TYPE SENSOR OPTIONS
[ 1 Sensor Auto-Bypass [ ] Force Armed Enabled
[ 1Bypass

SENSOR 2 — Reception PIR

SENSOR TYPE SENSOR OPTIONS
[ 1Sensor Auto-Bypass [ 1Force Armed Enabled
[ 1Bypass
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Areas Submenus

Al Sensors If Auto-Bypass
Sensors Not enabled then
Ready = Ready = auto-bypass all Auto-bypassed sensor is restored
Area Aresa Not not ready
Ready Ready 3ENS0rs Bypassed sensors remain bypassad
F |
Arm Force Am Sensor resfores
.| Area Type Exit Area Amed
"| Delay Time
2
If armed, and entry/exit sensor
tripped, Am in Away mode
If armed, and entry/exit sensor
not tripped, Arm in Stay mode
Entry/Exit Alamifvalid | Autc-bypassed zensors restored
Sensor code not
Tripped entered Bypasaed sensors restored
Y
Area Armed | Area Type Exit Area Disarmed
Delay Time
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Areas Submenus

5 Area Timers

VAreas\Area NumbenArea Timers:

1Area -
Auto Arm Warning [0-99] Minutes
2
Local Alarm Reminder [0-12] Hours
0

Auto Arm Warning
If the area type is Standard and Arm / Disarm is configured, this timer delays arming by the minutes entered.

If the area type is Timed Disarm, Man Down, or Guard Tour, this setting is a warning time given to a user once the
user’s Disarm Time, Man Down Time, or Guard Tour Time has expired. During this warning time a user can cancel
the automatic re—arming and event report by entering their code, this will also restart the appropriate user timer. At
the end of the warning time, C6r ™ will re—arm the area and send the appropriate event (closing, man down, guard
tour fail).

If the area type is Early Open & Late Close, this timer sets the period after the start (opening) and after the end
(closing) of the area type schedule that the area can be disarmed or armed. Otherwise an early to open or late to
close report will be sent if enabled in user permissions. Fail to open and fail to close report will be sent if Arm-Dis-
arm Reports is enabled in area options.

Valid values are from 0 to 99 minutes

Local Alarm Reminder
If set, the local alarm reminder is the period in minutes between 0 and 999 that may elapse between actioning a
local alarm and the local alarm reactivating if that sensor has remained open.

For example if a smoke detector is removed to change the battery the tamper will trip; if a user resets the alarm on
the Cor™ system but does not replace the smoke detector within the local alarm reminder time, then the fire alarm
tamper will retrigger.

6 Area Type
‘Areas\Area NumberiArea Type Settings:
1Area v
Area Type
Standard v
Standard B
Timed Disarm
Man Daown
Guard Tour
| Early Opené&Late Close
Standard

The area functions as normal.

Timed Disarm
Timed disarm is used when an authorized user can disarm an area for a predetermined period of time. At the end of
this disarm time the area will start the auto—arm process ensuring that the area is not accidentally left disarmed.

The following conditions must be true before a timed area disarm function will occur.

a. The area type must be set to Timed Disarm.

b. The area type schedule must be active.

c. The users active profile’s permission must have;
i. This area set in the permission’s timed disarm area group.
ii. The permission must be in schedule.
iii. The permission’s Area Type Override must NOT be set.

At the end of the user’s disarm time, the Area Type Delay will activate for the set period. At the end of the
Area Type Delay period the area will arm and start the Exit Delay and if configured, report a closing using
via the last user number to have time disarmed the area.

At anytime during the timed disarm period, authorized users with Area Type Override set in their active
profile can cancel the disarm time period by arming or disarming the area

The user’s permission determines how long the area will be disarmed for.
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Man Down

Man down is used when an authorized user(s) is working in a hazardous area (or the like), and there is a require-
ment that the user(s) regularly “check—in” to notify others that the user(s) is safe. If the authorized user(s) fails to
perform this action the system can set an audible warning and send a report.

The following conditions must be true before man down function will occur.

a. The area type must be selected to man down.
b. The area type schedule must be active (after the start time and before the end time).
c. The uses active profile’s permission must have;

i. This area set in the permission’s man down group.

ii. The permission must be in schedule.

iii. The permission’s Area Type Override must NOT be set.

The man down timer is set in the user’s permission.

At the end of the user’s man down time, the Area Type Delay will activate for the set period. At the end of the Area
Type Delay period the area will arm and if configured, report a man down alarm. At anytime during the man down
period, authorized users with the Area Type Override set in their active profile will cancel the man down time peri-
od by disarming or disarming the area.

Guard Tour

Guard tour is used when an authorized user(s) (such as a guard) is required to regularly “check—in” to notify others
that they have physically attended to a location(s) on the site. If the authorized user(s) fails to perform this action
the system can set an audible warning and report a “Guard Tour Fail” event.

The following conditions must be true before guard tour function will occur.
a. The area type must be selected to guard tour.
b. The area type schedule must be active (after the start time and before the end time).
c. The uses active profile’s permission must have;
i. This area set in the permission’s guard tour group.
ii. The permission must be in schedule.
iii. The permission’s Area Type Override must NOT be set.

The guard tour time is set in the user’s permission.

At the end of the user’s guard tour time, the Area Type Delay will activate for the set period and keypad sounder
will be active. At the end of the Area Type Delay period the area will arm and if configured, report a Guard Tour
Fail alarm. At anytime during the guard tour period, authorized users with the Area Type Override set in their ac-
tive profile will cancel the guard tour time period by disarming or disarming the area.

Early Open/Late Close
If the area type is Early Open & Late Close, the Area Type Delay sets the period after the start (opening) and the
end (closing) of the area type schedule that the area must be either disarmed or armed.

For example, if the area type schedule is set between 8:00 AM (opening time) and 5:00 PM (closing time) and the
Area Type Delay is set to 15 minutes; then the area must be disarmed between 8:00 AM and 8:15 AM otherwise if
it is disarmed before 8:00 AM it is an early open, if it is disarmed after 8:15 AM it is late to open. Likewise the area
must be armed between 5:00 PM and 5:15 PM otherwise if it is armed before 5:00 PM it is an early close, if it is
armed after 5:15 PM it is late to close.

7 Area Type Schedule

\Areas\Area NumbenArea Type Settings:
1Area v
Area Type Schedule

Always On v
AW -
1 Schedule

2 Schedule

3 Schedule

4 Schedule

5 Schedule

6 Schedule

7 Schedule

8 Schedule

9 Schedule

10 Schedule

11 Schedule
12 Schedule
13 Schedule
14 Schedule
15 Schedule
| 16 Schedule

One of 96 configurable schedules can be allocated to the area type schedule. The area type schedule determines the
schedule that the selected area type is active. Area types are not active when the schedule is not active. If an area
type schedule is disabled (always active) that area will always have the type characteristics programmed in Area
Type.
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Area Type Delay
If the area type is Standard and Arm / Disarm is configured, this timer delays arming by the minutes entered.

If the area type is Timed Disarm, Man Down, or Guard Tour, this setting is a warning time given to a user once the
user’s Disarm Time, Man Down Time, or Guard Tour Time has expired. During this warning time a user can cancel
the automatic re—arming and event report by entering their code, this will also restart the appropriate user timer. At
the end of the warning time the C6r™ will re—arm the area and send the appropriate event (closing, man down,
guard tour fail).

If the area type is Early Open & Late Close, this timer sets the period after the start (opening) and after the end
(closing) of the area type schedule that the area can be disarmed or armed. Otherwise an early to open or late to
close report will be sent if enabled in user permissions. Fail to open and fail to close report will be sent if Arm-Dis-
arm Reports is enabled in area options.

Example

Area Type — Early Open & Late Close

Area Type Schedule — 8:00 to 17:00

Area Type Delay — 15 min

User Permissions — Options — Open/close report, Early open report, Late close report
Area Options — Arm—Disarm Reports

Send Early Send Open Send Fail to Send Late

Opening Open Open

1 L + Automatically &

sent
Areas Submenus Area|Disarmed Area Disarmed Area Disarmed
Close Window Open Window
Area is Armed Area iz Armed
-
8:00 Area Type 815
Delay

Send Send Send Fail to Send Late

Early Close Close Closing

Close

+ 4 Automatically + 1

sent
Arealarmed  ArealArmed Area Armed
Open Window Close Window
Area is Disamed Area iz Disarmed
I -
i7:00 Area Type 17:15
Delay
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8 Area Event Reporting/Account

\Areas\Area Number\Area Event FEE[SIDFUHQZ
1Aea v

Area Account

If set, the area account code is a system unique 4 to
10 digit code (format dependent) used to associate
area related alarm reporting events to this area. If the
area account code is equal to the default of 0, the
channel account code will be used for this area’s
alarm reporting events. If the channel account code is
equal to the default of 0, the channel 1 account code
is used. If the channel 1 account code is O then the
account will be sent as 0

9 Area Event Reporting/Channels

‘Wreas\Area NumberArea Event Reporting:
1Area v
Area Channels

1 Channel Group v
disabled L
2 Channel Group
3 Channel Group
4 Channel Group
5 Channel Group
6 Channel Group
7 Channel Group
8 Channel Group
9 Channel Group
10 Channel Group
11 Channel Group
12 Channel Group
13 Channel Group
14 Channel Group
15 Channel Group
16 Channel Group

The channel group determines which communicator
channel(s) area events will be reported to. If the bit
corresponding to one of the 16 reporting channels is
set to on, area events will always be reported to this
channel. It is referred to as a primary reporting chan-
nel. If a report is unsuccessful to a particular primary
channel it will attempt that channel’s backup channels
if there are any.
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5.4 Advanced Programming, Channels
Select Channels from the drop down menu.

The Cor™ panel can support a total of 16 channels; each channel is a communication path for events to be sent from the Cor™ panel to a
selected destination.

Default configuration reserves Channels 1 — 3 for UltraSync format, Channels 4 — 16 are Email format.
Email is a “best—effort” system and there is no guarantee messages will be delivered by the network. When the network is busy, messages can
be dropped. Central control room monitoring is highly recommended as each event is acknowledged on receipt to ensure an appropriate

response can be made.

Installers have access to setup/modify all channels (1-16). Master Users have access to channels 7-16, which are used for email notifications.
Standard users do not have access to channels.

Channels Submenus
1 Channel Number 2 Channel Name

\Channels\Channel Number: \Channels\Channel Number:

_1 Central Station Primary v '1 Central Station Primary v |
1 Central Statn Primary Channel Name

A 2 Central Station Backup 1 , -
3 Central Station Backup 2 Central Station Primary
4 Email 1
5 Email 2
De|6 Email 3
7 Email 4
2 Email 5 3 Account Number
9 Email 6

10 Email 7 - - ,
1 Email 8 » IChannels\Channel Number:

12 Email 9 |1 Central Station Primary v |
13 Email 10 Account Mumber

14 Email 11 0

15 Email 12
16 Email 13

Custom names of the selected channel can be created
here

Areas Submenus

This is the Account Number that will be reported with
the event in email reports. When UltraConnect format

The Cor™ panel can support a total of 16 channels. is selected. this field will not be used.

Each channel is identified by a unique channel num-
ber, which cannot be altered, and remains as the key
reference for each channel.

Channel 1 and channels 4-16 are configured as pri-
mary reporting paths by default. Channel 1 is dis-
abled by default. Use as Backup as the Format selec-
tion has the effect of disabling reporting of a primary
channel. The Format must be selected to a value other
than Use as Backup to enable reporting. Channels
4-16 are configured as email reporting paths by de-
fault.

Channels 2 and 3 are configured as backup reporting
paths by default. Channel 2 is set to backup channel 1
and channel 3 is set to back up channel 2 by default.
Note that the primary channel must set the Next
Channel for back up reporting to function.
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4 Format

\Channels\Channel Number:
1 Central Station Primary

-

Format

UltraConnect

Use as Backup
UltraConnect

-

5 Device Number

\Channels\Channel Number:
|1 Central Station Primary v |
Device Number

This is the communication format for the selected channel. When Use as Backup is selected, the backup path will
utilize the primary channel’s format. Note that the primary channel must set the Next Channel for back up reporting

to function.

6 Destination Phone/Email

\Channels\Channel Number:
1 Central Station Primary v
Dest Phone or Email

The email address or mobile device name (push
notification) of the selected destination.

When enabling push notifications in the Cor ™
app, the device name will automatically be

set in destination phone or email.

8 Event List 1-16

\Channels\Channel Number:
1 Central Station Primary

Event List

7 Next Channel 1-16

\Channels\Channel Number:

1 Central Station Primary v
Next Channel

2 Central Station Backup 1+

9 Attempts

\Channels\Channel Number:
1 Central Station Primary v
Attempts

2

Select the pre—programmed list of events that will be
sent via this channel. The specific events in each
event list are programmed.

ALTM

Enter the number of times Cor ™ should try to send
the events to the UltraSync server. After the number
of attempts has been exhausted the Cor™ panel will
try the Next Channel if specified.
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Configure Email Reporting
1. Login to Cor™ Web Server from your computer using the IP address.
2. Press Settings.
3. Select Channels in the drop down Menu.
4. Press Select Channel to Configure where the Format is already set to Email.

Settings Selector

Channels ~
m E

Select Channel to Configure:

[4Email 1 - -+

Channel Name
Ermail 1

Account Humber

Formzt

Dest Frona or Emzll

L

Iext Channel
|diszbled v
Evant st
1Eventlist =
Attermpts

A

5. Enter an email address.
6. Select an Event List.
7. Enter a Channel Name for future reference.
8. Press Save.
Installer and Master User types can customize Event Listing for selective reporting.
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5.5 Advanced Programming, Communicator
Select Communicator from the drop down menu.

The Cor™  Communicator is a key component of the Cor™ System used in conjunction with the Channels feature to report events to a
monitoring company or third party. In this menu you can configure the settings for various methods of reporting.

» \Communicator

seneral Options

IP Configuration

Radio Configuration

System Event Reporting

Communicator Submenus

1. General Options

\Communicator\General Options:

First Disarm Last Arm !
Report Once Per Sensor

Suppress Force Arm Bypass

Immediate Restore

1. First Disarm Last Arm

If enabled, Cor™ will only send a closing report when the last area is armed.

NOTE: The last area to arm must have open/close reports enabled. Cor™  will only send an opening report when
the first area is disarmed.

This feature is used in place of Individual area Open and close. If you enable open and close in the area you will
get both individual open and close and System open close.

2. Report Once Per Sensor

If enabled, this will limit reporting to only once per sensor each time you arm or disarm an area. This stops the
control room or reporting destination to be flooded by multiple reports that the same sensor is being activated (for
example the intruder may be moving around and is being picked up by the sensor on that sensor).

3. Suppress Force Arm Bypass

If enabled, Cor™ does not send bypass reports when a sensor is forced armed. If not enabled, when a sensor is
forced armed and it remains in a state of creating an alarm, bypass reports are sent at the end of exit time. For ex-
ample this would occur if it remains open at the end of the exit time, or due to change of sensor type caused by a
schedule. If forced armed sensors re—close during the armed period, bypass restores are sent.

Communicator
Submenus

4. Immediate Restore
If enabled, Cor™ will immediately send all restorals as the sensor reports the event.
If not enabled, Cor ™ will send restoral events all at the same time when the marea is disarmed.

2 Auto Test/Intervals 3 Auto Test/Time

WZommunicatornauato Test:

Auto Test Intervals

Sun -
|Disabled |

E
Mon
Tue
Wed
Thu
Fri
Sat
| Daily

Set day of the week to send an automatic test report to
the system channel group .

(Communicator\System Event Reporting\System Chan-
nels). You may also set auto—test to Daily

\Communicator\Auto Test:
Auto Test Time (hh:mm) : 02 |00

Enter the time at which the automatic test report should
be sent. This should be in 24-hour format. For example
18:00.
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4 TP Configuration

WZommunicatonlP Configuration:

IP Host Name
IP Address
Gateway
Subnet
Primary DNS
Secondary DNS
WIFi SSID
WIFi Security Type
WiFi Password
Ports
Time Server
IP Options

5-6 IP Config Detail

\CommunicatonlP Configuration:
IP Host Name

\Communicator\lP Configuration\lP
Address:

192|168 |1 |3

IP Address

Host Name

This is a text label assigned to the Cor™ communicator
so you do not have to remember the IP Address.

NOTE: This only works on local LAN and with Micro-
soft Windows PC, or an Apple device with the local
extension. Does not work remotely over the internet.

IP Address

The IP address assigned to the Cor™ communicator
to enable it to connect on to the local LAN. This
will allow you access to the embedded web server
from a web—enabled device to program and view the
status of the system. It is also used for alarm report-
ing.

7-10 IP Config Detail

\Communicator\lP Configuration\Gateway:

Gateway 168 [1 |1

\CommunicatorIP Configuration\Subnet:

Subnet 1259 [255 {255 [0

\Communicator\lP Configuration\Primary
DNS:

Primary DNS 192 [168 [1 |1

\CommunicatorilP
Configuration\Secondary DNS:

SecondaryDNS [0 o Jo o

Gateway
If required, the IP address of the router which is needed
when remote IP communications are used .

Subnet
The subnet mask for the network.

For example, 255.255.255.0 is the network mask for
192.168.1.0/24.

Primary DNS

The IP address of the Primary Domain Name Server.
The DNS is used to translate host names for time servers
and UltraSync servers

Secondary DNS
The IP address of the Secondary Domain Name Server,
used if the Primary DNS is not available.
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11 Ports 12-14 IP Config Detail

\CommunicatonP Configuration\Ports: \Communicator P Conﬂguratmn.

HTTP Port
i WiFi SSID

HTTPS Port |
443

Download Port
41796

\CommunicatonlP Configuration:
WIFi Security Type

The ports that the computer needs to communicate with
the Cor™ system.

Defaults:

HTTP Port = 80
HTTPS Port = 443
Download Port = 41796

WPAZ Passphrase
WEP
WEP 128 bit

15 Time Server

\CommunicatonlP Configuration:

\Communicator\IP Configuration: WiFi Password

Time Server

|poo|. ntp.org|

Enter the URL or IP address of a time server to
allow Cor™ to automatically update and
synchronise its clock without user intervention.
The default is pool.ntp.org

16 IP Options
\CommunicatorlP Configuration\P
Cptions:
Enable DHCP ¥
Require SSL (]
Enable Web Updates (]
Enable Ping Ll
Enable Clock Updates [«
Enable Web Program |«#]
Always Allow DLX800 [«
Monitor LAN (]
Enable UltraConnect [«
Enable Wifi Disable Ethernet (]
1. Enable DHCP

Allow the Cor™ panel to be automatically assigned an IP address by the network.

2. Require SSL
Feature no longer supported. Leave unchecked.

3. Enable Web Updates - RESERVED
Allows the Cor™ panel to update the web pages via a network. Go to Hostname/mpfsupload to update
the web pages served by Cor ™. Does not update firmware.

4. Enable Ping
Allow the Cor™ panel to respond to the PING command

5. Enable Clock Updates
Allow the Cor™ internal clock to synchronise with the internet time server specified .
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6. Enable Web Program

Enabling this option will cause the Cor™ Web Server and app to always display Installer menus regardless of if

the panel is in program mode or not.

Disabling this option will hide the Installer menus on the Cor™ Web Server and app unless program mode is ac-
tive. This provides greater security by keeping web programming disabled unless a user on site with physical
access to the keypad enters program mode with a valid PIN code.

Cor™ panel will be in program mode if a user gains access to menu 5, 8, or 9. The Cor ™

Access Code to get access to the panel.
7. Always Allow DLX900

app requires the Web

Enabling this option will allow DLX900 to connect at any time if the correct Download Access Code is

provided.

Disabling this option provides greater security by only allowing DLX900 to connect when program mode is ac-
tive. This allows the system to have DL900 access disabled until a user on site with physical access to the keypad

enters program mode with a valid PIN code.

Cor™ will be in program mode if a user gains authorised access to menu 5, 8, or 9 on the keypad

8. Monitor LAN

‘When the Monitor LAN option is enabled the panel will monitor the Ethernet port for a valid Ethernet cable. If
the Ethernet cable is disconnected while this option is enabled, and the panel is unable to communicate, it will log

a Fail To Communicate event.

9. Enable UltraConnect (UltraSync)

This is an automatic feature of Cor™ . It is recommended you leave this setting on.

Enable this option to allow Cor™ to send email reports via the UltraSync servers. This is independent of the Web
Access Passcode which when set to 00000000 will prevent the Cor™ app from connecting.

If any channel is set to Email format reporting, then Cor™ will override ignore this setting and allow email report-

ing via UltraSync cloud servers.

If you wish to prevent connections to the Cor ™ cloud servers, then uncheck this option and do not use the Ultra-

Sync reporting format.

Features

Enable UltraSync = OFF

Web Access Code = 00000000
Enable UltraSync = OFF

Web Access Code = not 00000000

Enable UltraSync = ON
Web Access Code = 00000000

Enable UltraSync = ON
Web Access Code = not 00000000

17 Radio Configuration

\Communicator\Radio Configuration:
GPRS Username
GPRS Password
APN
Radio Options
SIM Preset

19 APN

\Communicator\Radio Configuration:
APN

Email Reports UltraSync App
No No
Yes Yes
Yes No
Yes Yes

18 GPRS Username/Password

\Communicator\Radio Configuration:
GPRS Username

\Communicator\Radio Configuration:
GPRS Password

*****x‘l

20 Radio Options

\Communicator\Radio Configuration'\Radio
Options:
Smart Roaming I

Access Point Name (APN) for the settings to set up a
connection to the gateway between the cellular network
and the public Internet.
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21 SIM Preset 22 Remote Access

\CommunicatorRemote Access:

\Communicator\Radio Configuration:
Panel Device Number

SIN Preset Download Access Code
|[]| Callback Server
Download E]ptions
23 Panel Device Number

24 Download Access Code
\CommunicatoriRemote Access:

Fanel Device Number \Communicator\Remote Access:

|U| Download Access Code
00000000|
A number from 0 to 4,294,967,295 that must be entered A variable length code for the computer user. This code
in to the desktop software for remote access to take gives the software complete authority over all menus
place. including those that are locked. For convenience

DLX900 will also try installer and 9-7- 1-3 to allow a
connection for first time set up if the Download Access
Code does not work This is why changing the default
\CommunicatoriRemote Access: code is important

Callback Server

25 Callback Server

The default Download Access Passcode of 00000000
|| prevents remote access

Changing this code may lock out your control room
monitoring service and prevent you from maintaining
your system. It is advised you contact your control room
before changing this code.

Communicator | If an IP address or host name is programmed into this Users must have access to the Communicator menu in
Submenus feature, and “Call Back Before Download Session” is order to change this setting. This can be programmed in
enabled, the Cor™ will disconnect for approximately 10 Menus, and assigning the “Advanced” menu.

seconds and then connect to this IP address. This should
be the IP address of the computer where DLX900 is
installed, not the IP address of the Cor™ panel.
IMPORTANT: the call back IP address should always
be reviewed for accuracy before disconnecting.

26 Download Options

\CommunicatoriRemote Access\Download
Options:
Call Back Before Download
Lock local programming
Lock Communicator
Lock Download
Call Back at Auto Test

1. Call Back Before Download

If a download is requested the Cor
security of remote access.

will hang up and make a call to the Call Back Number. This is to increase the

2. Lock local Programming
Prevent changes to the Cor ™ system via a keypad, all changes MUST be made using the remote access software.

3. Lock Communicator
Local programming locks all programming unless accessed with the Download Access code. Lock communicator
locks local programming of communicator features unless accessed by the Download Access Code.

4. Lock Download
Prevents the programming of the Remote Access Menu without using the Download Access PIN.

5. Call Back at Auto Test
‘When an auto test is initiated, perform a call back to the number specified.
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27 Event Reporting / Channels 28 Event Reporting / Attempts

\Communicator\System Event Reporting: \Communicator\System Event Reporting:
System Channels Altempts
1 Channel Group ¥ 6
Enter the Channel Group that the Cor™ will send system This is the number of times the Cor™ will sequence
events to. back to the primary channel if the backup channels all

fail. This applies to ALL communication attempts in-
cluding sensor and area events.

Example

If Channel 1 is the primary, and Channel 2 is the backup for Channel 1, then when both channels fail it will go back to
Channel 1. This setting controls how many times Cor™ cycles back to Channel 1 before it gives up.

ALTM

The Channel Attempts setting controls how many times Cor ™ stays on the channel before switching to the backup.

Communicator | Always check the max. number of attempts on all channels to avoid unexpectedly high communication charges.

Submenus In the diagram below, Cor™ will try Channel 1 3 times, switch to Channel 2 and try 2 times, then go back to Channel 1.

This sequence is repeated 2 times in total. In total there will be 10 attempts.

Channel 1 Channel 2 <\\

ﬂ\‘S tries 1Y 2 tries
Channel Attempts = 3 Channel Attempts = 2

Next Channel =2 _- Next Channel = 0

=72

Report Attempts = 2
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5.6 Advanced Programming, Schedules
Select Schedules from the drop down menu.

Schedules Submenus

1 Schedule Number

\Schedules\Schedule Number:
1 Schedule ~
Schedule Name
Follow Action Number
Times and Days

2 Schedule Name

\Schedules\Schedule Number:
1 Schedule -

Schedule Name

The Cor™ panel can support a total of 96 schedules.
Each schedule is identified by a unique schedule num-
ber, which cannot be altered, and remains as the key
reference for each schedule.

3 Follow Action Number

\Schedules\Schedule Number:
1 Schedule v
Follow Action Number
disabled v |
disabled .l
1 Not Ready - Chime On
2 Not Ready
3 Ready
4 Zone Alarm
5 Zone Bypass
6 Zone Tamper
T Trouble
& Exit Time 1
G Exit Time 2
10 Exit Time 1 or 2
11 Entry Time
12 Armed
13 Armed Stay
14 Smoke Power
15 User Code Output
16 Box Tamper
17 Any Siren
18 Pulse Arm Away
19 Pulse Disarm
20 Any Alarm
21 Burglary Alarm
22 Fire Alarm
23 Panic Alarm
24 Medical Alarm
25 Remote Programming
26 Local Programming
27 System Low Battery
28 Mains Failure
29 Phone Comm Failure
30 Phone Line Fault
31 Ethernet Link Down
32 Ethemet Comm Failure ~

Schedules
Submenus

Each schedule can be configured with a custom 32 char-
acter name. The area name is displayed wherever a
schedule is referenced on the Cor ™ system.

If an action number is specified, then the schedule be-
comes enabled when the action is true. When the action
becomes false, then the schedule becomes disabled

Schedules can be used to control various parts of the
system such as when a user’s permissions are applied.
The “Follow Action Number” option allows you to use
actions to control schedules.

The result is actions can control when permissions are
applied, when area types are applied, sensor behaviors,
when arm-disarm can occur, and when scenes play.

This allows you to create conditional schedules that only
become active when certain conditions are met. For ex-
ample you could create a user that only becomes active
(because of the linked schedule) under certain conditions
like a fire alarm.
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Schedules
Submenus

Follow Action

controls

Action Schedule

controls

Permissions
(users and devices)
Area Types
Sensor Profiles
Arm-Disarm
Scenes

4 Times and Days

\Schedules\Schedule NumberiTimes and
Days\Time and Day Number:

1 Schedule

1 Time and Day Number  »
Start Time
End Time

Days

Up to 16 sets of time and days can be specified here.

Cor™ handles schedules that span midnight automatical-
ly. For example, if a schedule is to cover Fri 8:00pm to
Sat 6:00am, only check Friday and Cér™ will automati-
cally manage the time after midnight.

Thu Friv Sat Sun

If you check Friday and Saturday, the schedule will cov-
er Fri 8:00pm — Sat 6:00am and Sat 8:00pm — Sun
6:00am.

Thu Friv Satv Sun

5 Start Time / End Time

|SchedulesiSchedule NumbertTimes and
DaysITime and Day Number.

1Schedule v

1Time and Day Number v
Start Time (hhvmm) 00 {00

\Schedules\Schedule Number\Times and
Days\Time and Day Number:

1Schedule ~

1 Time and Day Number
End Time (hh:mm) : 00 |00

Note: Holidays 1-4: If checked, it means the item as-
signed this schedule will NOT have access during the
specified holiday dates.

See Advanced Programming, Holidays to program these
dates.

6 Days / Holidays

\Schedules\Schedule Number\Times and
Days\Time and Day Number\Days:

1 Time and Day Number ~
All Days
All Weekdays
All Weekend
Monday
Tuesday
\Wednesday
Thursday
Friday
Saturday
Sunday
Holidays 1
Holidays 2
Holidays 3
Holidays 4
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5.7 Advanced Programming, Actions

The Cor™ panel features powerful automation control which can interact with different parts of the system. It can perform functions based on
the status of one or more system conditions.

These features are considered advanced programming and should only be changed by an installer with a thorough understanding of the
features.

Each action has an on and off state. The state is controlled by up to 4 conditions called Action Events, each of which can have a range of
items:

Action Event Sequence

Action | o
Event1 29 Event2 "¢ Event3 2" Event4 - State |+ Action
o or - Result
(trigger)

When all 4 Action Events are met, then the Action State (trigger) will be set. The Action State can be monitored by the main Cor™ Panel,
Schedules, Devices with outputs, and Scenes to activate/deactivate.

For example, a strobe connected to Output 1 can be programmed to follow Areas 1 — 8 being armed.

Strobe Action Sequence

Areas 1-8 All Armed = Action1True + Activate Strobe

Each Action can also directly control selected parts of your Cor™ when all 4 Action Events are met. This is called the Action Result. Its
behavior also follows the Action State.

For example, when all areas are armed and there is activity on sensor 1, activate a camera recording.

Camera Action Sequence

Areas 1 -8 Armed and Sensor 1 Faulted = Action1 True + Activate Camera

Select Actions from the drop down menu.
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VActionsiAction Number:

1 Mot Ready - Chime On v
Action Name
Function
Duration Minutes
Duration Seconds
Event 1
Event 2
Event 3
Event 4
Result

Actions Submenus

1 Action Number 2 Action Name

\Actions\Action Number : :
1 Not Ready - Chime On v | ".I‘E".E.UUHSI'J‘I:".E-UDH NUP‘IDEI’
Functi .
e 1 Not Ready - Chime On v

3 Ready

""" 4 Zone Alam " Action Name

5 Zone Bypass

6 Zone Tamper _ 1

Eom Mot Ready - Chime On
8 Exit Time 1
9 Exit Time 2
:2 E:;‘ T?’:J o2 Each Action can be configured with a custom 32

1 . .

2 Am,'id character name. The name is displayed wherever
13 Amed Stay = an Action is referenced on the Cor™ system.

14 Smoke Power .
| 15 User Code Output 3 Function

16 Box Tamper

17 Any Siren

18 Pulse Am Away \Actions\Action Number

19 Pulse Di :
20 A:ysfxlaﬁm 1 Not Ready - Chime On

21 Burglary Alarm Function
22 Fire Alarm Y
23 Panic Alam | Disabled v
24 Medical Alarm Disabled
: 25 Remote Programming Timed

Actions 26 Local Programming Follow
Submenus 27 System Low Battery
28 Mains Failure On Delay
29 Phone Comm Failure Off Delay
30 Phone Line Fault Pulsed
31 Ethemet Link Down ~ EH h
32 Ethemet Comm Failure ~ k:;;ual Control

* Timed - The action state turns on for the time

specified.

* Follow (Recommended) — The action state turns
The Cor™ panel can support a total of 32 Actions. on once the Event conditions have been satisfied,
Each Action is identified by a unique number, then off once the Event conditions are not true.
which cannot be altered, and remains as the key * On Delay - The action state becomes on after
reference for each Action. the programmed time period unless logic result is

. . no longer active.

Note: All 32 actions are pre—programmed with the « Off Delay — Follows the result of the logic equa—
specified trigger. To create a new action, you need tion, but remains active for the time programmed
to modify one of these actions. after the logic result is no longer active.

* On Pulse - Action state turns on for the pro—
grammed time or the active period of the logic re—
sult, whichever is the SHORTEST.

* Latch — The action state stays on once the Event
conditions have been satisfied
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Actions
Submenus

4 Duration: Minutes

WetionstAction Number\Duration Minutes:
1 Mot Ready - Chime On  r
Duration Minutes [0-65533]
0

5 Duration: Seconds

VActionstaction NumbenDuration Seconds:
1 Mot Ready - Chime On  r

Duaration Seconds [0-65535]
o

Where the Function requires duration, this deter—
mines, in minutes, how long the action should stay
on.

6 Event(s) 1—4 and Results

Actions\Action Number:
| 1 Not Ready - Chime On -~ » |
Action Name
Function
Duration Minutes
Duration Seconds
Event 1
Event 2
Event 3
Evenl 4
@ ecult

8 Event Category

Vactions\Action NumbenEvent 1
1 Not Ready - Chime On v

Event Category

[Sensor Events v |

BRSO

Area Events

User Events

Logic State

Schedule States

Device Status

System Events

Room Events

Select the category of the first event. This will deter—
mine what events you can select in Event Type.

See the_Action Events Category and Action Event
types table in section A.10 for reference.

Where the Function requires duration, this deter—
mines, in seconds, how long the action should stay
on.

7 Event Attributes

ActionsiAction NumberEvent 1:
1 Mot Ready - Chime On ¥

Event Category
cvent Type
Event Start Range
Event End Hange
Combination Logic
T —

9 Event Type

\Actions\Action NumberiEvent 1
1 Mot Ready - Chime On v

disabled v
Faulted

Not Faulted
Alarm

Bypass
Tamper

Low Battery
Trouble
Supervision
Chime Enabled
Inhibited

Alarm Memory

Event Type

Select the event that you want the Action to moni—
tor.

See the Action Events Category and Action Event
Types table in section A.10 for reference.
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Actions
Submenus

10 Event Start Range

\Actions\Action NumberEvent 1:
1 Mot Ready - Chime On  »
Event Start Range
1

Select the starting number of the event that you
want the Action to monitor. This is related to a
number range. For example this might be the
first area or sensor number.

12 Event Combination Logic

11 Event End Range

VActions\Action NumberEvent 1:
1 Not Ready - Chime On v
Event End Range
11024

Select the ending number of the event that you want
the Action to monitor. This is related to a number
range. For example this might be the last area or sen—
sor number.

If you just want to monitor one item, then leave it at the
default of zero, or enter the same number as Event
Start Range.

\Actions\Action Number\Event 1
1 Not Ready - Chime On v

Combination Logic

OR v

The logic condition to apply to Event 1

Inverted OR
AND

Inverted AND
RESET

* OR e.g. Area 1 Armed Away OR Area 2 Armed Away
* Inverted OR e.g. NOT Sensor 1 Bypass OR Sensor 2 Bypass

* AND e.g. Area 1 Armed Away AND Area 2 Armed Away
* Inverted AND e.g. NOT Sensor 1 Bypass AND Sensor 2 Bypass
* RESET Reset any latched event

The Combination Logic selected for each event places the logic prior to the event in an equation. Selecting
the AND logic closes a parenthesis for the previous event. The DLX900 software displays an Event Equation

field to make it easier to construct Actions.

For example:
For example:
Event 1 Inverted OR,

Event 2 OR, 0_—|

Event 3 AND,Q—I

Igﬁ.rent 4 OR Q—J

produces a logic equation of:
(NOT Event 1 OR Event 2) AND (Event 3 OR Event 4)
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Actions
Submenus

\Actions\Action Number;
|1 Not Ready -Chime On v |
Action Mame
Functian
Duration Minutes
Duration Seconds
Event 1
Event 2
Event3
Event 4

O reauit

The Cér™ can also perform an additional function
once the Action Event conditions are satisfied, this
is called an Action Result.

For example, when a fire alarm is active, you could
disable Users 1—50 to prevent them from being
able to control the alarm system.

15 Result Type

\Actions\Action Number\Result:
1 NotReady - Chime On =
Result Type

disabled v
disabled

Sensor Trip Toggle
Sensor Trip

Sensor Restore
Sensor Bypass Toggle
Sensor Bypass
Sensor Unbypass
Sensor Chime Toggle
Sensor Chime On
Sensor Chime Off

The event of the Action Result to perform See the
Action Results Category and Action Results Event
Types table in section A.11 for reference.

17 Result End Range

\Actions\Action Number\Result:
1 NotReady - Chime On = v
Result End Range
o

Select the ending number of the event that you
want the Action Result to affect.

\Actions\Action Number\Result:
1 NotReady - Chime On  +

Result Category
Sensor Results +

Sensor Results
Area Results
User Results
System Results
Device Results
Scene Result
Camera Result

The category of the Action Result to perform

See the Action Results Category and Action
Results Event Types table in section A.11
for reference.

16 Result Start Range

\Actions\Action Number\Result;
1 NotReady-Chime On v
Result Start Range

0

Select the starting number of the event that you
want the Action Result to affect.

18 Result User Number

\Actions\Action Number\Result:
1 Not Ready - Chime On +
Result User Number
o

Select the User that you want the Action Result to
behave as. This will apply this user’s full permis—
sions to the Action Result you select.
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5.8 Advanced Programming, Arm-Disarm

Advanced Arm-Disarm programming allows Cor™ to automate arming and disarming according to a specified schedule.

Select Arm-Disarm from the drop down menu.

VArm-Disarm\Arm-Disarm Number:

1 Arm-Disarm ¥

MName
User Number

Schedule Number

Arm—Disarm
Submenus

Arm—Disarm Submenus

1 Number (1-8)

VArm-DisarmiArm-Disarm Number:
1 Arm-Disarm
Schedule Number
Always On v

The Co6r™ panel can support a total of 8 automated
Arm—Disarm scenarios. Each scenario is identified
by a unique number, which cannot be altered, and
remains as the key reference for each function.

3 User Number

Wrm-Disarmiarm-Disarm Number:
|1 Arm-Disarm v

User Mumber

2 Name

VArm-DisarmtArm-Disarm Number:

Name

Each scenario can be configured with a custom 32
character name. The name is displayed wherever
an Arm—Disarm scenario is referenced on the
Cor™ system.

4 Schedule Number

rm-Disarmiarm-Disarm Number:
1 Arm-Disarm v

Schedule Number

The user number that will perform the Arm—Dis—
arm. The user’s schedule and permissions will be
checked and applied to all areas in the user’s arm
or disarm area group at the time of the Arm— Dis—
arm.

The schedule number specified here determines
when the arm and disarm is performed by the user
number. The starting date/time of the schedule will
perform a disarm, the ending date/time of the
schedule will arm.
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Arm—Disarm
Submenus

When a Schedule becomes valid (inside valid time sensor), the Cor™ will disarm all Areas that are in the
User’s — Active Profile — Disarm Area Group. When the Schedule becomes invalid (out of time sensor) then
Cor™ will arm all areas that are in the User’s — Active Profile — Arm Area Group.

For example if we had Schedule 4 Mon—Fri 9am—5pm, and User 55 with permission to arm and disarm area
1, 2, and 3, plus their schedule was 24 hours 7 days a week. Then each weekday at 9am the system would
disarm areas 1, 2, and 3 as if it were user 55. At 5pm each weekday the system would arm areas 1, 2, and 3
as if it were user 55.

Arm disarm Number 1 — Arm—Disarm Example

Schedule 4 - Office Hours
Mon - Fri See Schedule to program

9am - 5pm

See Users to program

User 55 — Arm-Disarm User

Permission 99 - Full Access

Arm Area Group 1 See Permissions to program

1,2,p

Disarm Area Group 1
1,23

15

Schedule 1- Full Access See Schedule to program
7 days, 24 hours

For an Arm—Disarm to occur, both the Arm—Disarm schedule here and the User Schedule need to be valid at
the time the Arm—Disarm is triggered.

The Arm—Disarm Schedule determines what the operation is. The leading edge causes a disarming function
and trailing edge causes an arming function. The Users Permissions then determines which areas if any are
armed or disarmed. If the function is to disarm, the Users Disarm Area Groups will be disarmed. If the function
is to arm, the Users Arm Area Group will be armed.

When the fime becomes 9am, the Arm- When the time becomes 5pm, the Arm-Disarm
Disarm tries to disarm all areas using User o fries to arm all areas using User 55 and their
55 and their permissions, this includes ’NI permissions, this includes checking User 55's

checking User 55's schedule. schedule .

Arm-Disarm Schedule 9am-5pm

v

Yam 5pm

More complex interactions with the system are possible by modifying the schedule selected here, the sched—
ule assigned to the user, and even combining actions to control schedules. Also, user permissions can have
up to 4 permission and schedule pairs.
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5.9 Advanced Programming, Devices

Select Devices from the drop down menu.

This menu allows you to program devices connected to the Cor

\Devices:

System Devices

Interlogix Transmitters

Z-Wave Devices

A T™M

system.

A160053

Devices
Submenus

Devices Submenus

1 System Devices Control

\Devices\System Devices:
Control

——————————————————————————

3 Device UID

\Devices|System Devices\Control\Device

Number:
Device UID (Serial)

395114917716 |

Serial number of the Cor™  panel

2 System Devices Control Device Number

\Devices\System Devices\Control\Device

Number:

Device UID (Serial) RSILL
Control Name
Control Info
Control Output 1
Control Output 2

4 Control Name

\Devices\Systam Davices\Control\Device

Number:
1 Control +

Alam System |

Control Name

The name of the Cor™ system.
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Devices
Submenus

5 Control Info

\Devices\System Devices\Control\Device
Number\Control Info:
Control Model
Firmware Version
Hardware Version
Bootloader
Voice Version
Website Version
Memory Map Version
Menu String Version
Ethernet MAC Address
WiFi MAC Address

Version information about the Cor™ panel including
filmware, voice, web, and MAC address.

7 Control Output 1 Output Name

\Devices|System Devices|Control\Device
Number\Control Output 1:

Output Name

T ————————————————————

Each output can be configured with a custom 32
character name.

6 Control Output 1

\Devices\System Devices\Control\Device
NumberiCentrol Output 1:
1 Control
QOutput Name
Action Assignment
Schedule Number
Invert

The Cor™ panel has 2 on—board outputs which
can be programmed to follow actions.

8 Control Output 1 Action Assignment

\Devices\System Devices\Control\Device
Number\Control Qutput 1\Action
Assignment:

1 Control
Action

disabled v
disabled e
1 Not Ready - Chime On

2 Not Ready

3 Ready

4 Zone Alarm

5 Zone Bypass

6 Zone Tamper

7 Trouble

8 Exit Time 1

9 Exit Time 2

10 Exit Time 1 or 2

11 Entry Time

12 Armed

13 Armed Stay

14 Smoke Power

15 User Code Output

16 Box Tamper

17 Any Siren

18 Pulse Arm Away

19 Pulse Disarm -

The output will activate while the selected action
state is true. If the action state becomes false then
the output will deactivate.

106




Devices
Submenus

9 Control Output 1 Schedule Number

\Devices!System Devices\Control\Device
Number\Control Qutput 1:
1 Control v
Schedule Number
AlwaysOn v

If a schedule is entered here then the output will
only be active when the schedule is valid. If no
schedule is entered then the output will always
function.

11 Interlogix Transmitters

\Devicaslinterlogix Transmitters\Transmitter
Number:
1 Transmitter Number v/
Serial Number
User
Options
Scene

Number of the Interlogix Transmitter

13 User

\Devices\Interlogix Transmitters(Transmitter
Number:
1 Transmitter Number  +
User

' Use FOB Number as Standard User v |

By default all keyfobs are reported as user 999. To
enable individual keyfob reporting, assign a user
number here.

10 Control Output 1 Invert

\Devices\System Devices\Control\Device
Number\Control Qutput 1:

1 Control »
Invert C

T ———

Invert the Output

12 Serial Number

\Devices\Interlogix Transmitters\Transmitter
Number:
|1 Transmitter Number v

Serial Number

Serial number of the InterlogixDevice
14 Transmitter Options
\Devices\interlogix Transmitters\Transmitter

Number\Cptions:
1 Transmitier Number v

Tamper

Police

Medical

Disable Internal Reed

Norm Open External Contact
No Siren on Police

Allows the Installer to configure options for wireless
transmitters including:

e Tamper

* Police

* Medical

* Disable Internal Reed - this applies to transmit—
ters with an internal reed switch

* Norm Open External Contact

* No Siren on Police
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15 Scene

\Devices\Interlogix Transmitters\Transmitter
Number:
|1 Transmitter Number v |

Scene

On a four—button keyfob, this allows the user to
activate a scene when the fourth button is pressed.

17 Z—Wave Devices Name

\Devices\Zwave Devices\Device Number.
‘1 Device Number

Name
Alam System
S ————————————

19 Z—Wave Devices Generic Type

\Devices\Zwave Devices\Davice Number:
1 Device Number v

Generic Type

: |

16 Z—Wave Devices

Devices\Zwave Devices\Device Number,

1 Device Number »

Name
Basic Type
Generic Type
Specific Type

18 Z—Wave Devices Basic Type

\Devices\Zwave Devices\Davice Number:
1 Device Number +

Basic Type

2
T ———————————
20. Z—Wave Devices Specific Type

\Devices\Zwave Devices\Device Number:

i |

Specific Type
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5.10 Advanced Programming, Permissions

Select Permissions from the drop down menu.

Permissionsi\Permission Mumber:

' 1 Permission v

Permission Name
Control Groups
Permission Options
User Timer Options

Permissions control what a user or device has access to on the Cér™ system and what they can do.

Permissions
Submenus

Permissions Submenus

1 Permission Number

\Permissions\Permission Number:

1 Permission v

Permission NI
Control Grou 2 Permission

o 3 Permission
Permission Op 4 Permission

User Timer Op 5 Permission
6 Permission =
7 Permission

8 Permission

9 Permission

10 Permission
11 Permission
12 Permission
13 Permission
14 Permission
15 Permission
16 Permission

Cor™ can support a total of 16 Permission scenar—
ios. Each scenario is identified by a unique number,
which cannot be altered, and remains as the key
reference for each Permission

2 Permission Name

\Permissions\Permission Number:
1 Permission v
Permission Name

Each Permission scenario can be configured with a
custom 32 character name. The name is displayed
wherever Permissions are referenced on the

Cor™ system.
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3 Control Groups

\Permissions\Permission Number\Control

Groups:
1 Permission -
Menu Group
1Menu
Arm Area Group
1 Area 1 v
Disarm Area Group
1 Area 1 v
Reset Only Area Group
1 Area 1 v
Timed Disarm Area Group
1 Area 1 v
Man Down Area Group
1 Area 1 v
Guard Tour Area Group
Permissions 1 Area 1 v
Submenus Report Channel Group

-

1 Channel Group
Stay Arm Area Group

1 Area 1 v
1. Menu Group 6. Man Down Area Group
This controls what menus the user or device can This controls which areas will have man down mon—
access. itoring.
2. Arm Area Group 7. Guard Tour Area Group
This controls which areas can be armed. This controls which areas are a part of the guard
tour.

3. Disarm Area Group

This controls which areas can be disarmed. 8. Report Channel Group

4. Reset Only Area Group This controls what channels the user can modify.

This controls which areas can be reset only. 9. Stay Arm Area Group

For example, if a guard is present on the site you This controls what areas can be stay armed.

may not want them to be able to disarm any areas.
By assigning them a Reset Only Area Group, they
can turn off alarms, but they cannot accidentally
disarm an area.

5. Timed Disarm Area Group
This controls which areas can be timed disarm.
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Submenus

4 Permission Options

\Permissions\Permission
Number\Permission Options:

Remote Access
Duress Code

Reset System Alarms
Auto Unbypass
Disarm Area In Alarm
Area Type Override
Disarm Action Trigger
Arm Action Trigger
Report Arm-Disarm

1 Permission r

CURNL VIR SR U VALY

Report Arm-Disarm Exceptions

Log PIN Use

1. Remote Access — Enables and disable remote
web access to the permission. If this is not enabled,
a user will not be able to access the web interface
directly or via a smartphone app.

2. Duress Code — designates this user as a
duress code, whenever this code is used a duress
message is sent.

3. Reset System Alarms — when System Option
— System Alarm Latch is enabled, system alarms
include panel box tamper can only be reset by a
user with this permission. Users without this per—
mission will be able to arm and disarm areas as
normal, but system alarms will stay latched.

4. Auto Un—Bypass — When enabled, a by—
passed sensor will be reset when disarming. When
disabled, the Sensor will remain bypassed even
after the system has been disarmed.

5. Disarm Area In Alarm — When disabled, this
user will not be able to disarm and reset an area in
alarm. Even if the user has permission in their Dis—
arm Area Group, this option will override disarm
authority.

6. Area Type Override — Applies to non—standard
area types 'Time Disarm’ ’"Man Down’ ’Guard Tour’.
When set, disables the feature for the user.

7. Disarm Action Trigger — When enabled, this
users will trigger the Action trigger event “User Dis—
arm Trigger” when disarming an area, used in con—
junction with for programming actions.

8. Arm Action Trigger — When enabled, this user
will trigger the Action trigger event “User Arm Trig—
ger” when arming an area, used in conjunction with
for programming actions

9. Report Arm/Disarm — Where a system is al—
ready configured to send Arm—Disarm reports this
option allows a user to NOT send a report. When
enabled the reports will be sent. When disabled
reports will not be sent.

10. Report Arm—Disarm Exceptions -
Report Arm—Disarm Exceptions = ON:
All four reports are sent as appropriate.

Early Opening
‘Fail To Open’ and the reset report ‘Late Open’
Early Close
‘Fail To Close’ and the reset report ‘Late Clos—
ing’

Report Arm—Disarm Exceptions = OFF:

As expected only reports were the ‘Fail To Open’
and ‘Fail To Close’ reports with their respective re—
sets ‘Late Open’ and ‘Late Close’. Both the ‘Early
Open’ and ‘Early Close’ reports were suppressed.

‘Fail To Open’ and the reset report ‘Late Open’
‘Fail To Close’ and the reset report ‘Late Clos—
ing’

See Area Type for more details.

11. Log PIN Use — Log will show "Valid Code
Entered” when enabled. Must be enabled to allow
actions and scene events to monitor user
interaction.

111




Permissions
Submenus

5 User Timer Options

\Permissions\Permission Number\User
Timer Options:
|1 Permission
Disarm Time [0-999] Minutes
0
Man Down Time [0-999] Minutes
0
Guard Tour Time [0-999] Minutes
0

1. Disarm Time
2. Man Down Time
3. Guard Tour Time

These timers apply to a user when allocated this permission and:

* the Area Type is set to Timed Disarm, Man Down, or Guard Tour,

* is inside Area Type schedule,

* and Area Type Override is NOT enabled under Permission Options

If the value of the associated timer is zero, then the system will apply a timer of 45 min
See Area Type Settings for a more detailed description on these features.
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5.11 Advanced Programming, Area Groups

Select Area Groups from the drop down menu.

The Cor™ panel can support a total of 16 Area Groups. Each Area Group is identified by a unique number, which cannot be altered, and
remains as the key reference for each area.

When assigned to a user, an Area Group controls what areas the user can see and control. When assigned to a sensor or device, an Area Group
determines what Areas that sensor/device will report and display in.

Area Groups Submenus

1 Area Group Number 2 Area Group Name
\Area Groups\Area Group Number: \Area Groups\Area Group Number.
1 Area 1 v 1Area 1 v
Area Group Name Area Group Name
Area List Area 1
T

The Cor™ panel can support a total of 8 Area Each group can be configured with a custom 32
Groups. Each Area Group is identified by a unique character name. The name is displayed wherever
number, which cannot be altered, and remains as an Area Group is referenced on the Cor™ system.

the key reference for each area
Area Groups 4

Submenus |3 Area List

\Area Groups\Area Group Number:

1Area v
1Area v
2 Area
3 Area
4 Area

Select the areas that should be part of this Area
Group.
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5.12 Advanced Programming, Menus

Select Menus from the drop down menu.

Menus are assigned to users and devices to control what menus can be accessed. A total of 16 Menus can be configured.

Menus
Submenus

1 Menu Number (1—16)

\MenusiMenu Number:

Menu Name
Menu Selections

Menus Submenus
2 Menu Name

\Menus\Menu Number:
1Menu - 1Menu
Menu Name

The Co6r™ panel can support a total of 16 Menu
Groups. Each Menu is identified by a unique num— character name. The name is displayed wherever a
ber, which cannot be altered, and remains as the
key reference for each Menu.

3 Menu Selections

Each Menu can be configured with a custom 32

Menu is referenced on the Cor™ system.

\MenusiMenu Number\Menu Selections:

History
Cameras
Lights

HVAC
Smoke Reset
Users
Testing
Reporting
Scenes
Clock
Holidays
Schedules
Entry & Exit
Z-Wave
Labels
Keypad Setting
Status

WiFi
Advanced

-«

1 Menu

Check each item to give a user access to that
menu. For example, checking Labels permits a
user with this Menu in their permission to change
the text labels (names) of sensors, areas, outputs,
etc.

I N N N N N N N N N N N N N NN
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5.13 Advanced Programming, Holidays

Select Holidays from the drop down menu.

Also reference Section 4.9 Programming Holidays.

Holidays
Submenus

Holidays Submenus

1 Holiday Number (1—4)

\Holidays\Holiday Number:
1 Holiday +

1 Holiday
2 Holiday
J Holiday
4 Holiday

The Coér™ panel supports up to 4 sets of Holiday
Sets. Each set can have up to 16 date ranges. Holi—
days are used as part of Schedules to control ac—
cess to the system on specified dates.

Holiday Name
Date Range

3 Holiday Date Range

\Holidays\Holiday Number\Date
Range\Range Number:

1Holiday ~

1Range Number
Start Date 11/22/2014
End Date 11/22/2014

Select the date range for the Holiday by specifying
the start and stop date. A total of 16 ranges can be

entered for each Holiday.

2 Holiday Name

\Holidays\Holiday Number:

1 Holiday ~
Holiday Name

Each holiday can be configured with a custom 32
character name. The name is displayed wherever a
Holiday is referenced on the xGen system.
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5.14 Advanced Programming, Sensor Types

Select Sensor Types from the drop down menu.

Sensors can be programmed to be one of 32 different sensor configurations (sensor type profiles). Sensors are fully configurable in the Cor™
panel. These features are considered advanced programming and should only be changed by an installer with a thorough understanding of the

features.

Sensor Types
Submenus

Sensor Types Submenus

1 Sensor Type Number (1-32) 2 Sensor Type Name
\Sensor Types!Sensor Type Number, \Sensor Types\Sensor Type Number.
1Day Zone ' 1 Day Zone 1|
Sensar Type Name Sensor Type Name
Sensor Type Armed Day Zone
Sensor Type Disarmed
S
The Cor™ panel can support a total of 32 Sensor Each Sensor Type can be configured with a custom
Types. Each Sensor Type is identified by a unique 32 character name. The name is displayed wherev—
number, which cannot be altered, and remains as er a Sensor Type is referenced on the Cor™ sys—
the key reference for each Sensor Type. tem.

Sensor type profiles can also change depending on whether the areas they are in are armed or disarmed.
This provides a new level of flexibility in panel programming.

Armed Disarmed

‘\Sensor Types\Sensor Type
NumberiSensar Type Disarmed @
1Day Zona A
Sensor Attribute
Siren Aftribute
Sensor Attribute Cptions

‘\Sensor Types\Sensor Type
MumberiSenzor Type Armed: @
1 Day Zona -
Sensor Attribute
Siren Attribute
Sensor Attribute Options
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Sensor Types
Submenus

3 Sensor Type Profile / Armed

Sensor Attribute
This is how the sensor will behave when the area it is armed.

* Disabled - sensor is disabled.

* Entry 1 - sensor will follow area entry/exit timer 1.

* Entry 2 — sensor will follow area entry/exit timer 2.

* Handover - instant alarm type unless an entry sensor is tripped first.

* Instant — sensor goes into alarm as soon as it is tripped.

* Local - sensor only triggers a local alarm and keypad sounder but does not report when tripped.

* Trouble Sensor — typically used on fire doors to the exterior of a building. When the system is disarmed
they report trouble and sound a buzzer. When the system is armed they are instant burg alarms.

* Fire — smoke detectors must be wired Normally Open. A short on a fire sensor will create an alarm condi—
tion when the system is armed or disarmed. An open will create a Trouble condition that is always reported for
this sensor type, regardless of the Sensor Trouble reporting option. Keypad sensor LED is steady for fire con—
dition and flashing for trouble condition. After fire activation, use the keypad to clear & reset fire sensor by
pressing Sensor Reset.

* Holdup delay — when tripped, starts the hold up timer, if the timer is reached then a hold up alarm is sent.

* Holdup reset — when this sensor is tripped, the hold up timer is stopped.

* Keyswitch — A momentary key switch can be used to arm/disarm the panel when it is momentarily shorted
from a closed condition. Use a 3.3K resister for this sensor type. Or if DEOL monitoring is enabled in System
Options, use two 3.3K resistors to allow full line monitoring.

» Event Only - this sensor only creates an event when tripped and is stored in the event log.

Siren Attribute
Select from these 4 options to control what sound the siren makes when this sensor goes into alarm.

* Silent — siren makes no sound

* Fire —temporal three pulse siren

* Yelping - siren makes a yelping sound
* Four Pulse — temporal four pulse siren

4 Sensor Type Profile / Disarmed
This is how the sensor will behave when the area it is in is disarmed.

* Disabled - sensor is disabled.

* Instant — sensor goes into alarm as soon as it is tripped.

* Local - sensor only triggers a local alarm and keypad sounder but does not report when tripped.

* Fire — smoke detectors must be wired Normally Open. A short on a fire sensor will create an alarm condi—
tion when the system is armed or disarmed. An open will create a Trouble condition that is always reported for
this sensor type, regardless of the Sensor Trouble reporting option. Keypad sensor LED is steady for fire con—
dition and flashing for trouble condition. After fire activation, use the keypad to clear & reset fire sensor by
pressing Sensor Reset.

* Holdup delay — when tripped, starts the hold up timer, if the timer is reached then a hold up alarm is

sent.

* Holdup reset — when this sensor is tripped, the hold up timer is stopped.

* Keyswitch — A momentary key switch can be used to arm/disarm the panel when it is momentarily shorted
from a closed condition. Use a 3.3K resister for this sensor type. Or if DEOL monitoring is enabled in System
Options, use two 3.3K resistors to allow full line monitoring.

» Event Only - this sensor only creates an event when tripped and is stored in the event log.

Siren Attribute
See descriptions above, this is how the siren will behave when the area it is in is disarmed.
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Sensor Types
Submenus

5 Sensor Attribute Options (Armed or Disarmed)

\Sensor Types\Sensor Type
NumberiSensor Type Armed\Sensor
Attribute Options:

1 Day Zone v
Code Pad Sounder v
Report Delay v
No Code Pad Display
Momentary Switch
Zone Inhibit
Swinger Shutdown v

* Code Pad Sounder - If enabled, the panel will announce alarm, tamper, or trouble conditions. Default is
on.

* Report Delay - if enabled, the Cor™ will delay reporting sensor activations until the next scheduled report.
This setting is ignored if the sensor is a Fire type and sensor activations are reported immediately. When dis—
abled sensor activations (trip, bypass and restorals) are reported immediately. Default is off.

* No Keypad Display - if enabled, any sensor conditions such as alarm and tamper will not illuminate the
Alarm Light. Conditions will still report and function as normal. Default is off.

* Momentary Switch — if enabled, the sensor will not latch. If it is triggered again then it will send another
report immediately. Default is off.

» Sensor Inhibit (Bypass) — This feature is designed to reduce false alarms at arming/disarming. If enabled,
a sensor that is currently faulted that could cause an alarm condition will be temporarily bypassed when
changing armed states.

This typically occurs when forced arming and the sensor is open, or when a schedule change occurs that
changes the sensor type. The bypass will be applied to the sensor if it remains open at the end of the exit
timer. Default is off.

* Swinger Shutdown

Swinger Shutdown is a false alarm prevention feature that counts the number of alarms caused by a specific
sensor.
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Sensor Types Table

Preset Preset Sensor Siren gg:;:l Report CI(:)JI(') ™ Momentary Islfll:lsl())ll;
Number Name Attribute | Attribute Sounder Delay DITanel (Bypass)
isplay
Armed
1 Day Sensor Instant Yelping Y N N N N
2 24 Hour Audible Instant Yelping Y N N N N
3 Entry Exit Delay 1 Entry 1 Yelping Y N N N N
4 Entry Exit Delay 2 Entry 2 Yelping Y N N N N
5 Follower Handover | Yelping Y N N N N
6 Instant Instant Yelping Y N N N N
7 24 Hour Silent Instant Yelping Y A% N N N
8 Fire Alarm Fire Steady Y N N N N
9 Entry Exit Delay 1 Auto Bypass Entry 1 Yelping Y N N N Y
10 Entry Exit Delay 2 Auto Bypass Entry 2 Yelping Y N N N Y
11 Instant Auto—-Bypass Instant Instant Y N N N Y
12 Event Only Event Only Silent N N Y N N
13 Momentary Key Switch Keyswitch Silent N N N Y N
14 Latching Key Switch Keyswitch Silent N N N N N
15 CO Detector Instant Pulsing Y N N N N
Disarmed
1 Day Sensor Instant Yelping Y N N N N
2 24 Hour Audible Instant Yelping Y N N N N
3 Entry Exit Delay 1 Entry 1 Yelping Y N N N N
4 Entry Exit Delay 2 Entry 2 Yelping Y N N N N
5 Follower Handover | Yelping Y N N N N
6 Instant Instant Yelping Y N N N N
7 24 Hour Silent Instant Yelping Y N N N N
8 Fire Alarm Fire Steady Y N N N N
9 g‘y‘gzsf"it Delay 1 Auto Entry 1 | Yelping Y N N N Y
10 Entry Exit Delay 2 Auto Bypass Entry 2 Yelping Y N N N Y
11 Instant Auto Bypass Instant Instant Y N N N Y
12 Event Only Event Only Silent N N Y N N
13 Momentary Key Switch Keyswitch Silent N N N Y N
14 Latching Key Switch Keyswitch Silent N N N N N
15 CO Detector Instant Pulsing Y N N N N
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5.15 Advanced Programming, Sensor Options

Select Sensor Options from the drop down menu

Sensors are fully configurable in the Cor™ panel. These features are considered advanced programming and should only be changed by an
installer with a thorough understanding of the features.

Sensor
Options
Submenus

Sensor Options Submenus

1 Sensor Options Number (1-32)

\Sensor Options\Sensor Options Number:
|1 Bypass v
Sensor Options Name
Sensor Options
Sensor Reporting
Sensor Contact Options
Sensor Report Event

The Cor™ panel can support a total of 32 Sensor Op-
tions. Each Sensor Option is identified by a unique num-
ber, which cannot be altered, and remains as the key
reference for each Sensor Option.

2 Sensor Options Name

\Sensor Options\Sensor Options Number:
|1 Bypass v|
Sensor Options Name
Bypass

Each Sensor Option can be configured with a custom 32
character name. The name is displayed wherever a Sen-
sor Option is referenced on the Cor™ system.
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Sensor
Options
Submenus

3 Sensor Options

\Sensor Options\Sensor Options

Number\Sensor Options:

1 Bypass
Bypassed Stay Mode
Force Arm Enabled
Bypass
Cross Zone Time
EOL
Automatic Sensor Test
Sensor InActivity Test
Follow Any Armed Area

Also see the Sensor Options table for reference.

* Bypassed Stay Mode — if enabled, this sensor is automatically bypassed when the area is armed in stay mode. For

example, it is an interior sensor.

* Force Arm Enabled — if enabled, this sensor type may be open while arming if forced arming is enabled in the area
options. Normally all sensors in an area must be closed before a user can attempt to arm that area.

* Bypass — if enabled, this sensor may be bypassed.

* Cross Zone — This sensor type will require two triggers or another sensor would have to have been trigged before it

will activate an alarm.
* EOL - Enable End Of Line resistor tamper monitoring

* Automatic Sensor Test — if enabled, this test is controlled by action results automatic test on and off.
* Sensor Inactivity Test — if enabled, this sensor will check for Sensor Inactivity. The Sensor Inactivity setting must be
enabled in General Options. The time is programmed in Sensor Inactivity Time. See Programming the System, section

4.4.

* Follow Any Armed Area — If enabled, and a sensor is in more than 1 area it will create an alarm if triggered when any
area is armed. If this feature is off then all the areas must be armed before the sensor will become active.

4 Sensor Reporting

\Sensor Options\Sensor Options
Number\Sensor Reporting:
1 Bypass

-

Alarms

Alarm Restores
Bypass-Unbypass

Sensor Lost-Low Battery
Sensor Trouble and Restore

« & & 8K

* Alarms Reporting — if enabled, this sensor will report
alarms.

* Alarm Restores Reporting — if enabled, this sensor
will report alarms.

* Bypass—-Unbypass Reporting — if enabled, this sensor
will report bypasses and unbypass restorals.

* Sensor Lost-Low Battery Reporting — if enabled,
this sensor will report loss of wireless supervision and
low battery faults.

¢ Sensor Trouble and Restore — if enabled, this sensor
will report sensor trouble and restorals. Fire type sensors
will always report regardless of this option.

5 Sensor Contact Options

\Sensor Options\Sensor Options
NumberiSensor Contact Options:
1 Bypass v
Normally Open
Fast loop

(Applies to the hardwire inputs, not wireless sensors.)

* Normally Open no EOL - if enabled, the sensor cir-
cuit is normally open. Default is off.

* Fast Loop — if enabled, Cér™ will be more sensitive
and respond quicker to a change in state to the sensor.
For example, we could enable this on a door contact to
trigger the turning on of lights quicker when someone
opens the door by using an Action. Depending on the
application this may increase the chance of a false alarm
if the sensor is used for intrusion detection
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6 Sensor Report Event

\Sensor OpticnsiSenser Options Number:
1 Bypass -

Sensor Report Event
default v

Sensor
150 UA

Options 121Ha

) 122HA
Submenus 100MA
123 PA
1T TA
GOZ-RP
151:GA
158 KA
154 WA
140:QA
14054
150 ZA
158 KH
115 FA

From the drop down menu, select the CID and SIA event code to report when this sensor is tripped.
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Sensor Options Table

JuaAy 110doy] J0SUS

134:BA
130:BA
134:BA
134:BA
110:FA

120:PA

122:HA
130:BA
130BA

151GA

158KA

154:WA
159:ZA
158:KH
110:FA

130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
130:BA
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Bypass

Bypass Stay

Bypass—Forced Arm

Bypass—Cross Zone

Fire

Panic

Silent Panic

Normally Open no EOL

Normally closed no EOL

Gas Detected

High Temp

Low Temp

High Temp

Fire Alarm Pull Station

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

Blank

IoquinN 39soI1d

1
2
3
4
5
6
7
8
9
10
11

12 | Water Leakage

13
14

15
16

17 | Blank

18
19
20

21

22 | Blank

23

24

25

26

27 | Blank

28

29

30
31

32 | Blank
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5.16 Advanced Programming, Event Lists
Select Event Lists from the drop down menu.

Event Lists are monitored by Channels to determine if they should be reported. Only events on a Channel’s associated Event List will be
reported.

Event Lists Submenus

1 Event List Number (1-16) 2 Event List Name
\Event Lists\Event List Number. \Event Lists\Event List Number.
1EventList 1EventList
Event List Name Event List Name
Event List
The Cor™ panel can support a total of 16 Event Lists. Each Event List can be configured with a custom 32
Each Event List is identified by a unique number, which character name. The name is displayed wherever an
cannot be altered, and remains as the key reference for Event List is referenced on the Cor™ system

each Event List.

3 Event List

\Event Lists\Event List Number\Event List:

1EventList +

Alarms
Alarm Restores

Event Lists Am-Disarm
Submenus Bypass and UnBypass
Sensor Trouble and Restore

Sensor Tamper and Restore
Sensor Lost

Sensor Low Battery
Cancel Code

Recent Am-Exit Error
Tampers

Reporting Trouble

AC Fail Reporting

Low Battery

Log Full Report
Autotest

Start-End Programming
Start-End Download
System Troubles
Acess Events

Video Events

T RR RN RS R S =

Select the events that you want to be part of this Event List.
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5.17 Advanced Programming, Channel Groups

Select Channel Groups from the drop down menu.

The Cor™ panel provides you powerful and flexible reporting capability through its Channel feature. They are fully configurable to suit your
needs by allowing you to specify what events to report to single and multiple destinations, with multiple levels of back up paths.

Channel Groups Submenus
1 Channel Group Number (1-16) 2 Channel Group Name

\Channel Groups\Channel List: \Channel Groups\Channel List.

1 Channel Group (1 Channel Group |

Channel Group Name Channel Group Name

Channel

The Cor™ panel can support a total of 16 Channel Each group can be configured with a custom 32 charac-
Groups. Each Channel Groups is identified by a unique ter name. The name is displayed wherever an Action
number, which cannot be altered, and remains as the key Group is referenced on the Cor™ system.

reference for each Channel Group

3 Channel List

\Channel Groups\Channel List:

Channel 1 Channel Group

Groups 1 Central Station Primary %
Submenus 2 Central Station Backup 1
3 Central Station Backup 2
4 Email 1
5 Email 2
6 Email 3
7 Email 4
8 Email 5
9 Email 6
10 Email 7
11 Email 8
12 Email 9
13 Email 10
14 Email 11
15 Email 12
16 Email 13

AN ANEANEANENESNRANEN R

For each Channel Group, select the Channels where the event should be sent.
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When a system event occurs, it is routed to the System Event Channel Group (Communicator\System Event Reporting\System Channels).
The Channel Group will forward the event to each of the Channels it contains. If the event is on the Channel’s Event List, the Channel will
attempt to send the event to the Channel’s destination.

Example System Event

| AcFal | Channel 1

Control Room 1

System Event Event List = 1 [ ctha:";e' ¢ 1
i = ontrol koom
Reporting Channel Attempts =3 [~
Channal Group 1 Mext Channel = 4 Event List = 1
Channel Attempts =
g;{'::m S!::ﬂﬂ's‘ Channel 2 Mext Channel = 0
Channel| Group Control Room 2
Channel Group 1 Event List = 1 rTe—
GChannel Group Next Channel = 5 [
gn‘m"e: ; zends event 1 Control Room 2
annel to every s
Channel 3 Ghannel i containg Channel 3 E t List = 1
Email vent List=
Next Channel = 0
Event List =2
Next Channe| =0
Event List 1 Event List 2
it i Channelz 1 and 2 will atfempt fo send the event as AC Fail iz on the
Critical Informational comesponding Event List. Back up channels 4 and 5 will alzo attempf
fi d £ it if £h sed.
Alarms Open & Closes o aend the event if they are u
Bypass & Restore Auto test Channel 3 will NOT send the evenf a2 Evenf List 2 does nof include
AC Fail AC Fail events.

If a sensor or area event is generated, then the event is sent to the Channel Group specified (Area — Channel Group) in the lowest area the
sensor belongs to. The Channel Group forwards the event to each of the Channels it contains. Each Channel checks its Event List to
determine if the event should be sent.

Example Sensor or Area Event

Sensor 3 in Alarm Channel 1 Channel 4
Area Group = 1 Control Room 1 » Control Room 1
‘
1 -
5 sends ak Event List =1 K Event List = 1
Sensor sends alam|fo area group Channel Attempts =3 |- Channel Attempts = 3
Area Group 1 Mext Channel = 4 Mext Channel = 0
Area 1 Channel checks fo see if the If it does not succeed affer
Area 2 9"‘-"’?’ f= an itz Ewvent List; 'f GChannel Attempts, it will fry
A“'E‘: :: W:l:'l sffempt fo send, if sending on the next Channel.
Event z=nt fo lowest ares nat it will stop.
Area 1 Channel 2 Channel 5
Control Room 2 ¥ Control Room 2
Channel Group 1 !
Event List = 1 I Event List = 1
Area sends event Mext Channel = 3 ke Mext Channel =0
fo Channel Group
Channel Group 1 Channel 3 Email
Event List = 2
Channel 1 Mext Channel = 0
Channel 2 Channe! Group sends Event
Channel 3 to every Ghannel if contains
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Customize Reporting Codes

The Cor ™ control panel has the ability to report Ademco Contact ID. transmissions. Each report in Contact I.D. consists of an event code and
the sensor I.D. generating the alarm.

Programmed Event Code Contact I.D. Code SIA Event Code Description
0 Use default code for Sensor Type | Use default code for Sensor Type
1 110 FA Fire Alarm
2 120 PA Panic Alarm
3 130 BA Burglary Alarm
4 131 BA Perimeter Alarm
5 132 BA Interior Alarm
6 133 UA 24 Hour (Safe)
7 134 BA Entry/Exit Alarm
8 135 BA Day/Night Alram
9 150 UA Non Burglary 24 Hour
10 121 HA Duress Alarm
11 122 HA Silent Panic
12 100 MA Medical Alarm
13 123 PA Audible Panic Alarm
14 137 TA Tamper Alarm
15 602 RP Periodic Test
16 151 GA Gas Detected
17 158 KA High Temp
18 154 WA Water Leakage
19 140 QA General Alarm
20 140 SA General Alarm
21 159 ZA Low Temp
22 158 KH High Temp
23 115 FA Fire Alarm Pull Station

Customize the code reported by following these steps:
1. Login to the Web Server
2. Press Advanced\Sensor (Zone) Options.

3. Select the Sensor (Zone) Options you want to change.
4. Press Sensor (Zone) Report Event.
5. Select the desired Contact 1.D.\SIA Event Code pair from the drop down menu.

Configuration Server
T 1)

All On | All Off M

‘Yone OptionsZone Options Number:
[1 Bypass v
Zone Report Event

134BA »
default A
T10:FA
120:PA <
130:BA
131:BA
132BA
133:UA
135:BA
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6. Press Save.
7. Press Settings and Sensors should appear.
8. Assign the customized Sensor Options to the Sensor.

Settings Selector

Zones e

Zone Add/Remove Functions

Learn j Remove] Cancel

Select Zone to Configure:

Zone Mame | |
Zone Type
6 Instant :|
Zone Options
e \ 1 Bypass V|
Area Group
|1 Paritian 1 v|
Serial Number
[ |

9. Press Save.
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Reporting Fixed Codes in Contact L.D.

The table below lists the CID event codes sent for the following reports (if enabled). The number in brackets following the event is the
number that will be reported as the sensor number if extended Contact I.D. is enabled in the system options. Otherwise sensor *0” will always
be reported. If there are no parentheses, the sensor will be reported as *0’.

Report Contact .D. Event
Manual Test 601
Auto test Open (user number) 602
Close (user number) 401
Cancel (user number) 406
Download Complete 412
Start Program 627
End Program 628
Ground Fault 310
Ground Fault Restore 310
Recent Close (user number) 401
Exit Error (user number) 457
Event Log Full 605
Fail To Communicate 354
Expander Trouble 333
Expander Restore 333
Siren Tamper 321
Siren Restore 321
Aux Power Over Current 312
Aux Power Restore 312
Low Battery 309
Low Battery Restore 309
AC Fail 301
AC Restore 301
Box Tamper 137
Box Tamper Restore 137
Cor™ Panel Tamper 137
Cor™ Panel Panic 120
Duress 121
Cor™ Panel Fire 110
Cor™ Panel Medical 100
RF Sensor Lost (sensor number) 381
RF Sensor Restore (sensor number) 381
Sensor Low Battery (sensor number) 384
Sensor Battery Restore (sensor number) 384
Sensor Trouble (sensor number) 380
Sensor Trouble Restore (sensor number) 380
Sensor Tamper (sensor number) 137
Sensor Tamper Restore (sensor number) 137
Sensor Bypass (sensor number) 570
Bypass Restore (sensor number) 570
Sensor Inactivity 391
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5.18 Advanced Programming, Scenes

Select Scenes from the drop down menu.

Scenes
Submenus

Scenes Submenus

1 Scene Number (1-16)

\Scenes\Scene Number:

Scene Name
Activate Schedule
Activate Event Type
Activate Sensor
Scene Actions

The Cor™ panel can support a total of 16 Scenes.

Each Scene is identified by a unique number, which
cannot be altered, and remains the key reference for each
Scene.

3 Activate Schedule

\Scenes\Scene Number:
1Scene v

Activate Schedule

Select the Schedule that controls when this Scene is ac-
tive. If the current date and time is outside of the selected
schedule, then the Scene will not run.

2 Scene Name

\Scenes\Scene Number:

Scene Name

Each group can be configured with a custom 32 charac-
ter name. The name is displayed wherever an Action
Group is referenced on the Cor™ system.

4 Activate Event Type List

\Scenas!iScene Number:
15cene v
Activate Event Type
Disable \
Disable »
Sensor Open
Sensor Not Open
Sensor Alam
Area On Away
Area On + Bypass
Area On Stay
Area Not On Away
Ertry Delay
Exit Delay 1
Exit Delay 2
Araa Sensor Bypass
Araa Tamper
Area Not Ready
Area Sensor Low Battery
Area Sensor Supervision Fault
Araa Alam
Araa Burg Alam
Araa Firz Alarm
Area Panic Alam
Area Auxiliary Alam
Area Siren
Araa Firs Siren
User PIN enfered
Action Function True
Action Function False
Sthedule Activated
Schedule Deactivated
Smoke Power Reset
Turn On By User
Turn Off By User

Select the event that will trigger the Scene.
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Scenes
Submenus

5 Activate Sensor Scene Action Number/Action Device

\Scenes\Scene Number\Scene

\Scenes\Scene Number: Actions|Scene Action Number:
1Scene v 1Scene v

Activate Sensor | | 1Scene Action Number v
disabled Acon D‘Z‘i';‘;zle : :

Select which Area \ Sensor \ Schedule \ User \ Action \
Device will provide the trigger for the Scene.

Each scene can trigger up to 16 scene actions when a certain condition is met. A scene can be triggered manually,
through a schedule, or via a system event. These are simplified actions that allow you to control devices on your system.
There are two types of Scene Action — Alarm System Action and Z-Wave Device Action.

Alarm System Action

* Result Type — The event of the ActionResult to perform. Reference the Scene Action and Scene Action
Events Types table below

* Result Number - Select the area/scene/camera number to control.
Z-Wave Device Action

To display Z-Wave Action Types you must first learn in a Z-Wave device. The Z-Wave device name will then appear.
* Action Device - select the Z-Wave device you want to control.

* Z-Wave Type 8 Setting 1 — depends on Z-Wave device. May include options such as On, Off, Heat, Cool,
Auto, Up, Down, Lock, Unlock.

Scene Action Action Event Type

Disabled
Sensor Bypass
Turn On Away
Turn Off
Turn On Stay

Alarm System Action Reset AutoArm Timer
Turn On Away, No Auto Stay
Chime On
Chime Off
Activate Scene
Trigger Camera Video Clip

The available functions depend on the Z-Wave device
(s) installed. Here are some examples:

Disabled
On
Off
Heat
Cool
Z-Wave Device Action Auto
Cool Set Point
Heat Set Point
Lock
Unlock
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5.19 Advanced Programming, Speech Tokens

Select Speech Tokens from the drop down menu, and select a sensor token from the sub menu. Select a Voice Name from the drop down
menu.

Configuration Server

Configuration Server
T T T

For each sensor, you can select up to eight names from the drop down list of voice names. You may also view the list of sensor names

I I

C =

GROUND
\Bpaech Tokens!Sanzor Tokens: GUEST
|1 Sespor Tokens v GUN
\Speech TokensiSensor Tokens: Vaice Name1 GYM
1Sensor Tokens ¥ [:J “f""’wﬂ
. 4 s 7 HAaLL
Voice Name 1 b B L5 HEAT
[ 2 Senzor Tokens TG HEATING
Vaice Name 2 3 Sensor Tokens Voice Name 3 THREE HOLDUP
4 Senzor Tokens ) FoUR :g:: THEATRE
) ) L| 5 sensor Tokens Volos Name 4 ;:‘f MFRARED
Voice Name 3 & Senzor Tokens — SEVEN INSICE
E 7 Sensor Tokens Voive Name 5
EIGHT INSTART
\ INTERIDR
olce Name 4 2 Senzor Tokens Akl Mama 6 .rl\::\l“ll pidltieas
r 9 Sensor Tokens L avEn KEVCHAN
10 Sanaor Tokenz . .
: Yoice Name T TWELVE KITCHEN
Vaice Name & 0 11 Sensor Tokens THIRTEEN LeRGE
12 Sanaor Tokenz Joa i FOURTEEN LELNDRY
Voice Name 8
\oice Name 6 13 Sensor Tokens B F:::EEE LFT
E 14 Sansor Tokenz :E\IEEIE:TBEN L m:é
. 15 3ensor Tokens EIGHTEEN LOCATION
T
Voice Name 16 Senzor Tokens NRIETEEN MASTER
) || 17 Sensor Takens by A L
Voice Mame B 18 Senaor Tokens FORTY .ﬁ'.g;f
L 19 Sensor Tokens FIFTY HIGHT
20 Sensor Tokens STV HORTH
21 Sanzor Tokens SEVERTY NURSERY
22 Sensor Tokens Egg OFFICE
23 Sansor Tokens FEUNDRED CUTEUT
24 Sensor Tokens THOUSAND miloe
25 Sansor Tokens AIR CONDITIONER PANTRY
26 Sensor Tokens prones PARTIAL
27 Sangor Tokens AUTOMETIC %EI\-‘EYER
28 Sensor Tokens AUNELLERY ki
20 Sznzor Tokens | BACK RECEFTIGH
30 Sensor Tokens ;‘f.?;ﬁif, REMOTE
31 Sanzor Tokens EEDROOM ROLE
32 Sensor Tokens BDAT Hicomt
33 Sansor Tokens CABNENT
CAR PARK il
34 Sensor Tokens CEUNG SECURITY
35 Sensor Tokens CELLAR SENSOR
36 Sensor Tokens CHILDS xgﬁx
37 Zznzor Tokens ALERT
CLOSET SHop
38 Sensor Tokens COMEUTER SIDE
39 Sensor Tokens cc-n-"_ SKYLIGHT
| 40 Sensor Tokzns

- 41 Sanscr Tokens

available in the Voice Library.

42 Zenser Tokens
L3 Sanmor Tokens
i Tokden
&3 Bensor Tokdms

You may check the results of your speech token programming using the Cor™ panel.
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See section Configure Sensor Names. Use the first four steps to listen to the voice names you have selected. The example below illustrates
how to listen to the voice name for sensor 1.

1. |MENU I@ Select main menu - Option 8, Basic system configuration
2. [MASTER CODE||[ENTER|  Enter Master code

3. Select sensor name recording

a ENTER Select sensor 1
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5.20 Advanced Programming, Cameras

Select Cameras from the drop down menu.
Add a Camera Method — Manual Entry

1. Enter a name for the camera.

2. Enter the IP address and MAC address (Submenu 3,4 below).

3. Press Save.

4. Your camera will now be viewable from the Cor™ Web Server and Cor™  app.

Camera Submenus
1 Camera Number (1-16) 2 Camera Name

\Cameras\Camera Number: \Cameras\Camera Number:

1 Camera v 1Camera ¥

Camera Name Camera Name

LAN IP Address

MAC Address
Choose the Camera Number Assign Camera Number a Name
Camera
Submenus
3 Camera LAN IP Address 4 Camera MAC Address
\Cameras\Camera Number\LAN IP \Cameras\Camera Number:

Addess
MAC Address

LAN IP Address 0 o o o 0

Assign a Camera a LAN IP address Assign a Camera a MAC address

You may also make your entries using the DLX900, menu shown below.

X Cameras - 2014-05

= Pead  Cobions  Displey
L O L of1e |
e T
o

CATErE 1 = -

HMari= .m

LAK [P Bkd o .o .0 .0

ME Aedmas v A

Removing a Camera

1. Select the camera you wish to remove.

2. Delete the IP address and MAC address (Submenu 3,4 above).

3. Press Save.

4. Your camera will no longer be accessible from the Cor™  system.
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Using a camera’s output with a Cor™ Panel

Overview:

This document explains how to connect a camera’s output to a Cor™  panel.
This can be used in many different ways. This can be used for home automation or to put the panel into an alarm state.

Requirements:

1. Cor™  panel (with appropriate firmware)
2. TVW=3120 camera

3. Wireless door contact with hardware inputs (NX-650n, NX-450) or a wire that connects to a hardware zone input on the back of the
Cor™  panel.

4. Z-Wave device (optional)

Wiring:

Camera

O Gnd

RF Sensor
or ZeroWire's Zone/Gnd

Wire the zone as Normally Open with the correct resistor.

Cor’s hardwire zone: . ......... 3.3k in parallel
NX-650n: .............o.... 4.7k in series
Other RF Door Sensor: ........ no resistor

*Consult the Cor™ or Sensor manual for more information.

SCENARIO 1

Have the camera put the Cor panel into an alarm state when the camera detects motion.
Configure the Sensor in the Cor panel.

Learn the wireless sensor into the panel. If using the hardwire zone of the panel, make sure that under Settings > System > Disable
Hardwire Zones is unchecked.
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Settings Selector

Sensors -
n
Sensor Add/Remove Functions

m

Select Sensor to Configure
1 Camera Output

4

Sensor Name
Camera Output
Sensor Type
& Instant -
Sensor Options
1 Bypass r
Area Group
1Ameal

Senal Humber
AZB0EB

Tamper F
Disable Internal Reed V] e——— Check both boxes if using an RF senser

Morm Open External Contact 7 For a Hardwire zone only check Norm Open
Woice Name 1 External Contact

Visice Hame 2
Vioice Name 3

Visice Name 4

For the purpose of this demo the zone will be an instant perimeter. This can be set to whatever zone type/option you desire. To make it
work like a traditional interior follower, set the Sensor Type as Follower and Sensor Option as Bypass Stay.

The zone will fault whenever the camera detects motion.

NOTE: The zone will remain faulted for 5 seconds (this is the default setting of the alarm output of the camera).

Configuring Motion Detection on the camera
You must log into the browser page of the camera.

Select Configuration, then Events in the menu list on the right of the screen and Motion Detection in the tab column as shown below.
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Check Enable Motion Detection. Select Start Draw. Drag inside the video image to create the red grid. The red grid is the area that the
camera will look for motion. Adjust the Sensitivity as needed. The light bulb next to Sensitivity will light up when the camera detects
motion. Make sure the Trigger Alarm Output > A — 1 is checked. Ensure that the Day/Hour Grid is a blue color as shown above. This
will ensure that the camera will detect motion 24/7.

Configure the Alarm output of the camera

Go to Alarm Output in the tab column and press Edit. For Period 1 set the Start Time to 00:00. Set the End Time to 24:00. Select Copy
to Week, then press Copy. Press Ok.
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Live View

The Day/Hour Grid will appear in blue color as shown above. This will ensure that the alarm output will trip whenever there is motion.

Scenario 2

Use the camera’s cross line detection to turn on a Z-Wave Light module only when you enter a room. The light module will turn off
when you exit the room.

In addition to the panel and camera (with optional RF sensor wired) in the previous demo, you will need a Z-Wave light module and an
additional RF door sensor (or other hardwire zone of the panel).

Sensor/Camera placement

Door with a sensor attached

<3
cross line

camera

the camera must be able to see the door
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Configuring the Cor™ Sensors

Settings Selector Settings Selector

Sensors - Sensors -
n m
Sensor AddRemove Funclions Sensor AddRemove Funclions

Select Sensor to Configure Select Sensor o Configure
1 Camaera Output - 2 Front Door -
Sensor Name Sensor Hame
Camera Output Front Coor
Sensor Type Sensor Type
12 Event Only * 3 Eniry Exit Delay 1 -
Sensor Options Sensor Oplions
1 Bypass - 1 Bypass -
Area Group Area Group
TAreal - 1Araa 1 -
Serial Number Sertal Mumber
AFIOEB AASTED
Tamper # Tamper
Disable Internal Reed ¥l Disable inlernal Reed
Morm Open Exdernal Contact = Norm Open External Contact
Vaice Name 1 Voice Name 1
‘\oice Name 2 Voice Name 2
Voice Name 3 Volce Hame 3
Voice Name 4 Voice Name 4

For the purpose of this demo, the Camera Output > Sensor Type is set to Event Only (no longer causes an alarm on the panel) and the
other sensor Front Door > Sensor Type will be an Entry/Exit Delay.

Configure Camera’s Cross Line Detection

The cross line function of the camera allows the camera’s output to trip when a certain line is crossed. It can be configured to trip when the
line is crossed from right to left, left to right, or both.

To access the function, go to the camera’s browser page, select Configure > Events > Cross Line.

IMPORTANT: Disable the camera’s motion detection function from the previous demo.

139




&,

truVision IP Camera

Live View Playback

Camera 01

Select Draw Area and click and drag in the video to create a vertical line. This should be near the door. The arrow (set by the direction
option) needs to be pointed into the room. See the diagram above. Make sure the A — 1 is checked and the Day/Hour Grid will appear in
blue color.

Scenes

If you are unfamiliar with scenes and actions, I recommend you look at my “How to configure Actions and Scenes” tutorial.

You will create 2 scenes. The first scene will activate when the camera output is tripped (only when the room is entered). This will turn the

light on. The second scene activates when the door sensor is faulted. This will turn off the light. This is simplified for demo purposes. If the
light is manually turned on it will briefly turn off when the door is opened and turn on when you walk through the camera’s cross line.

140




Settings Selector Settings Selector

Scenes - Scenas -
Selecl Scene o Configure Selec] Scene 1o Configure
2 Camera Output Tnp - 3 leaving room -
Scene Name Scene Name
Camera Output Trip leaving roam
Scene Trigger Scene Trigger
Activate Schedule Actvate Schedule
AbeayaOn - AlwaysOn -
Activate Evenl Type Acirvate Evenl Type
Sensor Open - Sensor Open -
Activale Sensor Acivabe Sefsor
1 Camera Outpul = 2 Front Door -
Scene Action 1 Scene Action 1
Acbion Device Action Device
(3) Room 1 - [3) OnjOff Powar = 3y Room 1 - (3) OnfOf Power -
Light Lewel Light Leéwel
On = of -
Scenea Action 2 Scene Action 2
Action Device Acton Device
disablad - disabled -
Scene Aclion 3 Scene Action 3
Action Devite Acton Device
disabled - disabled -
Scene Action 4 Sceng Achon 4
Action Device Action Device
disablod - disabled -
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5.21 Advanced Programming, Cor ™ Home Automation

Select UltraConnect from the drop down menu.

Cor™ panel can establish a secure VPN connection to UltraSync Servers to allow simplified set up and configuration of email reporting and
remote access features.

The server addresses are pre—programmed and SHOULD NOT be modified unless you are instructed to by technical support staff.

UltraConnect
Submenus
(UltraSync)

UltraConnect Submenus (UltraSync)

1 Passcode and Servers

Web Acosss Passoods
Ethemst Senve
Et t Server 2
Ethamat Server 2
Ethemet Server 4
Wirgless Server 1
Wirzless Server 2
Wirzless Sarver 2
Wirgless Server 4
3 Ethernet Servers (1-4)
\UItraConnect:
Ethernet Server 1

Ethernet Server 1 -
The IP address or server name of the primary UltraSync
Ethernet server.

Ethernet Servers 2 — 4
The IP address or server names of the backup UltraSync
Ethernet servers.

2 Web Access Passcode

\UltraConnect:
Web Access Passcode
100000000

This 8 digit code is required to allow remote access to
your Cor™ system via a smartphone app. Set this to
00000000 to disable this feature.

4 Wireless Servers

\UltraConnect:
Wireless Server 1

Wireless Server 1 —
The IP address or server name of the primary UltraSync
wireless server.

Wireless Servers 2 — 4
The IP address or server names of the backupUltraSync
wireless servers.
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6. USERS AND PERMISSIONS

A User is a Cor™ operator who is granted defined authority to control and/or configure the Cor™ system. The Users menu is where you add,
delete or modify one of the 40 Cor™ users. Each user is assigned a PIN code and a user number. This allows them to interact with the system.

Users will typically interact with the Cor™ system via a keypad or wireless (s) for tasks such as arming and disarming an area, bypassing a
sensor. Permissions can be granted to a user to perform tasks such as adding sensors, modifying schedules or deleting users.

Users can only edit users with the same or less authority than them. If a user attempts to access a user with a higher level of access (e.g. to
more menus or more areas) then the Cor™ system will deny access.

6.1 Add Users

Connect to the Cor™ Web Server (either via Wi Fi Discovery Mode, Wi Fi or Ethernet LAN). The Cor™ login screen should appear:

Sign in

Enter your username

Enter your password

Enter your username and password. A master code is required to add users, by default this is “User 1” and 1 2 3 4 then press Sign In.

You should see a screen similar to below. Press Users.
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Configure Users

Select User O =art By Mame

User Menu:
User 1 (1) v

Liser Wumber

[ |

|User1 ::

First Mame

Last Mame

[
=

PN

[1234 R

ser Type
| haster Vl
Start

2000-01-01 Midnight

End:

|21DE-D2—EI? B:00 Abd >

Enter a First and/or Last Name.
Enter a unique PIN code between 4 and 8 digits.
Select a User Type:

» Standard users can arm and disarm areas; they cannot create users or review event history.

* Master users can arm and disarm areas. They can create, delete, or modify user codes. They can also change system settings.
e Arm Only users can only turn on the security system; they cannot disarm, or dismiss any system conditions.

* Duress users will send a duress event when they are used to arm or disarm the system.

* Custom users can have additional permissions and settings configured.

Press Save.
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6.2 Users Submenus

The following submenus describe the features associated with the Users Menu.

User Submenus

User Submenus

Select User Sort By Name

User 1 (1) '

User Number

First Name
User1
Last Name

PIN
1234
User Type
Custom v

Start:

01/01/2000 Midnight
End:

02/07/2106 6.00AM -
Profile 1:

Always On  v|Permission 1 v
Profile 2:

Always On  v|disabled v
Profile 3:

Always On v |disabled v
Profile 4:

Always On  v|disabled v

User First Name
Each user can be configured with a custom 16 character first name. The user name descriptor may be displayed in the
event log, keypad and when remotely connected to the Cor™ panel via the management software.

User Last Name
Each user can be configured with a custom 16 character last name. The user name descriptor may be displayed in the
event log, keypad and when remotely connected to the Cor™ panel via the management software.

User Number

The Cor™ system will store a number of users relative to the model type and the amount of memory installed. Unlike
other systems, user numbers are not predefined and can be configured from user number 1 to 1000 as long as user num-
bers are not duplicated and do not exceed the total number of users that can fit the allocated memory.

User PIN

Cor™ users can be configured with 4 to 8 digit PIN. The user PIN is required by the Cor™ system to determine the user
number and the users associated permissions system control and configuration. Any number of users can have any digit
length from 4 to 8 digits.

User Type
User Type provides quick configuration of user permissions. The available user types are:

Standard — Standard users can only change their own PIN codes and cannot change the settings of the system. They can
arm and disarm areas to which they have access.

Master — Master users can change Standard user PIN codes and Master user PIN codes, and can access all menus except
installation programming.

Arm Only — Users can only arm selected areas.

Duress — Duress code will send a duress report to the specified Channel Groups under System Event Reporting. The
duress code does not trigger an audible alarm.

A T™M

Custom — Cor ™ will apply user permissions and user permission schedules. This requires advanced programming. A
Custom user is able to modify the configuration of themselves or another user if:
Permission Option “Remote Access® is enabled (for web page access).
Permission Menu “Users* is enabled to allow them to assign user permissions.
Otherwise they will only be able to change their own PIN code.
They have area access to at least one area of the user being modified. This does not check permission options.
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6.3 Permissions

There are a total 128 unique permissions that can be configured in the Permissions menu. Once configured any permission number from 1 to
16 can be allocated in this feature (user permissions 1).

User permissions determine what level of access and functionality a user has when interacting with the Cor™ system. This includes what
menus they can see, what areas they can see, areas they can arm / disarm / reset, perform special area functions of timed disarm / man down /
guard tour, what actions they can use, and what channel to report on.

Combining a user permission with a user permission schedule will determine when that user has that level of access and functionality. Cor ™
allows each user to be allocated with up to 4 user permissions and permission schedules. This provides a high level of flexibility and user

permissions can change based on time and date, or even certain system conditions when combined with actions.

When any user permission is active, it overrides any user type. This means a permission can increase or decrease access when it is active. If a
user is not assigned any permissions (i.e. permission set to “Disabled”), then the User Type setting is used to determine what the user can do.

Permission Schedule 1
Cor™ permission schedules determine when to allocate user permissions to a user.

User permissions are numbered from 1 to 4 where permission 1 is the highest priority and permission 4 is the lowest priority. If user
permission 1 schedule is not valid then user permission 2, 3 and 4 are checked in sequence until a valid schedule can be applied.

Higher priority permissions replace lower priority level permissions when they become active. Only one permission can be active at any time.
Permissions have a logic OR function.

IMPORTANT: If permission 1 is active due to a valid schedule, permission 2 will never become active. Make sure to assign/program
permissions in the right order.

[ ] Cleaner
User Permission 1 = All Areas
Permission Schedule 1 - 5-10pm M-F User Permission 1: All Areas
Spm 10pm

A cleaner is given access to all areas after hours. They can disarm/arm the security system from 5pm to 10pm on weekdays. They have no
access outside of these times and days.

L ] Bank Manager

User Permission 1 = Bank Vault + Commeon Areas
Permission Schedule 1 - 95 M-F

User Permission 2 = Common Areas

Permission Schedule 1 - 24/7

User Permission 1: Common + Bank Vault

User Permission 2. Common Areas

L

9am Spm

A bank manager has access to the common areas of the bank 24 hours a day. During office hours they have access to the bank vault as well.
The permissions to access bank vault become active at 9am, overriding the common areas permission. When the time becomes 5pm the bank
vault permissions become inactive and their lower level permissions to access the common areas become active again.

IMPORTANT: Only one permission can be active at any one time. User Permission 1 overrides User Permission 2, so ensure User

Permission 1 includes all the areas (and other features) you want to give access to. If User Permission 1 only included the Bank Vault, the user
would NOT have access to the Common Areas
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Arm Standard Master Engineer Master Custom

Only Engineer User
Change their own PIN code X X X X X Custom
Arm areas based on permissions X X X X X Custom
Disarm areas based on permissions X X Limited X Custom
Can create and modify Standard users X X Custom
Program Cor™ installation settings X X Custom
Can create and modify Engineer users X

Area Group

When a non—-Custom User Type is selected, this setting determines what areas that user has access to.

When a Custom User Type is selected, permissions will be used instead of this Area Group
setting.
Start Date

The first date when this Cor™ user can interact with the system. Future start dates can also be set here. The user will only be able to interact
with the system between the start date and end date.

End Date

The last date when this Cér™ user can interact with the system. Future end dates can also be set here. The user will only be able to interact
with the system between the start date and end date.

Language

Cor™ Supports Selectable Languages
English (US)

French (CA)

Spanish (MX)
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Recommended Items to Change

* INSTALLER CODE - This is the dealer’s access key to most features. Always change this to prevent accidental modifications by
end-users and unauthorized access to the security system.

e INSTALLER PHONE NUMBER - This is announced to the user when certain status conditions occur. For example when there is a low
battery. Add your phone number. See Section 5.1 System Programming (Advanced) Service and Test Options

* USER 1 NAME - User 1 username is “User 1”. At default, there is a space between “User” and “1”. Usernames are required to provide
access to the Cor™  Web Server and UltraSync app. Make the username blank to prevent end—user access.

* USER 1 PIN - User 1 PIN code is 1-2-3-4 at default. Always change this to prevent unauthorized access to the security system.

* WEB ACCESS PASSCODE

DOWNLOAD ACCESS CODE - These provide access to the Cor™ Web Server, UltraSync app, and upload/download from the DLX900
management software.

Configure Users

Jelect Ly [ =0 By Mame
Uzer! (1] |
Jser Mumber

1 |
First Mame

!Sara.h |"

AlME

| |
:;I.]

[1234 |
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7 Cellular Radio Setup

An optional 3G cellular radio modem provides a backup reporting path to the central monitoring station over a cellular network if the
Ethernet/Wi Fi connection is not working.

Primary Path —
Wi Fi or Ethernet

[ Secondary Path —
cellular radio

This provides a plug and play connection to UltraSync servers for secure reporting with no configuration needed in most cases. The only
requirement is good mobile device reception. To connect via Cellular Radio you only need to plug in the cellular radio module.

Your cellular radio module should be pre—configured and function once plugged in to the Cor™  panel. If not, please refer the manual that
comes with the cellular radio for instructions on how to install it.

! I I p L ] -
o R
5 | JL
|
| To Internet
I
3G Cell Cell Network
Network Tower
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7.1 Install Optional Cellular Radio

A mobile device can provide general guidance on mobile network coverage.

Look at the signal strength on a mobile device to verify there are 4/5 to 5/5 bars of reception in the location where you will install the Cor ™

panel.
|

1 bar 2 hlars 3 bars | 4 bars I 5 bars
Too Low OK |

Y

Iy
A J
'y

If the signal strength is low, find another location which has stronger signal strength.

Note: Actual signal strength can only be determined using the Cor™ panel which will connect to a specific network that may be different than
your device.

To install, remove the cover on the right.

External Antenna Connector
Use ONLY with external antenna

M

Insert the whole radio module in to the Cor™ taking care not to crimp any cables. Replace the cover on the Cor”
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7.2 Connect Power

Connect power lead from power supply to the back of the Cor™  panel. The connector is keyed and fits only one way.

Connect the power supply to receptacle.

PERSONAL INJURY AND UNIT DAMAGE
HAZARD

Failure to follow this warning could result in personal
injury or death and unit component damage.

Do not connect to a receptacle controlled by a switch.

7.3 Check Signal Strength

On the Cor™ key pad:

1. @ Select Main Menu - Option 4, System Test
2. [MASTER CODE | [ENTER] Enter Master Code
3. Check cellular signal strength
4. |MENU|[MENU] Exits from Advanced system configuration menu
I
| -113 | -107 -98 | -89 | -76 | -51 |
| Too Low > | « OK > |

e If the reported value is =113 to —89 then installing an external antenna is recommended.
e If the reported value is —89 to —51 then the signal strength is OK.
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7.4 Install External Antenna — Optional
Complete this section only if signal strength is between —121 to —89.
Unplug power supply from receptacle and remove battery from the back of the Cor™  panel.

Disconnect the antenna cable from the radio module.

o B 5

Gently pull retaining clips outwards and remove the rear circuit board. This is the internal antenna which will no longer be needed.

-+ LT = >

I

Back View

Connect the internal antenna cable from the Cér™ panel to the radio module.
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l
s

‘.
|

External Antenna Connector.
Use ONLY with external antenna

Connect an external antenna to the antenna connector on the back of the Cor™  panel. To obtain maximum signal strength the external
antenna must be fully extended. Re—check signal strength following steps in section 7.3.

Move the panel or the antenna to another location if the signal is still too low. Place the external antenna to optimize signal strength.

NOTE: The external antenna can be used wherever the panel is installed. The antenna can be mounted in a wall for that kind of installation,
or extended from the panel in a table mount installation.
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7.5 Check Cellular Connection to Cor™ App

Turn on Wi Fi Discovery Mode — this provides direct access to the Cor™ panel from a laptop:

1. @ Select main menu - Option 9, Advanced system configuration
2. (INSTALLER CODE] (ENTER] ~ Enter Installer code

3. Turn on WiFi Discovery Mode for 10 min

4, I_M EN U] [ MENU ] Exits from Advanced system configuration menu

Enable Wi Fi on your laptop.

On your laptop, browse for available Wi Fi networks and select the ZeroWire_xxxx network to connect to it. Only a single user can connect
at any time and there is no Wi Fi password. Once connected the Cor™ panel will be assigned a fixed IP address of 192.168.1.3.

Open your web browser and enter 192.168.1.3. The Cor™ Web Serverlogin screen should appear:

Sign in

Enter your username:

installer

Enter your password:

Enter your username and password. By default this is installerand 9 7 1 3.

Press Sign In. you should now see a screen similar to one of the below:

_

Ready Ready

HEBEOE HEOSE

Press Settings.
Press Connection Status in the drop down menu.

Check that

a. UltraSync Status should display Connected.
b. Cell Service should display Valid service.
c. Signal Strength should display a value between -89 to -51.

154




Settings Selector

Carnacion Siats -

Connection Status

Lan Sehus

|Canraded |
LA Media

Etharrst |
Cell State

[Cornectes |
WraConnact Status

Cannected j
Uitrsonnect Media

Lary

Rada Details

Call Service

| Valid service
Signal Strength <

76 |
Operatar 1D |
Radi Techndlogy

GEM |

Ve Digtls

WiF| S50

1
WiFi Security Type

Hone |

If it does not:

Check cellular connection:
a. Look at cell state, it should display Connected.
b. Wait until cell state displays Connected, press Reload to refresh the status.
c. Check signal strength — signal strength should be between 91 to —51.
d. Contact Tech Support for assistance.
e. Check that radio is correctly installed and firmly connected to the 10 pin cable.
f. Check if antenna is correctly installed or move antenna to a higher location.

If you need to make changes, open the Cor™ Web Server and go to Advanced — Communicator — Radio Configuration:

Configuration Server

VCommuricatorFadio Configuratan
GPFES LE=mame
GPRE Passsard
k=11
Radia Optiors

SiM Preaet

Only change these settings as instructed by your supplier or telecommunications provider.
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8 CAMERA SETUP INSTRUCTIONS
8.1 Quick Setup

NOTE: If the light source where the camera is installed experiences rapid, wide variations in lighting, the camera may not operate as
intended.

To quickly put the camera into operation:

1. Prepare the mounting surface.

2. Mount the camera using the appropriate fasteners.

3. Connect the camera to the local network via Ethernet cable or Wi Fi.

4. Add the camera into the Cor™ App using the installation procedure in Section 4.11 Camera Configuration

8.2 Setting up Ethernet/Wi Fi transmission

Wi Fi transmission distance

The Wi Fi transmission distance/range of the camera is approximately 50 m (164 ft.) in open air applications.

NOTE: Note: The transmission distance may vary due to the presence of physical obstacles, such as trees, walls, elevators, fire doors,
furniture, etc. Avoid very solid walls and metallic objects in the transmission path. Other Wi Fi networks (for example Wi Fi, WiMAX)
operating on 2.4 GHz and certain types of devices (e.g., microwave oven point—to—point Wi Fi transmission) can cause interference with your

network. The result would lead to a reduction in transmission distance/range.

Devices Supported For Ad Hoc Installation
Apple iOS, PC — Windows XP, 7, 8

Devices NOT Supported For Ad Hoc Installation
Android, Windows Mobile, Blackberry
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8.3 Wi Fi Signal Strength

Wi Fi signal strength can be checked in the Network section of the TruVision Browser. Use the scale below to measure if actions are needed
to improve performance.

=65 65-75 75-85 85+
Poor Good Very Good Excellent

85+ — Excellent:
No additional actions needed and default video resolutions settings may be increased if desired.

75-85 - Very Good:
No additional actions needed to increase signal strength. It is not recommended to increase video resolution settings.

65-75 — Good:
It is recommended to use a Wi Fi repeater or Powerline adapter to increase signal strength. Alternatively, video resolutions settings may be
reduced to minimize poor video quality.

Below 65 — Poor:
It is not recommended to use the camera with a signal strength below 65. Video streams will likely not work below this level. A Wi Fi
repeater or Powerline adapter should be used to increase signal strength.
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8.4 Add Camera via Wi Fi for iOS Device

I O R S R

9.
10.
11.
12.
13.
14.

. Power up the camera. (Boot up may take 1-2 minutes)

. From your iOS device, go to Settings, then Wi Fi.

. Find and select TVW-xxxxx. (Listed under Devices)

. Once connected, press the info circle on the right of TVW-xxxxx.
. Under IP Address, press Static and enter the info below.

a. IP Address 192.168.2.71
b. Subnet Mask 255.255.255.0

. Open Mobile Browser. (Safari)
. Enter the camera’s default IP Address into the address bar.

a. 192.168.2.70

. TruVision Configurator will appear. Enter Credentials below

a. User Name: admin

b. Password: 1234

Press Configuration on the top menu.

Press Network on the left menu.

Press Wi Fi on the middle tab.

Select your network from the Wireless List.

Enter Wi Fi Network Passphrase in Key 1 Section.
Press Save on the bottom of the screen.

You are now connected to the network via Wi Fi!

8.5 Add Camera via Wi Fi for Windows PC

1.
. From your Windows PC, Find and connect to TVW-xxxxx in Wi Fi network list.

W N

N N Lt A

10.
11.
12.
13.
14.
15.

Power up the camera. (Boot up may take 1-2 minutes)

. Go to Network and Sharing Center.

Control Panel > Network and Internet > Network and Sharing Center

. Press Change Adapter Settings on left.

. Right click Wireless Network Connection and select Properties.

. Click Internet Protocol Version 4 (TCP/IPv4) and click Properties.

. Click “Use the following IP address”, enter the info below, and then click OK.

a. IP address: 192.168.2.71
b. Subnet mask: 255.255.255.0

. Open Browser (Firefox, Chrome, IE8) and enter the camera’s IP Address into the browser’s address bar.

a. Camera’s Default IP Address is 192.168.2.70.

. TruVision Configurator will appear. Enter Credentials below.

a. User Name: admin

b. Password: 1234

Click Configuration on the top menu.

Click Network on the left menu.

Click Wi Fi on the middle tab.

Select your network from the Wireless List.

Enter Wi Fi Network Passphrase in Key 1 Section.
Click Save on the bottom of the screen.

You are now connected to the network via Wi Fi!
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8.6 Add Camera via Ethernet for iOS Device (non DHCP)

. Power up the camera. (Boot up may take 1-2 minutes)
. From your iOS device, go to Settings, then Wi Fi.
. Find and select TVW-xxxxx. (Listed under Devices)
. Once connected, press the info circle on the right of TVW-xxxxx.
. Under IP Address, press Static and enter the info below.

a. IP Address 192.168.2.71

b. Subnet Mask 255.255.255.0
6. Open Mobile Browser. (Safari)
7. Enter the camera’s default IP Address into the address bar.

a. 192.168.2.70

8. TruVision Configurator will appear. Enter Credentials below.

S O R S R

a. User Name: admin
b. Password: 1234
9. Press Configuration on the top menu.
10. Press Network on the left menu.
11. Change LAN settings to desired configuration.
a. Change the IPv4 Address and IPv4 Subnet Mask to match the router if a static IP Address is desired.

(1.) You must change the static IP address to something different than the default 192.168.2.70 if more than one camera is used
on the network.

(2.) Make sure to use the Test button to validate IP Address is not already assigned to another device in the network.
12. Press Save on the bottom of the screen.

You are now connected to the network via Ethernet!

159




8.7 Add Camera via Ethernet for Windows PC (non DHCP)

1.
. From your Windows PC, Find and connect to TVW-xxxxx in Wi Fi network list.
. Go to Network and Sharing Center.

[SSIN S

N N L b~

10.
11.
12.

13.

Power up the camera. (Boot up may take 1-2 minutes)

Control Panel > Network and Internet > Network and Sharing Center

. Click Change Adapter Settings on left.

. Right click Wireless Network Connection and select Properties.

. Click Internet Protocol Version 4 (TCP/IPv4) and click Properties.

. Click “Use the following IP address”, enter the info below, and then click OK.

a. IP address: 192.168.2.71
b. b) Subnet mask: 255.255.255.0

. Open Browser (Firefox, Chrome, IE8) and enter the camera’s IP Address into the browser’s address bar.

a. Camera’s Default IP Address is 192.168.2.70.

. TruVision Configurator will appear. Enter Credentials below.

a. User Name: admin

b. Password: 1234

Click Configuration on the top menu.

Click Network on the left menu.

Change LAN settings to desired configuration.

a. Change the IPv4 Address and IPv4 Subnet Mask to match the router if a static IP
Address is desired.

(1.) You must change the static IP address to something different than the default 192.168.2.70 if more than one camera is used
on the network.

(2.) Make sure to use the Test button to validate IP Address is not already assigned to another device in the network.
Click Save on the bottom of the screen.

You are now connected to the network via Wi Fi!

8.8 Add Camera via Ethernet (DHCP)

1.
2.

Power up the camera. (Boot up may take 1-2 minutes)
Connect router and camera with Ethernet cable.

You are now connected to the network via Ethernet!
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8.9 Add Camera to Cor™ App

Ensure proper installation of camera hardware before proceeding to camera setup. Make sure camera and UltraSecure intrusion panel are
on the same local area network. Applications were the Intrusion panels uses cellular only are not compatible with this camera.

NOTE: For detailed information on how to setup the Cor™ app, add locations, and login as an Installer, reference the intrusion panel
installation guide.

Press ®®® then IS Settings Selector page.

Select Cameras from the drop down menu.
Press Scan for New Cameras. “Success!” message will pop—up after a few moments. The scan results in an IP address and MAC address

listing in the form fields shown.
Scan For New Cameras “+

Camera Configuration

1 Qamar_a v
Camera Name

Camera Network Canfiguration
IP Address 0 o o o
MAC Address

Make sure the MAC ID that is automatically populated in the MAC Address field matches the MAC Address printed on the back of the
camera. If not, change in the MAC Address to the one listed on the back of the Camera.

Press Save.

Note: Camera may take up to 1-2 minutes to finalize association with intrusion panel and show in cameras tab.

CONGRATULATIONS! You have now added the camera to Cor™ App!
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8.10 View Live Stream and Latest Clip

Press the camera icon at the bottom of the menu bar to access the Wi-Fi cameras connected to the Cor Home Automation system.
Pressing the Play icon in the center picture of the video will allow you to view live video streams from the camera. If you want to record the
live video then press the Record m button to start recording.

Latest Clip

G 5/12/16 ﬂl

8.11 Program event triggered camera clips

Cameras can be programmed to automatically record when selected events occur. This is achieved by creating a scene.

Press ®®°® then IOEIY sottings Selector page.

Select Scenes from the drop down menu.

Select the Scene to Configure and type Scene Name.

\Scenes\Scene Number:
1Scene
Scene Name

Select the Scene Trigger.
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&

Scene Trigger
Activate Schedule

-

Always On v |
Activate Event Type
Disable v
Activate Sensor
disabled v |

Scene Action 1
Action Device

disabled

vl

Scene Action 2
Action Device
disabled

Scene Action 3
Action D

Action Device

Action Type

Scene Action 1

| (1) Alarrn System v

Trigger Camera Video Clip |

1 Camera 1

T

Select Action Device (1) Alarm System. This enables another drop down menu for Action Type. Choose the Action Type “Trigger Camera

Video Clip”, then the cameras you wish to record a video clip when the event is triggered.

Press Save.

Clips are recorded on the Micro SD card installed in the camera and are linked to events in History.

See the following page to see how to view event triggered clips.
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8.12 View event triggered clips in History

You can also view previously recorded clips by pressing the Play icon ﬂ under the Latest Clip section of the screen.

When viewing historical saved video clips, you can press the Pause button I I at the bottom of the app screen to temporarily stop the playing
of the video clip and press the Pause button again to resume play.

Latest Clip

5/M12/16
£l B3

For IOS app, pressing the Share button ] located on the bottom left of the app screen will pull up a pop—up menu that allows you to
optionally Save, Copy, or even share your video clips via Text, Email and more.
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Jﬁ:‘:ﬁ AwDrop. Tap to tumn on 'Wi-Fi and Blusiooth to
e
-

e share with AirDrop.

_—

Weoviage L Add to Nobes

Cancel

Remove Camera from the Cor™ app (if needed)
1. Press the More tab on the bottom of the Screen.
. Press Settings.
. Select Cameras under Settings Selector.
. Select the camera you with to remove.
. Delete text in Camera Name, IP Address and MAC Address.
. Press Save.

N AW

Remove All Cameras Shortcut: To remove all cameras from the Cor™  app, go to Advanced Settings and use SHORTCUT 910.22.

Reset Camera to Factory Default (if needed)

If needed, the camera can be reset to factory default. Remove the camera cover, then press and hold the RST/WPS button for 20 Seconds.

RSTWPS
®

8.13 Change Default Camera Settings (Via TruVision Navigator)

1. From a computer or mobile device that is connected on the same network as the camera, type in the IP address of the camera into the
devices browser.

2. Login using default login.
a. Login: admin
b. Password: 1234
3. Change settings as desired such as video quality, frame rate, pre and post recording times.
4. For detailed instructions on using TruVision Navigator, go to http://www.interlogix.com/video
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8.14 Camera Troubleshooting

1. Camera is not showing in list of Wi Fi networks
Cause
The camera takes up to 90 seconds to boot up.

The camera has previously been setup and ad hoc mode was
turned off.

Certain mobile devices do not support ad hoc mode. I0S and
Windows devices are known to support ad hoc. Android and win-
dows Mobile devices typically do not support ad hoc mode.

Solution
It will not show in Wi Fi networks until this is completed.

Perform a factory reset to broadcast the camera again.

If your device does not support ad hoc mode, install the camera
using a Windows PC.

Put Cor™ and the cameras on their own router and this should
solve the problem.

Cause

After completing the setup process, the camera may take up to 2
minutes to full sync and show in the Cor™ App.

3. The camera was added in the setup process, but the video doesn’t show in the Cameras tab.

Solution
Wait for the process to complete
Make sure your camera is still connected to the network.

If video still doesn’t show, go back into setup and perform the
“Scan for Cameras” function again.

Cause
Check to make sure your camera’s Wi Fi and/or Ethernet connec-
tion speeds are not poor.

The cameras default settings are setup to work on a strong home
network.

4. Live Video isn’t giving good quality. It is choppy, shows gray, etc.

Solution

If Wi Fi connection speeds are poor. It is recommended to use a
Wi Fi repeater to increase signal strength.

In some cases, low video settings may be required to achieve a
smooth video. Use the TruVision Browser to change the cameras
video settings.

5. Video Clips take a long time to load.
Cause

The cameras default settings are setup to have video clips start
playing in the Cor™ App within 15 seconds (On a strong net-
work). If default settings were changed to longer clip times or
higher video quality, the amount of time needed to pull the clip
will be higher.

Solution

Lower the quality or length of clips to shorten load times.
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9 INSTALLATION USING KEYPAD
9.1 Basic Installation

It is possible to quickly install and test sensors using only the Cor™ keypad, the voice guide will walk you through each option that requires
programming.

Additional sensor settings can be accessed via the Cor™ Web Server, or DLX900.

9.2 Learning Sensors into Cor™
Example: Add a PIR motion detector to Cor™ and assign it as sensor 1.

1. (MENU Select Sensor Configuration

2. |INSTALLER CODE]| [ENTER/|Enter Installer code

3. Select add sensor or keyfob

4. |PRESS DEVICE BUTTON]| Press the configuration button on the device and panel
will announce that the sensor or keyfob is detected.

5. ENTER Assign the sensor as sensor number 1, or just press Enter
to automatically assign a number

6. ENTER Select a sensor type from the table below

N

MENU|[MENU|IMENU Exits from Advanced system configuration
Sensor Types Presets

The sensor type can be changed using the Cor™ keypad to one of the following presets. If you require further customization please use the
Cor™ Web Server, or DLX900 to access more advanced settings.

Option Voice Sensor Type Sensor Options
1 Delay Sensor Type 3. Entry Exit Delay 1 1 Bypass

2 Delay Sensor Type with Bypass in Stay Mode 5 Follower 2 Bypass Stay

3 No Delay Sensor Type 6 Instant 1 Bypass

4 No Delay Sensor Type with Bypass in Stay Mode 6 Instant 2 Bypass Stay

5 24 Hour Sensor Type 2 24 Hour Audible 6 Panic

6 24 Hour Silent Sensor Type 7 24 Hour Silent 7 Silent Panic
Smoke Sensors | Smoke Sensor 8 Fire Alarm 5 Fire
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9.3 Configure Sensor Names (optional)
All sensors can be named; see the_Voice Library table for reference.

This makes it easier to identify the correct sensor in the event of a condition. You may enter up to eight words to achieve your desired
description.

Example: Configure sensor 1 name as “Dining Room Sensor”.

1. |MENU @ Select main menu - Option 8, Basic system configuration

2. [MASTER CODE||ENTER]  Enter Master code

3. Select sensor name recording

4. Select sensor 1

5. Select word “Dining” from word library

6. m Select word “Room” from word library

T. @ Select word “Sensor” from word library

8 [MENU] MENU I MENU Exits from Advanced system configuration

If you require less than eight words, press MENU (as in step 6) after you have entered the last word number.

The voice library can be set up to use English, Spanish or French.
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Voice Library, English

These words can be used to customize your sensor names.

15 fifteen 61  family 107  output
17 seventeen 63  fence 109  panic

19 nineteen 65  forced arm 111 partial
21 thirty 67  freezer 113 pool

23 fifty 69  games 115  reception
25 seventy 71 gas 117  roof

27 ninety 73  glass 119  rumpus
29 thousand 75  ground 121  security
31 partition 77 gun 123 shed

33 automatic 79  hall 125  shop

35 back 81  heat 127  skylight
37 bathroom 83  hold-up 129  small

39 boat 85  home theatre 131  south

41 car park 87  inside 133  storage
43 cellar 89 interior 135 temperature
45 alert 91 Keychain 137  toilet
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9.4 Record Sensor Names (optional)
You can also record the names of the first 64 sensors using your voice.

Example:Record user name for sensor 1.

1. @ @ Select main menu - Option 6, Voice message recording
2. |MASTER CODE| [ENTER Enter your Master code

3. @ Select sensor name recording

4. Select sensor 1

5. [ HOLD DOWN HISTORY | Activate recording mode

6. ( ( SPEAK NAME ) ) Record voice, maximum 2 seconds

vvvvvvvvvvvvvvvvvvvvvvvvvvvvvv

7. : RELEASE HISTORY “ Stop racording mode

. | MENU] | MENUJ[ MENU]  Exits from Advanced system configuration

9.5 Test Sensor Signal Strength

It is highly recommended you check the signal strength of each sensor once installed.

Test the signal strength:

1. |MENU @ Select Main Menu - Option 4 — System Test

2. |MASTER CODE ||[ENTER|  Enter Master code

3. (4 Select sensor walk test

4. TRIP SENSOR Trip each sensor and listen to the voice feedback on the panel
6. [MENU] [MENU] [MENU] Exits from sensor walk test

A T™M

If signal is low, then move sensor to another location. Alternatively move your Cor™ panel to a more central location.
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9.6 Remove a Sensor

Example: Remove sensor 8.

1. (MENU

2. IMASTER CODE||ENTER

3. 2
4.
. (8)(ENTER

6. | MENU || MENU || MENU

ch

9.7 Change the User Type (optional)

The user type determines what that user can do:

Select Sensor Configuration
Enter your Master Code

Select remove sensor or keyfob
Select remove sensor

Select sensor 8

Exits from Advanced system configuration

Master users can arm and disarm areas. They can create, delete, or modify user codes. They can also change system settings.

Standard users can arm and disarm areas; they cannot create users or review event history.

Arm only users can only turn on the security system; they cannot disarm, or dismiss any system conditions.

9.8 Add a User / Keyfob

Cor™ allows you to add up to 40 users. Each user is assigned a PIN code and a user number between 1 and 1000. This allows them to interact

with the system Advanced user settings are only accessible via the Cor ™ Web Server, or DLX900.

Example: Add a new user to Cor™ and assign them a PIN code 2580. We will add this as user 4.

1. [MENU

MASTER CODE |[ENTER

|

2
3
a. (4] [ENTER
5
5]

- 2)(5) () [0) (EnTER

. |MENU}|MENU || MENU

Selects User Configuration menu

Note: Installer account does NOT have access to users, must
use a master code

Selects configure user PIN
Selectuser 4
Sets user 4 PIN code as 2580

Exits from Advanced system configuration
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Example: Change user 6 to a master user to allow them to add/remove users.

1. (MENU](3)

2. [MASTER CODE |(ENTER]

» @

4. (6] (ENTER
5.

6. [MENU][MENU]|MENU|

9.9 Record User Names (optional)

Selects User Configuration menu
Enter Master code

Selects configure user type
Selectuser G

Sets master user type

Exits from Advanced system configuration

You can also record the names of the first 40 users using your voice.

Example: Record user name 1.

- (EYE

. |MASTER CODE |(ENTER]
-

-

.| HOLD DOWN HISTORY |
(( SPEAK NAME ) )

—

---------------------------------

. [MENU][MENU][MENU

0 N @ B W R

9.10 Remove a User

Example: Remove user 4 from your system.

]

. | MASTER CODE | [ENTER]|

0

2
3
4. (4] ([ENTER
5
B,

BYPASS
MENU |[MENU || MENU

Select main menu - Option 6, Voice message recording
Enter Master code

Select user name recording

Selectuser 1

Activate recording mode

Record voice, maximum 2 seconds

Stop recording mode

Exits from Advanced system configuration

Selects User Configuration menu
Enter Master code

Selects configure user PIN
Select user 4

Disables the user PIN

Exits from Advanced system configuration
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9.11 Add a Keyfob

Example: Add a new keyfob and assign it as user 65.

. | MENU | Select Sensor Configuration

. |[MASTER CODE | [ENTER|  Enter Master Code

Select add sensor or keyfob

Press the configuration button on the device and ZeroWire will
- [PRESS DEVICE BUTTON]  4nnounce that the sensor or keyfob is detected

. @ ENTER Assign the keyfob to user 65
. | MENU I[MENU][MENU] Exits from Advanced system configuration

—

=]

o

[=9

o

[=2]

9.12 Remove a Keyfob

Example: Remove keyfob 65.

1. IMENU @ Select Sensar Configuration

2. | MASTER CODE | [ENTER] Enter Master Code

3. Select remove sensor or keyfob

4, Select remove keyfob

5. @ Select the keyfob number

6. [MENU|[MENU]|[MENU] Exits from Advanced system configuration

PERSONALIZE YOUR COR® PANEL
9.13 Volume Level

Example: Set volume level to 6.

1. |MENU Select main menu - Option 1 Volume level
2. @ Set volume level to 6
3. |MENU |[MENU Exit menu
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9.14 Voice Annunciation

Example: Turn on/off the voice when arming and disarming.

1. |MENU Select main menu - Option 8, Basic system configuration

2. | MASTER CODE |[ENTER] Enter Master Code
[4] Taggles vaice annunciation on / off
3 [5] Toggles full menu annunciation on / off

4, [MENU l I MENU] Exits from Advanced system configuration

9.15 Full Menu Annunciation

Turning this feature ON, gives full descriptions to all the options within the main menu.
Turning this feature Off shortens the descriptions.

1. IMENU Select main menu-Option 8, Basic system configuration
2. [ MASTER CODE lENTERI Enter Master Code
3 [4] Teggles voice annunciation anfoff
) @ [5] Teggles full menu annunciation on/off
4, [MENU] [ MEMNU Exits from Advanced system configuration

9.16 Backlight Level

Set Run Mode or Idle Mode brightness.
Example: Set run mode brightness level to 8.

1. @| Select main menu = Option 2 Backlight level
2. m [1] Run mode backlight level [2] Idle mode backlight level

3. Set brightness levelto &

4. (MENU] [MENU Exit menu

A T™M

Idle mode is when your Cor

is not being used. The lights on the screen dim for your comfort at night and to save power. All security
functions work normally.

Example:Set idle mode brightness level to 1.

1. |MENU Select main menu — Option 2 Backlight level
2. m [1] Run mode backlight level [2] Idle mode backlight level

3. m Set brightness level to 1

4. |MENU | | MENU Exit menu

174




9.17 Change Time and Date

Time and date are normally automatically updated with an internet time server.
Example: Setting the time as 9.30AM, and the date as 19.6.2016.

g:r:?iztun:aat:gnmenu - Option 8, Basic system
[ MASTER CODE |(ENTER]

-

Selecttime and date configuration

[1] To configure the time and date [2] To configure the date
Enter the hours value

@ ENTER Enter the minutes value

Select AM time

ENTER Enter the day

. @ m Enter the month
10. @ E] @ Enter the year, must be 4 digits

1. [MENU] [MENU] [MENU] Exits from Advanced system configuration

HHB@-H

2
3
4
5.
6.
7.
8,
9

9.18 Adjust Area Entry or Exit Times

Example:Setting the entry time as 90 seconds.

1. |@ fgr['igug?ilgnmenu - Option 8, Basic system
2. | MASTER CODE [ENTER Enter Master Code

3 2 [2] Select area entry time [3] Select area exit time

4. @ @ ENTER Enter the new entry time

5 [MENU] MENU || MENU Exits from Advanced system configuration

175




9.19 Reset Installer Account

Lost your Installer PIN code? Follow these steps to reset it:
1. Unplug the power supply and remove the backup battery.

2. Use a small screwdriver to hold down the reset button before you turn on power.

3. Wait 3 seconds after turning on the power. This will reset user 40 to PIN 9 7 1 3 and username installer.

4. Release the reset button.

9.20 Reset to Factory Default (Optional)

Follow these steps to reset your Cor™ panel back to factory default settings.

1. (MENu](9]

2. INSTALLER CODE | |[ENTER
> @
«

5.  Wait

9.21 Table Mount (Optional)

Press Menu - 9
Enter Installer Code

Press 0

Press Bypass key

Wait 10 seconds for the panel to start talking

Alternatively, you may use the optional table mount to place the Cor™ on a secure flat surface. Ensure the box tamper is off.
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9.22 Wall Tamper Option

PERSONAL INJURY HAZARD

Failure to follow this caution may result in personal injury.

Wall tamper is an optional security feature that is disabled
by default. When enabled, the siren will make a very loud
alarm sound when power is connected.

‘Wall tamper is an optional security feature that is disabled by default. When enabled, the siren will make a very loud alarm sound when power
is connected. Press 9 7 1 3 Enter to turn the siren off. If this does not work, reset the Installer account.

a. Disconnect power.
b. Use a small screwdriver to hold down the reset button.

)
E.),El
)/

T

g

7 A
B

c. Turn on power and keep holding down reset button for 3 seconds, then release the reset button. This will reset user number 256
to PIN 9 7 1 3 and username to installer.

1. Lights should be lit on the Cor™ when the power is turned on. If not check that the power lead is connected securely to the rear of the
panel.

Avoid using multiple power adapters and power boards. Cor™ is designed to be connected at all times to a power source; it is NOT designed
to run from the battery pack.

9.23 Connecting Inputs

The Cor™ panel has two general purpose inputs located on the rear of the unit. These can be connected to up to 4 devices when Sensor
Doubling is enabled. Use the supplied header cable.

. Ground
_Input 1

. Input 2

. Output 1

. Output 2

. 8.5V+
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To disable the inputs:

* Set System Menu —> General Options —> Disable Hardwired Sensors = ON

To enable 2 inputs:

* Set System Menu —> General Options —> Disable Hardwire sensors = OFF

e Set System Menu —> General Options —> Panel Sensor Doubling = OFF

* Set System Menu —> General Options —> Double EOL = ON for tamper monitoring, or OFF for no tamper

To enable 4 inputs without tamper monitoring:

e Set System Menu —> General Options —> Disable Hardwire Sensors = OFF

e Set System Menu —> General Options —> Panel Sensor Doubling = ON

* Set System Menu —> General Options —> Double EOL = OFF
IMPORTANT NOTES:

e If hard wired inputs are programmed as sensor 1, 2, 3, and/or 4, then these will take priority over the wireless sensors
» System Double EOL will take priority over Sensor EOL setting. If Sensor EOL is OFF and Double EOL is on, Double EOL tamper
monitoring will be active.
* Normally Open or Normally Closed state can be set in Sensor Options —> Options

* Sensor Doubling can only be used with Normally Closed devices End—Of-Line Resistors for Non—Sensor Double (2 inputs):

ANY ZOME ANY COM
ANY INPUT GROUMND TERMINAL TERMINAL
TERMINAL TERMIMAL TAMEER

CONTACT

ANY INPUT GROUND

TERMINAL TERMINAL
ANY INPUT GROUMND

TERMINAL TERMINAL _| |_
3.3K
33K 33K E.0L.
E.OL. E.Q.L. LA EQOL.
A W\~ WY ¥
W Vo OME N.O. CONTACT & Y
N.C. CONTACT N.O. CONTACT ONE N.C. CONTACT ZONE TAMPER
WITH EOL RESISTOR WITH EOL RESISTOR WITH EOL RESISTOR EOL RESISTOR
End-Of-Line Resistors for Sensor Double (4 inputs):
ANY INPUT GROUND ANY INPUT  ANY GROUND
TERMIMAL TERMINAL TERMINAL  TERMINAL
374K
E.O.L.
Iklfv
ZONE DOUBLED
3.74K RESISTOR FOR CONFIGURATION USED
ZONES 1-2 AS A FIRE ZOME,
608K RESISTOR FOR UPPER ZOME {3 - 4)
ZOMES 3 -4 15 NOT USEABLE
Resistor Diagram
ZOME DOUBLE E.O.L.
ZOMNE DOUBLE E.O.L
SINGLE ZONE E.O.L. FOMER 1 .3 ZOMEZ 3 -4
coLn EBROWH BROWHM
BROWHN 374K BROWMN  goBK
RED 13K YELLOW  ohm GRAY Ohm
ORANCE  Ohm VIOLET WHITE
ORANGE ORANGE BLUE
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9.24 Connecting Outputs

The Cor™ panel has two general purpose outputs located on the rear of the unit. See illustration in section 9.23, Connecting Inputs. These can
be connected to up to 2 devices. Use the supplied header cable.

Outputs are controlled by Actions in the Cor™  app.

‘When an output is configured with an action, the output will monitor the status of the action:
* When the action logic is_true, the output will be on

* When the action is false, the output will be off

If no action is assigned to an output the default behavior is:
e Output 1 = Siren
e Output 2 = Strobe

To program outputs from Cér™ Web Server:

1. Press Advanced — Actions.

2. Create an Action — refer to Advanced Programming, Actions for more help.
3. Press Advanced — Devices — System Devices — Control.

4. Press Control Output 1 or Control Output 2.

5. Press Action Assignment.
Configuration Server

YD ces Systenmn DesdcesConbrahDesyic e
ruFAREr,C ontrol Jubput 1.
1 Cantal |

Jitput Rarme
Action Assignment -
Schedule Number
It

6. Press the drop down action menu and select the action you want to control the output. The output will now be controlled by the state
of the selected action.

sDeviceshystam DevicesControlDevice
Murnbercantrol Ot TWAchon
AFF gRmEnt:
1 Ciordrol =
ACOOn

dizakler w| -
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10 TESTING THE SYSTEM

Your security system is only as effective as each of the components. This includes your sirens, communicator, back up battery, and detection
devices.

Each of these should be tested at least once per week and maintained to provide the highest level of security. Failure to conduct regular testing
can result in system failure when most required.

The four system tests to perform are:

10.1 Perform a Walk Test

This is an important test to use regularly to verify that each sensor is working correctly.
How to perform a sensor walk test:

1. Select main menu - Option 4, System Test
2. Enter Master code

3. Select sensor walk test

4. Walk past each motion sensor, open and close windows and doors with

sensors. The Cor™ panel will chirp the siren and announce the sensor
name and the signal strength of each sensor that is triggered.

5 Hear the status of each sensor that has been tested
7. IMENUJIMENUJIMENU]  Exits from System Test

A160048

10.2 Perform a Siren Test

The Sirens are used as audible deterrents in the event of your security system activating. As this test sounds all the audible devices connected
to your security system, it is advisable to notify neighbors and other persons within the premises prior to activating this test. Using hearing
protection is also recommended.

How to perform a siren test:

1. Select main menu - Option 4, System Test
2. [MASTER CODE |[ENTER] Enter Master Code

3. Select siren test

4. To stop sirens (Within 30 seconds)

5. [MENU][MENU] Exits from System Test

10.3 Perform a Battery Test

The backup battery is located on the back of the Cor™ panel. It provides temporary power to the panel when mains power is not available.
This may occur during a power outage or an intruder cutting power to a property.

The Cor™ panel will automatically test the battery each day. If the battery fails then your system can no longer protect your property in a
power outage. This is why replacing it when needed is very important.

The battery is a consumable part of the system and should be replaced every 3 years or when the battery test fails (whichever is sooner).
Contact your service provider for replacement parts.

How to perform a battery test:

1. Select main menu - Option 4, System Test
2. [MASTER CODE | (ENTER] Enter Master Code

3. Select battery test

4. [MENU][MENU][MENU] Exits from System Test
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10.4 Perform a Communicator Test

The communicator is a part of the Cor™ panel responsible for sending alarm messages. The communicator test is only available if your
security system has been set up to report to a central monitoring station. Proper operation of this is very important for alarm reporting. When
testing your communicator, no sirens will sound and a test message will be sent to the central monitoring station.

How to perform a communicator test:

1. Call your central monitoring station and tell them you are performing a communicator test
2. Select main menu - Option 4, System Test
3. |MASTER CODE | |[ENTER]| Enter Master Code
4, Select communicator test
5. The central monitoring station will confirm the test message was received
6. |MENUJ[MENU][MENU) Exits from System Test
7. If communicator test fails, notify your service provider

10.5 Event History

The Event History menu is used to listen to events that occurred in your security system. These events include arming, disarming, system
faults and alarmed sensors. Ensure your clock is set correctly as all events are time stamped.

“Alarm Memory” will announce the last sensor(s) that caused your security system to go into an alarm condition:

1. @ Select History Menu

2. [MASTER CODE) [ENTER | Enter Master Code

3. Listen to the last alarm memory event
4, |MENU Exits from History Menu

It is recommended you record user names, sensor names, and outputs names to make reviewing any events much clearer as Cor™ will
announce the recorded name.

You may also review all events recorded by your security system:
Reference the Event ID Table for events that can appear in the event log.

1. @ Select History Menu

2. |MASTER CODE||ENTER Enter Master Code

3. 2 Listen to history events

4. ENTER| Press ENTER for next event @ Press 0 for previous event
5 MENU Exits from History Menu
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GLOSSARY

Action

Action Group

Area

Area Group
Arm
Arm-Disarm

Away Mode

Bypass

Central Station

Channel

Channel Group

Chime Group
Chime Mode

Closed

Communicator

Disarm
Duress Code

Entry Delay

Event

Event List

Exit Delay

Forced Arming

Handover

Master Code

An action allows the Cor™ to perform automation functions. These can monitor the status up to 4 input conditions
called Action Events, change state (Action State), and perform a function (Action Result) such as arming a range of
areas.

An action group is one or more actions that can be accessed by a device or user. They are assigned to a user or de-
vice via permissions.

Sensors are grouped in to areas which can be secured independently from each other. This allows you to split your
security system in to smaller components that can be separately managed.

For example your system can be divided into an upstairs area and downstairs area.

An area group is one or more areas that can be accessed by a device or user. They are assigned to a user or device
via permissions

To turn your security system On.

Automatically arm and disarm areas by a specific user according to a specified schedule. The areas armed and dis-
armed will be the ones that the user has access to via their permissions.

To turn your security system on when you are leaving the premises.

Sensors can be temporarily disabled so they will not be monitored by the security system. For example, an interior
door is left open, bypass it to temporarily ignore it and allow arming of the security system. Bypassed sensors are
not capable of activating an alarm. Sensors will return to normal operation when the system is armed then dis-
armed. This prevents unintentional permanent disabling of a sensor.

A company to which alarm signals are sent during an alarm report. Also known as Central Monitoring Station
(CMS).

A channel is a communication path for events to be sent from the Cor™ panel to a selected destination. Channels
can be set to Cor™ App or Email.

A channel has an associated event list which contains the events it is allowed to forward on.

A channel group is one or more destinations for event messages to be sent to. When a message is sent to a channel
group, it is sent to all the channels that it contains. It forms the basis of multi—path reporting in Cor ™.

All the sensors that will activate chime, when in chime mode.
An operational mode that will emit a ding—dong sound at the keypad when specific sensors are activated.

A sensor in a normal state is “closed”. The security system monitors each sensor for changes in state from closed to
open and can respond with certain actions such as sounding the siren.

For example, a reed switch on a front door may change from a closed state to an open state when the door opens.

The communicator is responsible for notifying a control room or third party that an alarm event has occurred so an
appropriate response can be made.

It sends event messages to the specified destination including details such as where the event originated from and
the type of event. The receiver will then log the time and date when it receives the event. For example, Alarm from
Sensor 2 in Area 1 at 3:00am on 5/5/2014 from Account 1234.

Cor™ has multiple communicator options including Ethernet IP interface, email, and 3G (with optional cellular
radio module).

To turn your security system Off.

A predetermined user PIN code that will arm / disarm the security system while sending a special code to the cen-
tral monitoring station indicating the user is entering / leaving the premises under duress. Only applicable on moni-
tored systems.

The time allowed to disarm your security system after the first detection device has been activated.

Events are messages that are sent by the Cor™ panel due to system or area conditions. These include areas in alarm,
opening and closing, sensor bypass, low battery, tamper, communication trouble, and power issues.

Event lists contain events that a channel is allowed to send to the specified destination. If a channel receives an
event that is not in the associated event list, then the channel will ignore the event.

The time allowed to exit the premises after the security system is armed.

An option that permits arming even when there are open pre—selected sensors. Generally assigned to sensors that
cover the Cor™ (e.g.; motion sensors, front door reed switches), allowing the user to arm the security system with-
out the need to wait for those sensors to be closed. A security system that is ready to be “force armed” will flash the
ready light.

An instant alarm type, unless an entry sensor is tripped first

A PIN code that is used by a user to arm or disarm the security system. Its main feature is the ability to create, alter
and delete user PIN codes. Can also be used as a function code for all features.
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Menus

Monitored

Open

Output

Area
Perimeter

Permission

Profile

Quick Arm

Scene

Schedule

Sensor

Service Provider

Stay Modes

Tamper

Token

Cor™ App

User

Cor™ has a large range of features sorted into various menus such as Users, System, and Sensors. Each menu item
can be seen when using the Cor™ Web Server or the Cor ™ app.

Menus are used to restrict what is displayed by a device and what features a user has access to.
A security system that is configured to send all alarm signals to a central monitoring station.

A sensor in an abnormal state is “open”. The security system monitors each sensor for changes in state from closed
to open and can respond with certain actions such as sounding the siren.

For example, when a PIR sensor detects movement it will change from a closed state to an open state
Outputs on the Cor™ panel can be connected to a siren and strobe when an alarm condition occurs on the system.

One or more sensors form an area which can be independently armed and disarmed. For example your system can
be divided into an upstairs area and downstairs area.

Typically this refers to sensors located around the boundary of the protected area such as sensors on doors and win-
dows, and excludes interior motion sensors.

Permission includes a list of features a user or device is allowed to access. This includes programming menus, ar-
eas, reporting channels, actions, reporting options, access control options, special options, and special timers.

Each user can have up to four (4) permission profiles. Each profile contains a set of permissions and a correspond-
ing schedule. This allows advanced user programming and provides specific access to different features of the secu-
rity system during specific dates/time.

With advanced programming, profiles can be enabled/disabled in response to system conditions.
An option that allows you to turn on (arm) the security system by pressing the [AWAY] key.

Each scene can trigger up to 16 actions to create an automation event. This can save users time by automatically
running multiple actions. A scene can be triggered manually, through a schedule, or via a system event.

A schedule is a list of up to 16 sets of days and times. Typically these are used to provide access to users only with-
in the specified sets of days and times. Outside of the schedule a user will not have access to the system.

Schedules are used to automatically arm and disarm specified areas using the Arm-Disarm feature.
Scenes can perform a set of actions according to a specified schedule.

Schedules themselves can be enabled and disabled through actions. This powerful feature allows you to provide
conditional access to various users and devices based on system conditions.

A detection device such as a Passive Infrared motion sensor (PIR), reed switch, smoke detector, panic button, etc.
Sensors may be physically wired to the Cor™ system.

Also known as an input or sensor on other security panels.
The installation / maintenance company servicing your security system.

To turn your security system on when you are staying in the premises, this will automatically bypass pre—pro-
grammed sensors and arm others. Often used to arm only the perimeter while allowing movement inside the
premises.

Press STAY once for Arming with Entry Delay.

Press STAY a second time for Arm Stay — Instant. This removes the entry delay and will immediately alarm the
system when a sensor is faulted.

Press STAY a third time for Arm Stay — Night. Removes the bypass state of selected zones and the entry delay from
all delay zone types.

A physical switch on a device that detects unauthorised access to the unit. For example opening the case of a sensor
or taking a keypad off the wall can trigger a tamper alarm. This can provide early warning of someone attempting
to undermine the security of your system.

Some devices use an optical sensor to detect removal from a surface.
Each token is a pre-recorded word or phrase that can be used to name sensors, areas, outputs, and rooms.

Mobile app for smartphones to access the Cor™ Web Server which provides access to view the status of a Cor™
system, control sensors and outputs, program users and other Cér™ features. Available to download for AppleTM
iPhoneTM and GoogleTM AndroidTM from the respective app store.

The Cor™ app connects to the Cor™ server which will then connect to your Cor™ system.

An authorized person who can interact with the Cor™ security system and perform various tasks according to the
permissions assigned to them.

Each Cor™ user has a set of profile levels. These control what the user has access to, a list of functions, and when
the user is allowed to perform these functions.

A user is typically a person who is assigned a PIN code and arms/disarms the system with this code or keyfob de-
vice.

Users can also be automatic functions of the system. For example, Cor™ can automatically arm specific areas a user
has access to at a specified time. No human interaction is required; all the permissions of the programmed user will
still be applied and enforced.
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User Code

Cor™ Panel

Cor™ Web
Server

A PIN code that is used by a user to arm or disarm the security system. Also can be used as a function code for
certain features.

The main controller for the security system. It stores all programming, provides network and other connectivity
options for reporting, and provides physical terminals for connecting power, backup battery, sensors, and outputs.

Cor™ has a built-in web server which provides access to Cor™ features via a web browser interface or a native
smartphone app.

This allows you to performing programming and control of the system without needing to be physically in front of
the Cor™ keypad.
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APPENDICES
A.1 DLX900 Software

DLX900 is a fully featured management tool for control rooms and security professionals. Compatible with Microsoft Windows 7 and 8, this
is available to download from http://www.interlogix.com/ . In order for DLX900 to connect to a Cor™ panel you will need:
e The IP address of the Cor™ (or use the Discover feature for LAN connections)

* To know the Download Access Code (see Troubleshooting section, A.2) and,
* If Always Allow DLX900 is enabled then you will be allowed to connect; if Always Allow DLX900 is disabled then you must first put the
Cor™ into program mode, this can be changed in Settings—Network.

E DLX900 Download Software - BBBB

Program View Control Panel Devices Download Tools Help

®® S5 ®

J Devices enmolled ID ;I

Lsers I

Systemn | E Customer - BEBB
&I Marne IJDhn Doe Gota,.. | Sofb
Areas I - -
Address |1 Security Drive
Channels I

Save |
’ — - Mew Custorner
Cit Califorria State ICA Zip code I
Communicakor I v I P —_—

bl

chedules I Account number 8288 Goto.. | Panel IZeﬁro\Mire -

Duplicate Custaner
Actions I Contact phone Panel phone -
T B I 123456733 Gota... | |123458?89 Gota... | x | Delete |
Permissions I Additional items << |
Area Gl
ﬂl Contact phone 2
IMlenus I
Contact phone 3 Installation date 1407204 LI

Holidays I
t TCPAP Address 192168.1.134 Last diagnostic date 28/05/2014 6:23:52 P

Sensor Types I Reserved
—ISensor Optitems Central station phone
Event Lists _I Recent accessed infarmation
Charrel Groups | | 28/05/2014 6:23:52 PM I Downlnaded [Nore

Ackion Gi
_Action Groups | | 28/05/2014 B:23:29 PM W Dowrlnaded [Nane
Scenes I

Speech Tokens I

Cameras I
xConneck Serverl I p—— MM OFF LIME él

I Pazsword [keyword]

Branch office I

|28£05J2D1 4E:23:15 PM 7 Downloaded INone
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http://www.interlogix.com/

1. Install and launch DLX900 software.

2. 2. Create a new customer and select Cor ™  for the Panel.
3. Enter the TCP/IP address of the Cor™, press Save.

4. Go to Communicator — Remote Access.

E Communicator - 2014-05

Send Read

Options  Displat

Options | I Config | Ethernet | Radio | Dial 1P | Email  Remate Access lSystem Event Reporting |

Panel device number

—

| 0000o000a|

Dowwnload access

Caller ID number |

Call Back number |

Call Back IF Address |

Opkions

[ Callback before download

[ Contral panel shutdown

| Lock Local Programming

[ Lock Communicator Pragramming

Ring number 4
Call number o
AMD 0

[ Lock Download Prograrmming
[ Callback at Auko Test

[ Reserved

[ Reserved

5. Enter the Download Access Code to match the one configured on the Cor™ panel.

6. Press the Connect TCP/IP button.

To enable remote access for DLX200 in
UltraSync, change the Download Access
Code. The default Download Access
Passcode of 00000000 prevents remote
access. Login to ZeroWire

Web Server and go to Settings — Network
then change the code.

Note: DLX900 will attempt to connect using
the default installer / 9-7-1-3 account. To
disable DLX200 access, change the Installer
PIN code and set the Download Access
Code to 00000000

Settings Selector
Hebaark e
L o [omn ]

=

186 |1
168 |1
205
166 |1

218

|n_n|:;_.

Hore_ ek
¢ Type
WEAZ Peasphrose

Remote Access ANS
Weh Asress Passcode
12345670
e

Qonoaoon

-~

186




A.2 Troubleshooting DL.X900

Problem

Cannot connect over TCP/IP

Solution
Check you can ping the Cor™.
Check the Download Access Code.
Check that remote access is enabled on the Cor ™.

You generally need to be on the same network to connect via TCP/IP. If you are connect-
ing from a separate network, you will need to set up port forwarding to port 41796 on
the router the Cor™ is connected to. Consult your router manual or your IT department
for assistance. Technical support is unable to assist with setting up port forwarding due
to differences in customer networks and equipment.

Do not know Download Access Code

A T™M

Login to Cor™ Web Server and go to Settings — Network. Generally this will need to be
done on-site with an internet browser.

At factory default, DLX900 will automatically allow a connection using the default Go
To Program Code / Installer Code of 9-7-1-3 even if the Download Access Code is
unknown or set to default of 00000000 (disable upload/download). This is a conve-
nience feature for Installers and control rooms when a system is first installed.

This is why you must change the Installer Code to protect the system from further
changes. Once the Installer Code has been changed, this feature no longer works and you
must have the correct Download Access Code.
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A.3 Firmware upgrade using DLX900
Upgrading firmware can be performed remotely using DLX900.

1. Check with yur supplier to download the latest firmware file for your device.
2. Open DLX900 and go to Devices — Device info:

X|Device Info - 1234
Send Read Options Display

Device info l Control Info

Wou must be connected ko a control ko modify Ehis screen,

+

[Z] Sensor Exp
(L3 Output Exp
[ Add device

([ Device Cat 5
(L) Device Cat 6
(L] Device Cat 7
(L] Device Cat &
(L] Device Cat 9
(27 Device Cat 10

[Z1] Device Cat 11 |

¥

Device model |

Setial number |

Device ID |

Firrware version

Hardware wersion

Memory map version

(RN
LI

([ Device Cat 12
[C]] Device Cat 13
([ Device Cat 14
([ Device Cat 15
[Z7] Device Cat 16

Action after moving devices

(* ‘Wrike devices
" Read devices
™ Mo data transfer

F-H-EH-E-E-E-E-E-E-E-E-E

Slot condition after removing device
{* Free slot
ISEMay " Hold slak unkil next enrall

‘ " Hold slok permanenthy

Expand all

3. Select the device you want to upgrade. If you wish to update the Cor™ control panel, select the Control Info tab.
4. Press Update Device, Update All of Type, or Update Control.

5. Select the firmware file.

6. Press OK.

7. Wait for the firmware files to transfer to your device(s).
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A.4 Firmware upgrade using USBUP
Upgrading firmware on your Cor™ is easy using a USBUP.

. Check with your supplier to download the latest firmware file for your device.

. Create a folder on the USBUP called “Cor™ .

. Copy the firmware files into this folder.

. Take the Cor™ panel off the wall and remove the USB modem cover on the right.

. A USB modem may be pre—installed. Take it out of the Cor™ panel but leave it connected.

AN LB~ W N

. The USBUP header is inside the Cor™ panel where the arrow indicates:

7. Connect your USBUP to this header using the 5 pin cable supplied with your USBUP.

8. Press and hold the button on the USBUP until the light begins to flash green rapidly. Release the button and USBUP will continue the
firmware transfer.

9. When the light stays lit orange the firmware was successful. Disconnect the cable and replace the USB modem and cover.

10. If the light flashes red slowly then there has been an issue performing the upgrade. Check the files are correct and in the right folders
on the USBUP then try again. You may also open the log file that is written to the USBUP for more diagnostic information.
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A.5 System Status Messages

Various messages may appear on the Status screen of Cor™ Web Server and Cor™ app. These are also announced by voice when the Status
button is pressed.

System

* AC power fail — The security system has lost its electricity power.

* Low battery — The security system’s back up battery requires charging.

* Battery test fail — The security system’s back up battery requires changing.

* Box tamper — The security system’s cabinet tamper input has activated.

e Siren trouble — The security system’s external siren has a problem.

* Over current — The security system is drawing too much current.

¢ Time and date loss — The security system time and date need resetting.

¢ Communication fault — The security system has detected a problem with the communication channel
e Fire alarm — A fire alarm has been activated from the Cor™ unit

* Panic — A panic alarm has been activated from the Cor™ unit

¢ Medical — A medical alarm has been activated from the Cor™ unit

Area Number / Area Name

¢ Is On in the away mode — This area is armed in the away mode.

¢ Is On in the stay mode — This area is armed in the stay mode.

e Is ready — This area is secure and ready to be armed.

¢ Is not ready — This area is NOT ready to be armed, a sensor is not secure.

¢ All areas are on in the away mode — All areas in this multi area system are armed in the away mode.
e All areas are on in the stay mode — All areas in this multi area system are armed in the stay mode.

¢ All areas are ready — All areas in this multi area system are secure and ready to be armed.

Sensor Number / Sensor Name

* In Alarm — This sensor has triggered a system alarm condition.

* Is bypassed — This sensor is isolated (disabled) and will not activate an alarm.

* Chime is set — This sensor is part of the chime group.

¢ Is not secure — This sensor is not closed.

e Fire alarm — This sensor has triggered a fire alarm.

» Tamper — This sensor has triggered a tamper alarm.

* Trouble fault — This sensor has an open circuit.

* Loss of wireless supervision — This sensor is a wireless device and has lost its communication link with the control panel.
* Low battery — This sensor is a wireless device and needs its battery changed.
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A.6 App and Web Error Messages

Various error messages may appear on the Cor™ Web Server and Cor™ app.

Advanced / Settings Configuration Menus

* ”You must select a Menu before you can scroll” — An attempt was made to scroll up or down from the top level menu.

* ”Select a submenu from the list or select back to access the main menu” — An attempt was made to scroll up or down from a submenu that
has no additional levels.

* ”Defaulting requires 2 levels” — a Shortcut was entered without two levels.

Read Write errors and results

® ”Write Access Denied”

* ”Nothing displayed can be Saved”

”Program Success!”

”Name Saved”

Sensors Page

* ”No Sensors Configured For Your Access” — Displayed on Sensors page when there are no sensors available to view.
Wi Fi

* ”Connection was lost before a response was received” — Sent when No response received on a Wi Fi network change.

Data Entry Errors

¢ ”Data must only contain the following characters”
”Date must be of the form YYYY-MM-DD.”
”Day must be from 1 to 31”

”Data entry must only contain the numbers 0 — 9 and A—F”

”Data entry must only contain the numbers 0 — 9”

”Data must be a number from X to Y”

“Improper Time Value”

”must be 4 to 8 digits

”You must enter a user Number between 1 and 1048575”
”PIN digits must be between 0 and 9”
”PIN Must be 4-8 digits from 0-9”

”Data must not contain the following characters []”
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A.7 Z-Wave Messages

Z—-Wave Messages

”Unavailable — Failed Device Function in progress” — An Attempt was made to enter an add remove mode when failed device mode is
active.

”Unavailable — Add mode active” — Attempt was made to enter an add remove mode when add mode is active.

”Unavailable — Remove mode active” — An Attempt was made to enter an add remove mode when remove mode is active.
”Unavailable — Resetting Network” — An Attempt was made to enter an add remove mode when resetting mode is active.
”Unavailable — Backing Up Network” — An Attempt was made to enter an add remove mode when backup mode is active.
”Unavailable — Restoring Network” — An Attempt was made to enter an add remove mode when restore mode is active.

”Busy, Try Again Momentarily” — This message is received when the Z-Wave module is attempting a command and a new command was
submitted.

”Not primary controller” — An attempt was made to perform device functions when not a primary controller.

”Device Not Found in failed list” — An attempt was made to remove a failed device that is now responding.

”Remove Device failed — already in process” — An Attempt was made to enter remove mode when remove mode is active.

”Replace Device failed — already in process” — An Attempt was made to enter Replace mode when Replace mode is active.

”Remove Failed” — An Attempt to remove a device from the network has failed

”Replace Failed” — An Attempt to replace a device from the network has failed

”Function timed out or canceled” Add/Remove/Replace function timed out.

”Unavailable, Try Again Later” — This message is received when the Z—Wave module is still initializing

”Command Failed” — A Z-Wave command has failed.

”You must press Select to choose a set point” — A set point change was attempted without selecting a set point to change.

”There are no Failed Devices” — Displayed in the failed device dialog when no failed devices detected.
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A.8 History Events

The table below lists events that can appear in the event log.

Event ID Table

Event Name Description

Early Opening

Expander Low Battery Restore
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Event Name Description

Fail to Close

Fire Alarm
Fire Maintenance Alarm
Fire Supervision

Serial Buss Expansion Event

System Device Bypassed
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Event Name Description

Sensor Activity Supervision Restore
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A.9 Event Reporting Class Table

Event Name Description

Don’t Care Used for devices that do not classify events.

Fire Restore A fire device restored from Alarm.

Non-Fire Alarm A non-fire device created an alarm. This includes medical, panic, and burg.

Open/Close An area turn on turn off

Program Mode Local or remote programming.
System Trouble/Restore A system trouble event or restore.

Test Reports Manual or automatic test event.
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A.10 Action Events: Category and Table

Action Events

Area Events

Sensor Tamper

Sensor Not Ready
Sensor Low Battery
Sensor Supervision Fault
Chime On (from sensor)
Walk Test (from sensor)
Trouble (from sensor)
Any Alarm

Burg Alarm

Fire Alarm

Panic Alarm

Auxiliary Alarm

Any Siren

Fire Siren

Nonfire Siren

Keypad Sounder
DLX900 Turn off command
DLX900 Turn on partial
DLX900 Turn on away
Manual Fire

Manual Panic

Manual Auxiliary

User Arm Trigger

User Disarm Trigger

Category Action Event Type Action Events Category Action Event Type
Disabled
Faulted Disabled
Not Faulted
PIN entered
Alarm
Bypass PIN Entered out of schedule
Sensor Events Tamper User Events Void PIN Entered
Low Battery Lost PIN Entered
Troublt? . Expired PIN Entered
Supervision Turn On By User
Chime Enabled
Inhibited (Bypassed) Turn Off By User
Alarm Memory
Disabled Disabled
Armed Away Action State True
Armed Away + Bypass . Manual Output On
Armed PartiZl a Logic State Manual Outgut Off
Auto Arm Warning Scene Activated
Holdup Delay Action State False
Timed Disarm Disabled
Guard Tour Time Schedule States Schedule State
Guard Tour Fail Disabled
Man Down Timer Fire Alarm Verification
Man Down Fail Box Tamper
Entry Local Programming
Exit 1 or Exit 2 Remote Programming
Exit 1 Battery Test
Exit 2 Off line
Silent Exit Active Power Up delay
Exit Error Shut Down
Abort Window Phone Communicator trouble
Cancel Window Phone Line fault
Sensor Cross Zone Timing Device Status | Ethernet Communicator Trouble
Sensor Bypass Ethernet No Link

Ethernet Server Fault

Radio Communicator Trouble
Radio No Link
Communicator Active

Smoke Power Fail

Mains Fail

Low System Battery

Strobe On

Siren On

Siren Tamper

System Events

Disabled
Remote Program Fail
Watchdog Reset

Room Events

Disabled

Connected To

Pending Connection To
Privacy

Talking

Using Channel 1

Using Channel 2
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A.11 Action Results Category and Action Results Event Types

Action Results
Category

Action Results Event Type Action Results Category Action Results Event Type

Arm Away Disabled

Turn Off System Results | Detector Reset

Silence Communicator Test

Arm Stay Toggle

Arm Stay

Arm Away No Auto Stay

Chime Toggle

Chime On

Chime Off Camera 1

Area Results | Automatic Sensor Test Toggle Camera 2

Automatic Sensor Test On Camera 3

Automatic Sensor Test Off Camera 4

Auto Arm Timer Restart Camera 5

Disarm Timer Restart Camera 6

Man Down Timer Restart Camera 7

Guard Tour Timer Restart Camera 8

Hold Up Timer Restart Camera Results Camera 9

Activity Timer Restart Camera 10

Arm or Disarm Test Timer Restart Camera 11
Camera 12
Camera 13
Camera 14
Camera 15
Camera 16
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A.12 Cor™ Hub Building Blocks

On the following page is the system diagram of Cor ™ showing all the different building blocks that can be used to create a Cor™ system.

You have full flexibility to customize your system. Program each building block in turn to complete your system. We suggest left to right, top
to bottom. Refine blocks as you go or use presents to save you time.

The smaller grey blocks indicate related blocks that are used by the larger blue block.

The number on the bottom right of each block indicates the capacity of the system.
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A.13 Cor™ Menu Tree

The menu structure as seen from the Advanced menu in Cor™ Web Server:

1. Users
2. System
1. System Clock
2. General Options
3. System Timers
4. Siren Options
5. Service and Test Options
6. Status
3. Sensors
1. Sensor Number
2. Sensor Name
3. First Sensor Profile
4. Second Sensor Profile
4. Areas
1. Area Number
2. Area Name
3. Area Entry-Exit Times
4. Area Options
5 Area Times
6. Area Type Settings
7. Area Event Reporting
5. Channels
1. Channel Number
2. Channel Name
3. Account Number
4. Format
5 Device Number
6 Desk Phone or Email
7. Next Channel
8. Event List
9 Attempts
6. Communicator
1. General Options
2. Auto Test
3. IP Configuration
1. IP Host Name
2. IP Address
3. Gateway
4. Subnet
5. Primary DNS
6. Secondary DNS
7. Wi Fi SSID
8. Wi Fi Security Type
9. Wi Fi Password
10. Ports
11. Time Server
12. IP Options
4. Radio Configuration
5. Remote Access
1. Panel Device Number
2. Download Access Code
3. Callback Server
4. Download Options
6. System Event Reporting
1. System Channel
2. Attempts

7. Schedules
1. Schedule Number
2. Schedule Name
3. Follow Action Number
4. Times and Days
8. Actions
1. Action Number
2. Action Name
3. Function
4. Duration Minutes
5. Duration Seconds
6. Event 1
7. Event 2
8. Event 3
9 Event 4
10. Result
9. Arm-Disarm
1. Arm-Disarm Number
2. Name
3. User Number
4. Schedule Number
10. Devices
1. System Devices
1. Control
2. Interlogix Transmitters
1. Transmitter Number
2. Serial Number
3. User
4 Options
5 Scene
3. Z-Wave Devices
1. Name
2. Basic Type
3. Generic Type
4. Specific Type
11. Permissions
1. Permission Number
2. Permission Name
3. Control Groups
4. Permission Options
5. User Timer Options
12. Area Groups
1. Area Group Number
2. Area Group Name
3. Area List
13. Menus
1. Menu Number
2. Menu Name
3. Menu Selections

14.

15.

16.

17.

18.

19.

20.

21.

22.

Holidays
1. Holiday Number
2. Holiday Name
3. Date Range
Sensor Types
1. Sensor type Number
2. Sensor type Name
3. Sensor Type Armed
4. Sensor Type Disarmed
Sensor Options
1. Sensor Options Number
2. Sensor Options Name
3. Sensor Options
4. Sensor Reporting
5. Sensor Contact Options
6. Sensor Report Event
Event Lists
1. Event List Number
2. Event List Name
3. Event List
Channel Groups
1. Channel Group Number
2. Channel Group Name
3. Channel List
Scenes
1. Scene Number
2. Scene Name
3. Activate Schedule
4. Activate Event Type
5. Activate Sensor
6. Scene Actions
Speech Tokens
1. Sensor Tokens
Cameras
1. Camera Number
2. Camera Name
3. LAN IP Address
4. MAC Address
UltraSync
1. Web Access Passcode
2. Ethernet Server 1
3.Ethernet Server 2
4. Ethernet Server 3
5. Ethernet Server 4
6. Wireless Server 1
7.Wireless Server 2
8. Wireless Server 3
9. Wireless Server 4
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SPECIFICATIONS

CITCUIt . . .t e Primary
Voltage . ...t 9 VDC Regulated
Current . ... o 210 mA maximum
165 mA without voice
Operating Temperature ...............oiiiiiniinnn... 0 to 50 Degrees Celsius
BackUpBattery ............oouiiniiniiiiiinnenn. Rechargeable Ni-MH battery pack
Inputs . ... 2x sensor inputs up to 6.6V, close with 3.3k EOL
Outputs . ... 2x open collector outputs at 100mA 30V (max)
Dimensions (WxHxD) ........ ... . ... oo i 190 mm x 140 mm x 32 mm
Shipping Weight .. ... .. .. . 1Kg
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UL SPECIFICATIONS

General: The UL Listed system consists of the following features and compatible devices:

Electrical:

9VDC Power Supply:

UL Listed (E365620) Huizhou Zhongbang Electronic Co Ltd, Model ZB-A090020A-]J.
Input: 100-240VAC 50/60 Hz, 0.6A max

Output: 9 VDC, 2A

Backup Battery Pack:
Golden Power, Model 6MR2300AAH4A
7.2 VDC, 2300 mAh, Ni-MH

Software Version:
1.x

Installation Notes:
The system shall not be programmed to add input from the Web Server, Cor™ App, and Wi Fi to smartphone.

The chime feature is only to be used in the disarm stage. It is not to be used as the main audible alarm.

During the test mode, test AC and Battery every week by disconnecting AC power and verifying 5 minutes of emergency signaling. Reinstall
restraining means of power plug.
Replace the battery pack every three (3) years.

The RF jamming signal is announced by the voice message “RF signal blocked” repeats until code is entered.
Compatible Receivers:

Operation has been verified with industry standard SIA Contact ID format. It is the Installer’s responsibility to verify compatibility between
the panel and the receiver used during installation. The Installer shall verify the compatibility of the receiver and the system on a yearly basis.
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Listings and Approvals:

UL:

ANSI/UL 985 Household Fire Warning
ANSI/UL 1023 Household burglar
ANSI/UL 1637 Home Health Care Signaling
cUL:

ULC S545 - Residential Fire Warning System Control Units
ULC/ORD-C1023 - Preliminary Standard for Household Burglar Alarm System Units

SIA:
ANSI/SIA CP-01-2010 False Alarm Reduction

Minimum System Configuration:

Control Panel Model HA-6400-05-06-00 for use with the following UL Listed accessories manufactured by UTC:
TX-1012-01-1, TX-1012-01-3 DOOR CONTACT

60-362N-10-319.5 DOOR CONTACT

TX-6010-01-1 SMOKE DETECTOR

60-848-02-95 SMOKE DETECTOR

60-703-95 PIR

60-639-95R PIR

Abort:

Consult with your Installer to determine if your system is configured with a communicator delay. A communicator delay will prevent a report
to the central station if the control panel is disarmed within 30-45 seconds after an intrusion alarm is triggered. Note: Fire—type alarms are
normally reported without a delay.

Quick exit:

Consult with your Installer to determine if your system is configured with a communicator delay. A communicator delay will prevent a report
to the central station if the control panel is disarmed within 30-45 seconds after an intrusion alarm is triggered. Note: Fire—type alarms are
normally reported without a delay.

NOTE: The designated door may be opened and closed only once. If you close the designated door behind you when you exit you will have
to disarm the system upon reentering. Leave the designated door open while using the quick exit feature.

Exit delay extension:

If enabled by your Installer, the Exit Delay extension feature will recognize when you arm the system, leave your house and then quickly
re—enter your house (such as you would if you forgot your car keys.) In such a case HA-6400 will restart your exit delay to give you the full
exit delay again.
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Exit Progress Annunciation:

A pulsating audible sounds throughout the duration of the Exit Time to indicate that the exit period is in process. A rapid pulsating audible
sounds during the last ten (10) seconds of the Exit Time to indicate that the Exit Time is running out.

Entry Progress Annunciation:

A pulsating audible sounds upon entry to indicate that the Entry Delay has begun.

Remote Control Devices: UTC model 6001064-95R.

Figure 1: Micro Keyfob
(1)

(1) LED

(2} Lock button
(3} Unlock button
(4) Light button
(5) Star button
(B) Cover slof

{2)

(4)

(&)

Keyfob operation / System Acknowledgement:

Unlock button. Disarm the system. LED light momentary on and two squawks from the control panel
Lock button. Arm the system. LED light momentary on and two squawks from the control panel
Light button. Toggle system—controlled lights on/off (if programmed).

Star button. As programmed in the system.
When the battery is low, the LED light will not turn on when buttons are pressed, and the keyfob will not operate.

Canceling and preventing accidental alarms:

One of the biggest concerns you might have regarding your security system is causing an accidental alarm. Most accidental alarms occur
when leaving the residence after arming the system or before disarming the system upon your return.

Alarms are canceled by entering a valid master or user code within the minimum cancel window of five (5) minutes. After alarms are
canceled, the system will be disarmed.

204




Recent Closing:
Enabled (2-minute window)

Sensor Tripping Instructions:

Sensor
Door/window

Carbon monoxide alarm

Glass break

Motion sensor
Smoke
Keyfob

Remote touchpad

Action
Open the secured door or window.

Press and hold the Test/Hush button (approximately 5 seconds)
until the unit beeps two times, and then release the button.

Test with an appropriate glass break sensor tester.

Avoid the motion sensor field of view for 5 minutes, and then enter
its view.

Press and hold the test button until the system sounds transmission
beeps.

Press and hold the Lock and Unlock buttons simultaneously for 3
seconds.

Press and hold the two Emergency buttons simultaneously for 3
seconds.
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SIA CP-01-2010 Programmable Features

Your Cor™ panel is shipped with preset defaults to comply with the Security Industry Association CP-01 Standard. The relevant settings are
listed below and should not be changed to maintain CP-01 compliance.

For full or auto arming:
45 sec. — 2 min. 60 Seconds
(255 sec. max.)

Required

Exit Time (programmable)

Exit Time Restart Required Option For re—entry during exit time Enabled

Exit Time and Progress
Annunciation / Disable — for
Remote Arm

Allowed Option May be disabled — for remote arm-

(for remote arm) ing Enabled

Abort Window — for Non-Fire May be disabled - by sensor or

Sensors Required Option sensor type Enabled

Annunciate that no alarm was

transmitted Enabled

Abort annunciation Required Option

Annunciate that a Cancel was
transmitted

Cancel Annunciation Required Option Enabled

Cross Zoning Required Option Programming needed Disabled

For all non—fire sensors, shut down

at 1 to 6 trips Two trips

Swinger Shutdown Required (programmable)

Fire Alarm

Verification Required Option Depends on panel and sensors Disabled
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Smoke and heat detector locations:

Selecting a suitable location is critical to the operation of smoke alarms. Figure 2 shows some typical floorplans with recommended smoke
and heat detector locations. Use these location guidelines to optimize performance and reduce the chance of false alarms:

* Before mounting alarms, program (learn) them into memory and do a sensor test from the alarm’s intended location to ensure good RF
communication to the panel.

* Locate the alarm in environmentally controlled areas where the temperature range is between 40 and 100EJF (5 and 38FJC) and the
humidity is between 0 and 90% noncondensing.

* Locate alarms away from ventilation sources that can prevent smoke from reaching the alarm.

¢ Locate ceiling mounted alarms in the center of the room or hallway, at least 4 in. (10 cm) away from any walls or areas.

* Locate wall mounted alarms so the top of the alarm is 4 to 12 in. (10 to 31 cm) below the ceiling.

* In rooms with sloped, peaked, or gabled ceilings, locate alarms 3 ft. (0.9 m) down or away from the highest point of the ceiling.

* When mounting to suspended ceiling tile, the tile must be secured with the appropriate fasteners to prevent tile removal.

NOTE: Do not mount the alarm to the metal runners of suspended ceiling grids. The metal runners can draw the magnet’s field away from
the alarm’s reed switch and cause a false tamper alarm.

Figure 2. Smoke and Heat Detector Locations:

@ Required smoke detector

& Optional smoke detector

@ e |® .
Bedroom Ha Badroom Bedroom i Bedroom ® Heat detector
;I_‘_’I L 'I'_]'.'):l"l 8‘
Lnang dnng Recraation room
—_— =
T T T7777| Basement L
ﬁwt—l_l_‘ .
i Fvan Bed Baciroor 1 " g tchen | Bedroom
® |®
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ng Oy Badrooer

®
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PRODUCT WARNINGS

A PROPERLY INSTALLED AND MAINTAINED ALARM/SECURITY SYSTEM MAY ONLY REDUCE THE RISK OF EVENTS
SUCH AS BREAK-INS, BURGLARY, ROBBERY OR FIRE; IT IS NOT INSURANCE OR A GUARANTEE THAT SUCH EVENTS
WILL NOT OCCUR, THAT ADEQUATE WARNING OR PROTECTION WILL BE PROVIDED, OR THAT THERE WILL BE NO
DEATH, PERSONAL INJURY, AND/OR PROPERTY DAMAGE AS A RESULT.

WHILE INTERLOGIX UNDERTAKES TO REDUCE THE PROBABILITY THAT A THIRD PARTY MAY HACK, COMPROMISE OR
CIRCUMVENT ITS SECURITY PRODUCTS OR RELATED SOFTWARE, ANY SECURITY PRODUCT OR SOFTWARE
MANUFACTURED, SOLD OR LICENSED BY INTERLOGIX, MAY STILL BE HACKED, COMPROMISED AND/OR
CIRCUMVENTED.

INTERLOGIX DOES NOT ENCRYPT COMMUNICATIONS BETWEEN ITS ALARM OR SECURITY PANELS AND THEIR
OUTPUTS/INPUTS INCLUDING, BUT NOT LIMITED TO, SENSORS OR DETECTORS UNLESS REQUIRED BY APPLICABLE
LAW. AS A RESULT THESE COMMUNICATIONS MAY BE INTERCEPTED AND COULD BE USED TO CIRCUMVENT YOUR
ALARM/SECURITY SYSTEM.

WARRANTY DISCLAIMERS

INTERLOGIX HEREBY DISCLAIMS ALL WARRANTIES AND REPRESENTATIONS, WHETHER EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE INCLUDING (BUT NOT LIMITED TO) ANY WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE WITH RESPECT TO ITS SECURITY PRODUCTS AND RELATED SOFTWARE.
INTERLOGIX FURTHER DISCLAIMS ANY OTHER IMPLIED WARRANTY UNDER THE UNIFORM COMPUTER INFORMATION
TRANSACTIONS ACT OR SIMILAR LAW AS ENACTED BY ANY STATE.

(USA ONLY) SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO THE ABOVE
EXCLUSION MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS AND YOU MAY
ALSO HAVE OTHER LEGAL RIGHTS THAT VARY FROM STATE TO STATE.

INTERLOGIX MAKES NO REPRESENTATION, WARRANTY, COVENANT OR PROMISE THAT ITS SECURITY PRODUCTS
AND/OR RELATED SOFTWARE (I) WILL NOT BE HACKED, COMPROMISED AND/OR CIRCUMVENTED; (II) WILL PREVENT,
OR PROVIDE ADEQUATE WARNING OR PROTECTION FROM, BREAK-INS, BURGLARY, ROBBERY, FIRE; OR (III) WILL
WORK PROPERLY IN ALL ENVIRONMENTS AND APPLICATIONS.

DISCLAIMER

THE INFORMATION IN THIS DOCUMENT IS SUBJECT TO CHANGE WITHOUT NOTICE. UTC ASSUMES NO
RESPONSIBILITY FOR INACCURACIES OR OMISSIONS AND SPECIFICALLY DISCLAIMS ANY LIABILITIES, LOSSES, OR
RISKS, PERSONAL OR OTHERWISE, INCURRED AS A CONSEQUENCE, DIRECTLY OR INDIRECTLY, OF THE USE OR
APPLICATION OF ANY OF THE CONTENTS OF THIS DOCUMENT. FOR THE LATEST DOCUMENTATION, CONTACT YOUR
LOCAL SUPPLIER OR VISIT US ONLINE AT HTTP://WWW.INTERLOGIX.COM

This publication may contain examples of screen captures and reports used in daily operations. Examples may include fictitious names of
individuals and companies. Any similarity to names and addresses of actual businesses or persons is entirely coincidental.
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The illustrations in this manual are intended as a guide and may differ from your actual unit as Cér™ is continually being improved.

INTENDED USE

Use this product only for the purpose it was designed for; refer to the data sheet and user documentation. For the latest product information,
contact your local supplier or visit us online at http://HVACpartners.com and look for Cor Home Automation. The system should be checked
by a qualified technician at least every 3 years and the backup battery replaced as required.

COPYRIGHT

Copyright © 2016 UTC Ltd. All rights reserved. This document may not be copied or otherwise reproduced, in whole or in part, except as
specifically permitted under US and international copyright law, without the prior written consent from UTC.

TRADEMARKS AND PATENTS

UTC is the registered trademark of UTC Holdings Ltd. Cor™ product and logo are registered trademarks of UTC. Google Android and
Google Play are the trademarks of Google Inc. Apple iPhone and App Store are the trademarks of Apple Inc. Other trade names used in this
document may be trademarks or registered trademarks of the manufacturers or vendors of the respective products.

REGULATORY NOTICES FOR USA

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause
harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

NOTE: Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one or more of the following measures:

—Reorient or relocate the receiving antenna.
—Increase the separation between the equipment and receiver.
—Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

—Consult the dealer or an experienced radio/TV technician for help.

Caution: Any changes or modifications not expressly approved by the party responsible for compliance to this equipment would void the
user’s authority to operate this device.

FCC Radiation Exposure Statement: This product complies with FCC radiation exposure limits set for an uncontrolled environment. This
equipment should be installed and operated with a minimum distance of 20cm between the device and your body.

Tested To Comply
c € @ F@ With FCC Standards
For Home or Office Use
FCC ID: 2ADG2ZW-6400H
Contains FCC ID: W7OMRF24WGOMAMB

DESTINATION CONTROL STATEMENT - These commodities, technology, or software were exported from the United States in
accordance with the Export Administration Regulations. Diversion contrary to United States law is prohibited.

This equipment should be installed in accordance with Chapter 2 of the National Fire Alarm Code, ANSI/NFPA 72, (National Fire Protection
Association, Batterymarch Park, Quincy, MA 02269). Printed information describing proper installation, operation, testing, maintenance,
evacuation planning, and repair service is to be provided with this equipment.
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REGULATORY NOTICES FOR CANADA

Model / Modele: HA-6400-05-06-00

IC: 12545A-ZW6400H

Contains / Contient IC: 7693A-24WGOMAMB

CAN ICES-3 (B)/NMB-3(B)

This device complies with Industry Canada’s licence—exempt RSSs. Operation is subject to the following two conditions:
1. This device may not cause interference; and

2. This device must accept any interference, including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils radio exempts de licence. L’exploitation est autorisée
aux deux conditions suivantes:

1. I’appareil ne doit pas produire de brouillage;

2. I'utilisateur de I’appareil doit accepter tout brouillage radioélectrique subi, méme si lebrouillage est susceptible d’en compromettre le
fonctionnement.

This Device complies with IC radiation exposure limits. It is desirable that the device shall be installed to provide a separation distance of at
least 20cm from all persons and must not be co—located or operating in conjunction with any other antenna or transmitter.
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